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AUDIT REPORT IN BRIEF

This is a second follow-up audit to determine whether the New York City Department of
Homeless Services (DHS) implemented the 12 recommendations made in the previous follow-up
audit of data processing controls. In this report, we discuss the 12 recommendations from the prior
audit in detail, as well as the implementation status of each recommendation.

In Fiscal Year 2001, the Comptroller’s Office conducted a follow-up audit to evaluate the
adequacy of the DHS data center’s disaster recovery plans, program-change control procedures,
data-security procedures, physical-security procedures, and operational procedures for protecting
DHS computer assets and information. The audit also assessed DHS compliance with the
Comptroller’s Internal Control and Accountability, Guidelines for the Management, Protection and
Control of Agency Information and Information Processing Systems (Directive 18).

Audit Findings and Conclusions

Of the 12 recommendations made in the previous follow-up audit, DHS implemented three,
partially implemented three, and did not implement six.

In this second follow-up audit, we found that DHS made improvements. DHS now complies
with Comptroller’s Directive #10 because it records new equipment on the Financial Management
System (FMS) Fixed Asset Inventory.  Second, DHS made an improvement to keep unauthorized
users from gaining access to the network by instituting a network-wide automatic time-out function.
Third, the Department of Investigation approved an Internet Security Proposal.    However, we
found many of the same weaknesses that emerged in the previous audit.  DHS still has neither
formally documented nor updated its disaster recovery plan for the Office of Information
Technology (OIT) staff and does not have an alternate site that is operational.  In addition, written
policies and procedures are incomplete because they do not address program-change controls and
the monitoring of system access. Moreover, the DHS inventory of computer hardware is
incomplete, and software inventory is still not tracked.
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Audit Recommendations

To address the issues that still exist, we make the following recommendations, some of
which we made in our earlier audits. DHS should:

• Complete its Baseline Procedures Manual to include all administrative and
operational policies and procedures for its computer environment, specifically those
regarding network and Internet change control.

• Create, implement, and periodically test a disaster recovery plan that reflects the
current environment.

• Establish an operational alternate processing and recovery site.

• Compile an up-to-date, accurate inventory for all computer equipment and software.

• Utilize the function within Microsoft 2000 to identify and disable unlicensed
software.

• Establish and enforce a policy that the OIT Security Administrator match the current
list of user IDs on the network to personnel records, identify inactive employees, and
disable the user IDs for those individuals.

• Utilize the function within Microsoft 2000 to track system access violations.

• Establish formal procedures to document and report system access violations, and
review and follow up on all reported violations.

• Establish written change-control procedures.

• Establish a special project team, reporting to the Commissioner, whose ultimate
goal would be to ensure that the deficiencies noted in this report are addressed and
corrected.

In conclusion, despite assurances from DHS officials that corrective action would be taken
to address the issues raised in our two prior audit reports (issued on June 30, 1998, and January 25,
2001), many deficiencies still exist.  Specifically, DHS still does not have: an operational alternate
processing site; an updated disaster recovery plan; adequate inventory of computer hardware and
software; and adequate policies and procedures for program-change controls and the monitoring of
system access.  Such weaknesses, if not addressed, increase the risk of unauthorized system access,
business disruptions, misuse of sensitive data, and misappropriation of expensive equipment.
Therefore, we also recommend that DHS establish a special project team, reporting to the
Commissioner, whose ultimate goal would be to ensure that the deficiencies noted in this report are
addressed and corrected.
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INTRODUCTION

Background

The Department of Homeless Services (DHS), in partnership with public and private
agencies, provides temporary and emergency shelter for homeless families and single adults, and
assists them in obtaining permanent housing. The Department’s Office of Information
Technology (OIT) is responsible for providing information and technology services to the
agency’s administrative sites and more than 200 shelters.

The central data center supports the main local area network (LAN); applications that
reside on the LAN at the agency’s administrative sites, and its mission-critical applications used to
track placements of homeless families as well as billings from vendors providing services to
DHS clients.

In January 2001, the Comptroller’s Office issued a follow-up report to an audit it
conducted in 1998 on DHS data processing controls and procedures (7A98-121, issued June 30,
1998).  The 2001 audit concluded that DHS still lacked a current disaster recovery plan, an
alternate data-processing site, and comprehensive administrative and operational policies.  The
audit also noted that DHS did not have adequate procedures for change control, Internet security,
and inventory of hardware and software items.  Moreover, the report found that the log-on access
of inactive or former employees had not been disabled, software use is not monitored to prevent
the use of unlicensed products and there were no procedures to document, review, and follow-up
on network-security access violations.

Objective

This follow-up audit determined whether DHS implemented the 12 recommendations
made in an earlier report, Follow-up Audit Report of the Data Processing Controls and
Procedures of the Department of Homeless Services, (Audit No. 7F01-068, issued January 25,
2001).

Scope and Methodology

The time period reviewed in this audit was August 2003 through December  2003.  To
determine the implementation status of the recommendations, we:

• Reviewed prior audit reports issued by the Comptroller’s Office (Audit Report of
the Data Processing Controls and Procedures at the Department of Homeless
Services, Audit #7A98-121, issued June 30, 1998; Follow-up Audit Report of the
Data Processing Controls and Procedures of the Department of Homeless
Services, Audit # 7F01-068, issued January 25, 2001; Audit Report on the
Controls of the Department of Homeless Services Over its Computer Equipment,
Audit #FL03-131A, issued June 30, 2003);
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• Reviewed and analyzed the DHS Baseline Procedures Manual;

• Toured the data center and alternate processing site;

• Reviewed and analyzed DHS hardware equipment inventory  procedures;

• Reviewed fixed asset documentation;

• Determined whether the Department of Investigation approved the DHS Internet
Security Architecture Plan; and

• Determined whether access to the network has been disabled for inactive users by
comparing a current list of individuals authorized to access DHS systems with
City Payroll Management System (PMS) records.

For the audit’s criteria, we used: Comptroller’s Internal Control and Accountability
Directive, Guidelines for the Management, Protection and Control of Agency Information and
Information Processing Systems (Directive 18); the U. S. General Accounting Office Federal
Information Systems Control Audit Manual; the Department of Investigation’s Information
Security Directives; and the Federal Information Processing Standards (FIPS).

This audit was conducted in accordance with generally accepted government auditing
Standards (GAGAS) and included tests of the records and other auditing procedures considered
necessary.  This audit was performed in accordance with the City Comptroller’s audit
responsibilities as set forth in Chapter 5, § 93, of the New York City Charter.

Discussion of Audit Results

The matters covered in this report were discussed with DHS officials during and at the
conclusion of this audit.  A preliminary draft report was sent to DHS officials and discussed at an
exit conference held on February 24, 2004.  On March 1, 2004, we submitted a draft report to
DHS officials with a request for comments.  We received a written response from DHS on
March 16, 2004.

In its response, DHS stated: “In our continuing effort to fully implement all the
recommendations where feasible, DHS has implemented three recommendations, partially
implemented six recommendations, and will not implement one recommendation. DHS’ Office
of Information Technology has developed a plan in which full implementation of the agreed to
recommendations will be accomplished by June 2005. OIT reports to the Deputy Commissioner
of Policy and Planning who is working with the unit to facilitate the implementation of the
recommendations and therefore, the establishment of a special project team is unnecessary.”

The full text of the DHS response is included as an addendum to this report.  However,
certain sensitive information contained in the DHS response (pertaining to the location of the
agency’s disaster recovery site and the names of users) has been redacted.
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RESULTS OF FOLLOW-UP AUDIT

Previous Finding: “DHS does not maintain documentation that sufficiently outlines all
administrative and operational policies and procedures used by OIT
personnel.”

Previous Recommendation #1: “Update its Baseline Procedures to include all
administrative and operational policies and procedures for its computer environment (i.e.,
computer inventory control and system development life-cycle methodology).”

Previous DHS Response: “While DHS/OIT agrees that these recommendations should be
implemented, the priority for the staff must be the completion of certain projects that either
directly or indirectly support the program areas and enables better communication of
information on clients and the processing of families for permanent housing. These projects
include a complete network upgrade, implementation of a Client Tracking System for both
the family and adult programs to replace current old Prime application systems, automation
of the functions performed by the Re-housing Bureau, completion of the connectivity of all
DHS shelters to the DHS Network and supplying those shelters with personal computers to
use on the network. The work on a written procedure manual will have to be scheduled to
avoid impeding these projects. Producing a comprehensive manual of written procedures is
a long-term goal of DHS/OIT, but given the importance of the other projects it is difficult
for OIT to commit to a definite time frame at this time.”

Current Status: PARTIALLY IMPLEMENTED

DHS policies now address Internet and e-mail use, installation of software, and access
controls. However, the policies still do not address change controls, system development life
cycle methodology, and additions/deletions of user IDs. Accordingly, we consider
recommendation #1 partially implemented.

**********

Previous Finding: “DHS does not have an adequate disaster recovery plan.”

Previous Recommendation #2: “Periodically update its Disaster Recovery Plan.”

Previous Recommendation #3: “Obtain an alternative-processing site for resuming EDP
operation in the event of a disaster.”

Previous Recommendation #4: “Periodically test its disaster recovery plan.”

Previous DHS Response to #2, #3 and #4: “DHS/OIT has on-site two (2) consultants from
the In-Source group at the Department of Information Technology and Communications
(DoITT) who are performing this task. They had a completed plan, which was based on the
old DHS site at 161 William Street.  They are currently updating that plan for the new DHS
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site at 33 Beaver Street. The new plan will cover all aspects of Disaster Recovery for all
DHS networking and application systems. This will include DHS/OIT finding an alternative
site within another agency in the City of New York, as its backup disaster site.

“After a back-up site has been established the disaster recovery plan will be tested at least
twice a year.  It must be noted that many aspects of the disaster recovery plan were tested as
part of the move of DHS from 161 William Street to 33 Beaver Street.  All computer and
network equipment were moved and in operation with 24 hours at the 33 Beaver Street site,
which showed that the plan worked.”

Current Status of Recommendation #2: NOT IMPLEMENTED

The DHS disaster recovery plan has not been updated to reflect the agency’s current
network that was installed in 2001.  In addition, a complete disaster recovery plan would include
a functional alternate-processing site, which is not in place. Therefore, we consider
Recommendation #2 not implemented.

Current Status of Recommendation #3: PARTIALLY IMPLEMENTED

An alternate processing site has been identified; however the site is not equipped with
necessary equipment such as servers and routers and therefore is not operational. Accordingly, we
consider Recommendation #3 partially implemented.

Current Status of Recommendation #4: NOT IMPLEMENTED

Since there is neither an updated disaster recovery plan nor an established alternate-
processing site, this recommendation cannot be satisfied. Therefore, we consider
Recommendation #4 not implemented.

**********

Previous Finding: “DHS does not maintain comprehensive, accurate, or up-to-date computer
equipment inventory records . . .[and] inventory of manufacturer’s software
. . . and the number of licensed copies of the software installed on the
DHSLAN and workstations.”

Previous Recommendation #5: “Compile an up-to-date inventory for all computer
equipment and software.”

Previous DHS Response: “In September 2000, DHS/OIT assumed responsibility for
computer inventory which includes printers and fax machines. DHS/OIT ordered and
received an updated version of the computer inventory system being used called
Scanventory.  The database for this system is now being created and when it is completed a
full inventory will be taken of all computers, printers and faxes in DHS.  After the initial full
OIT will then perform an annual physical inventory for all computers, printers and faxes.
All equipment will have a barcode tag attached to it if there is none on it and an up-to-date
inventory listing will be created.  All equipment that is to be issued after the complete



7  Office of New York City Comptroller William C. Thompson, Jr.

inventory is performed will already be issued with inventory tags and will be placed on the
Scanventory system prior to their installation.

“The updated list of software inventory that was provided for this audit will be updated to
include additional recommended information, version number and date of license.”

Current Status: PARTIALLY IMPLEMENTED

In March 2003, DHS installed a new software package (Asset Tracker) to track its
computer inventory.  However, contrary to its response to the previous follow-up audit, the
agency has yet to perform a full reconciliation of computer hardware on hand to the inventory
records.  In addition, the software inventory records did not include critical information such as,
the dates items were purchased, who is in possession of the software packages, and what
versions of the software are in use.  Therefore, we consider Recommendation #5 partially
implemented.

**********

Previous Finding:  “New computer equipment is not recorded on the IFMS Fixed Asset
Accounting Report.”

Previous Recommendation #6: “Increase their efforts to comply with Comptroller’s
Directive #10 to ensure that new equipment is recorded on the FMS Fixed Asset Inventory
Report.”

Previous DHS Response: “With the implementation of FMS, fixed asset reporting and
tracking procedures have changed citywide.  DHS Finance Office is working closely with
the Comptroller’s Office to keep track of the most current procedures.  As we gain a better
understanding of the new process, we will revise and strengthen our internal procedures to
ensure that all capital purchases are reported in FMS.  Specifically, DHS Finance Office will
revise its procedures for entering fixed assets in FMS. We will do this by mid August 2001
to coincide with the year-end fixed asset inventory reporting.”

Current Status : IMPLEMENTED

DHS provided us copies of its latest purchases of computer equipment and we confirmed
that the items purchased were recorded in FMS.  Accordingly, we consider Recommendation #6
implemented.

**********

Previous Finding: “DHS has not purchased or installed any software package on the network
servers to monitor and to ensure that only licensed software is used at the
workstations.”

Previous Recommendation #7: “Purchase and install a software program that allows OIT
to identify and remove or disable unlicensed software in use at the workstations.”
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Previous DHS Response: “DHS has put into place a procedure that mandates that all
software being used by DHS must be ordered and installed by the OIT department only.  A
new procedure will be put into place that will centralize documenting of all software
licensees to ensure they are sent to the vendor and that a copy be kept on file.

“DHS/OIT has tried in the past to implement Novell software to keep track of software on
workstations. Implementation has failed due to problems with Novell software.  The
upgrade of the DHS network to Microsoft 2000 will provide OIT with the software needed
to implement this tracking system.”

Current Status : NOT IMPLEMENTED

We confirmed that DHS upgraded its network to Microsoft 2000, which is equipped with
a function to track software being used on the network.  However, DHS has not utilized this
capability to identify unlicensed software being used on the system. Accordingly, we consider
Recommendation # 7 not implemented.

**********

Previous Finding: “Login access for inactive employees has not been disabled.”

Previous Recommendation #8: “Have the OIT Security Administrator match the current
list of user IDs on the LAN to personnel records, identify inactive employees, and disable
the user IDs for those individuals.”

Previous DHS Response: “DHS/OIT must rely on the DHS Human Resources Bureau to
inform them when an employee’s status changes, which would require their user id to be
disabled.  At the last meeting on December 20, 2000 proof was provided that the DHS
Human Resources Bureau is supplying OIT with employee status changes and that OIT is
disabling the ID’s.

“An additional procedure dealing with network ID’s and passwords was also instituted with
DHS Senior Staff members that deals with Temporary or Consultants that maybe part of a
departments or bureaus staff.  The procedure requires that department heads inform OIT of
any Temporary or Consultant staff that have been issued network ID’s and passwords that
their assignment is completed.  This will allow OIT to remove the ID’s and Passwords of
these classified staffs.”

Current Status : NOT IMPLEMENTED

DHS provided a list of 1,445 “active” user IDs. Our review disclosed that 121 of these IDs
are assigned to individuals who are not listed on the City’s Payroll Management System (PMS) as
ever having been employed by DHS; 20 were listed on PMS as “ceased”; and one was listed as
“terminated”.  Therefore, we consider Recommendation #8 not implemented.

**********
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Previous Finding:  “DHSLAN does not have a time-out feature that automatically locks
workstations after an extended period of inactivity; this prevents access to
the LAN.”

Previous Recommendation #9: “Expedite the completion of its new operating environment
to require automatic access time-outs after an extended period of user inactivity.”

Previous DHS Response: “With the DHS network upgrade to Microsoft 2000 the software
to secure the workstations and the LAN will be implemented. DHS is an emergency agency
that must be able to service homeless clients speedily without problems or delays.  A
timeout feature on workstations in the DHS shelter system would cause delays in processing
these clients.  At this time DHS feels that it is not in the interest of those clients that this
feature be utilized.”

Previous Auditor Comment: “Automatic time-outs are extremely important since they
prevent unauthorized access to the network.  Therefore, we urge DHS to utilize this feature,
which is available on its upgraded network.”

Current Status : IMPLEMENTED

DHS has instituted a network-wide automatic time-out function on workstations that is
initiated after 20 minutes of inactivity. Accordingly, we consider Recommendation #9
implemented.

**********

Previous Finding: “Security violations are not adequately monitored.”

Previous Recommendation #10: “Establish formal procedures to document and report
system access violations, and review and follow up on all reported access violations.”

Previous DHS Response: “Currently the DHS Prime system has the ability to document
and record access violations, but the DHS network does not.  Attempts were made to have
this feature implemented using the Novell software, but repeated attempts have failed.
Microsoft 2000 has this feature as part of its software and is a proven feature used by sites
that are already running it.  When the DHS network is upgraded to Microsoft 2000 this
feature will be activated.

“It must be noted that all DHS staff that has access to the Prime and/or the DHS network
can only access those systems through the use of an authorized ID and password.  Currently
with the exception of some OIT staff outside access to any of these systems is not
available.”

Current Status : NOT IMPLEMENTED
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Microsoft 2000 has a feature that can be used to monitor security access violations.
However, DHS has not utilized this aspect of the program. Further, DHS still does not have
formal procedures to document, report, and follow up on system access violations. Therefore, we
consider Recommendation #10 not implemented.

**********

Previous Finding:  “DHS does not have adequate program change control procedures. The
procedures that DHS currently uses are not documented.”

Previous Recommendation #11: “Establish written change control procedures.”

Previous DHS Response: “The establishment of written and documented change control
procedures will be done since it is an important part of any IT organization to keep track
of all changes performed.  This will be accomplished through the use of one of the many
computer based software packages on the market today.  As previously stated, the
implementing of this type of tracking system will take some time and will have to be
performed after other major computer projects currently being implemented.”

Current Status: NOT IMPLEMENTED

No written procedures have been established for change control. Therefore, we consider
Recommendation #11 not implemented.

**********

Previous Finding: “DHS has not submitted its Internet security proposal to DOI.”

Previous Recommendation #12: “Submit an Internet security proposal to DOI for
approval.”

Previous DHS Response: “On December 18, 2000 DHS/OIT had received approval from
the Department of Information Technology and Telecommunications (DoITT) on the
DHS/OIT proposal to connect to the DoITT Internet network. On December 20, 200[0]
DHS/OIT E-Mailed and Faxed to DOI a request to have a meeting to review the DHS/OIT
proposal for Internet security. DHS/OIT is awaiting confirmation of that meeting from
DOI.”

Current Status: IMPLEMENTED

An Internet Security Proposal was submitted and approved by DOI. Accordingly, we
consider Recommendation # 12 implemented.
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RECOMMENDATIONS

DHS should:

1. Complete its Baseline Procedures Manual to include all administrative and operational
policies and procedures for its computer environment, specifically those regarding
network and Internet change control.

DHS Response: “The Department of Homeless Services Office of Information Technology
has established a number of procedures and request forms that are placed on a shared disk
for all DHS staff to access.

“The Department of Homeless must take all procedures, request forms and any policy
dealing with Information Technology areas and centralize them to create an electronic
Baseline Procedures Manual that can be accessed by all Department of Homeless staff. All
entries will have to be reviewed on a yearly basis and updated and/or changed as needed.”

2. Create, implement, and periodically test a disaster recovery plan that reflects the
current environment.

DHS Response: “The Department of Homeless Services Office of Information
Technology does have a disaster recovery plan and has had to perform recovery to all of
its systems on a number of occasions including 2 days after the 911 tragedy and a day
following the total blackout due to loss of electric service through the eastern sections of
the country which occurred on August 14, 2003. In both instances the procedures used
recovered both the server based and mid-range Prime systems without any problems or
loss of data.

“DHS has to update its disaster recovery plan to reflect to date running systems. DHS has
requested assistance from the Department of Information Technology and
Telecommunications (DoITT) InSource consulting department to provide a consultant
that will assist the DHS/OIT department to update its Disaster Recovery Plan.

“A formal testing schedule will have to [be] created to insure continued full and quick
recovery of all systems.”

3. Establish an operational alternate processing and recovery site.

DHS Response: “DHS has established a Disaster Recovery (DR) site. . . .  It will serve
the agency as an alternate processing site. The DR site does have operational a Voice
over IP telephone system, a Communication router and some servers that can provide
employees with emergency phone service, access to email (after email services will be
restored from the tape). OIT cannot provide redundant services for SCIMS and CTS
because of budgetary constraints. When funding is established OIT will be able to have a
complete redundant DR site that will make all DHS applications and services available to
all DHS applications and services available to all DHS employees, shelters and
contracted sites.
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“Creating redundant WAN connectivity from existing sites to new . . . DR site (currently
working with DoITT to implement this). Create Web portal for non-mayoral agencies and
contracted sites to access DHS critical CTS data. Purchase Servers and move old ones . . . to
DR site. Synchronize SAN data between primary and DR locations as recommended by
DoITT.”

4. Compile an up-to-date, accurate inventory for all computer equipment and software.

DHS Response: “DHS maintains an up-to-date accurate computer inventory. All new
equipment is inventoried when received. Movement of new equipment and equipment
already in use is tracked and entered into the computer inventory tracking system (Asset
Tracker) on a daily basis. Old equipment that is to be salvage is flagged in Asset Tracker
and reports are generated to submit with the required paperwork to DCAS for permission to
remove and destroy. The last full reconciliation of all computer equipment was done in June
2003.

“The inventory of computer equipment at DHS administrative and directly run shelter sites
is ongoing. Asset Tracker will be used to record the purchases of software licenses.”

5. Utilize the function within Microsoft 2000 to identify and disable unlicensed software.

DHS Response: “Phase 1 of the Windows 2000 initiative DHS implemented Windows
2000 policy based rules that prohibit any unauthorized software installation by users at
workstations. Because of this operating system restriction network administrators are the
only authorized personnel that perform all software installations. OIT has also implemented
SMS management tool that allows OIT to scan the DHS network to ensure this policy and
procedure is followed. We requested from DOI to test our policy and give OIT
recommendations in case these policies need to be improved.

“In Phase 2 of the Windows 2000 SMS implementation, OIT must install add-on option for
SMS. This option is Software Metering. It will not only allow the blocking of unauthorized
applications but also will help maintain up to date licensing information on all applications
used by DHS now done separately. When this additional SMS feature is implemented, OIT
will request confirmation from DOI on configuration.”

6. Establish and enforce a policy that the OIT Security Administrator match the current list
of user IDs on the network to personnel records, identify inactive employees, and
disable the user IDs for those individuals.

DHS Response: “A long established policy to remove the network ID’s is being followed
by the DHS/OIT department. Each week DHS Personnel Department sends (through E-
mail) to the OIT Director of LAN/WAN Services and the OIT Network Administrator a
report indicating those employees that are no longer active employees (see attachment). This
report is then used to delete IDs. This procedure follows DOI citywide CISAFE directives.”
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Auditor Comment: The attachment DHS provided is a copy of an e-mail sent after the
release of the draft version of this report.  Further, DHS did not provide the written policies
that it refers to in its response. Also, copies of these weekly e-mails, which DHS suggests it
produces in accordance with a long-established policy, were not provided to us. Finally, as
our audit indicates, there were 20 user IDs assigned to individuals who were not current
employees of DHS. Obviously, DHS does not have an effective method of deleting inactive
user IDs. Therefore, we suggest that DHS reconsider its position on this recommendation.

7. Utilize the function within Microsoft 2000 to track system access violations.

DHS Response: “DHS OIT has been following citywide DOI CISAFE Security Initiative
Directive for reporting access violations and follow up on all reported violations as stated in
the directive. DHS OIT staff on a daily basis monitors Windows 2000 security logs and
other tools that allow OIT to successfully monitor DHS network security infrastructure. As a
result, any violations with alerts higher than a level 3 are reported to OIT management and
reviewed. All level 1 alerts are considered critical and after confirmation OIT notifies DOI
and/or FBI.”

8. Establish formal procedures to document and report system access violations, and
review and follow up on all reported violations.

DHS Response: “DHS OIT has been following citywide DOI CISAFE Security Initiative
Directive for reporting access violations and follow up on all reported violations as stated
in the directive.”

Auditor Comment to DHS Response to Recommendations 7 and 8: DHS has not provided
any documentation to support its claim that it follows the DOI CISAFE Security Initiative
Directive. DOI CISAFE Security Directive §2.8 states that such documentation should
include agency procedures that address the following areas: incident detection; incident
containment; incident resolution; incident prevention; how to handle incident
information; and incident logging. Therefore, we reiterate our recommendation, which
will help ensure that violations are adequately reported and investigated.

9. Establish written change control procedures.

DHS Response: “The Department of Homeless Services Office of Information
Technology has established a procedure (see attachments) for requests for changes to
existing production computer systems, databases, reports created by those systems and
any other changes needed to these systems. The procedure requires that a request form be
completed giving detailed information as to what system the request is being made on,
what is being requested, justification for the requests and Director level or above sign-off.
A report (see attachments) is produced that shows the date requests were made, by whom,
what was requested, what OIT group is responsible for competition, what work was
required and when completed the date it was completed. The report is broken down into 3
segments; it shows open, pending and completed.
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“Although this procedure does indicate what changes were done to what systems the
establishment of actual line programming coding changes must also be done. This will be
accomplished through the use of a software package specifically designed for this
purpose.”

Finally, because DHS has not taken corrective action to address the issues raised in our two
prior audit reports (issued June 30, 1998, and January 25, 2001), which pose the risk of
unauthorized system access, business disruptions, misuse of sensitive data, and misappropriation of
expensive equipment, we also recommend that DHS:

10. Establish a special project team, reporting to the Commissioner, whose ultimate goal
would be to ensure that the deficiencies noted in this report are addressed and
corrected.

DHS Response: “The Department of Homeless Services Office of Information
Technology reports to the Deputy Commissioner of Policy Planning. The Deputy
Commissioner of Policy and Planning will work with the DHS/OIT department to ensure
the implementation of the audit’s recommendations. My office will be kept updated on
the progress being made and the oversight will remain under my office.”

Auditor Comment: The Commissioner has ultimate responsibility for all DHS programs,
procedures, and operations. As we have indicated in the audit, despite assurances from
DHS officials that corrective actions would be taken to address the issues in the two prior
audit reports, many deficiencies still exist.  These issues, if not addressed, leave DHS
systems and equipment open to fraud and abuse.  Thus, it would behoove the
Commissioner to be an integral part of correcting the system.




































































