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IMPORTANT ALERT  
SCAM/PHISHING CAMPAIGN MIMICKING BIC EMAILS 

 
 
To all licensees and registrants: 
 
BIC is alerting the industry to a phishing campaign designed to steal login credentials. 
The phishing emails mimic BIC emails, and reference an attached “secure document” from 
“webmail@bic.nyc.gov”. These emails are NOT LEGITIMATE. BIC does not send 
emails from “webmail@bic.nyc.gov”. The phishing email may be or look like the 
attached PDF. If you receive such an email, please do not open any attached documents 
or click any links; instead, delete it immediately.  
 
Legitimate BIC directives and notices are sent from bnotifications@bic.nyc.gov. 
Attachments sent from this email address are safe and from BIC. 
 
If you received the scam email and clicked any links in the email, you are advised to reset 
your BIC Online Portal account password by going to the login page and selecting 
“Reset Your Password” or emailing BIC IT at portalsupport@bic.nyc.gov.  
 
Please reach out to BIC at policyinfo@bic.nyc.gov or 212-437-0500 with any questions.  
 
Thank you for your attention to this matter. 
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