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NYC Emergency Management helps New Yorkers before, during, and after emergencies through preparedness,
education, and response.

1. NYCEMD s not a service agency and does not administer or contract for human services vendors.

2. NYC EMD does routinely collect and retain identifying information, as defined in New York City
Administrative Code §23-1201 in furtherance of the agency’s purpose and mission and as set out below.
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AGENCY REPORT

(duc on or before July 31, 2018, and by July 31 every two vears thereafter)

Agency: l New York City Emergency Management Departinent

Agency Privacy Officer: | Stella Guarna, Deputy Commissioner 1egal Affiirs

Email: Telephone: I—
Date of Report; Tulv 31,2018

1.  Specify the types of identifying information collected, retained, and disclosed by the agency

Check all that apply.

X Name B Date of Birth
X Current and/or previous home addresses [Place of Birth
B Gender identity XRace

BdSexual orientation

B Marital or partnership status

& Contact information (e.g., phone or email)

B Citizenship/immigration status

Religion M Nationality
X Employment status [Country of origin

5 Employer information

& Languages spoken

& Employment address

[Bocial media account information

K Motor vehicle information

ncome tax information

Biometric information

X Any scheduled court appearances

CEligibility for/receipt of public assistance or city services

Bd Arrest record or criminal conviction

BdStatus as victim of domestic violence or sexual assault

B Status as crime victim or witness

CODate and/or time of release from custody of ACS, DQOC, or
NYPD

& Any scheduled appointments with any employee,
contractor, or subcontractor

Onformation obtained from any surveillance system

operated by, for the benefit of, or at the direction of the
NYPD

B Social Security Number

[MDther:

N.Y.C. Admin. Code §23-1205(1)(a)

or mission of your agency.

2. Specify the reasons why-collection and retention of identifying information specified above furthers the purposes

multi-agency response;

require a multi-agency response;

The New York City Charter, Section 19-A, at Section 497, sets out the mission of the agency. In part.
a. Coordinate the city’s response to all emergency conditions and potential incidents which require a

b. Monitor on a constant basis all potential emergency conditions and potential incidents which may

c. Coordinate and implement training programs for public safety and health;
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d. Prepare plans for responding to emergency conditions and potential incidents, ..to protect public safety
and facilitate the rapid response and mobilization of agencies and resources;

¢. Make recommendations to the mayor concerning the city’s emergency response capabilities and
concerning the city’s capacity to address potential emergency conditions and potential incidents;

f. Increase public awareness as to the appropriate response by members of the public to emergency
conditions and potential incidents, and review the city’s systems for disseminating information to the
public;

g. Operate an emergency operations center to assist the city in managing emergency conditions and
potential incidents that may require a multi-agency response;

h. Hold regular and frequent meetings of designated emergency response personnel of all city agencies;

i. Acquire federal and other funding for emergency management, including but not limited to disaster
relief;

J. Coordinate with all other city agencies to ensure that all such agencies develop and implement
emergency response plans in connection with planning major city events.

The collection and retention of identifying information permits NYC EMD to carry out its Charter Mission (a-j)
as set out below:

1 The collection and retention of the identifying information specified below allows for the performance of core
administrative and human resource functions within the agency.

2. The collection and retention of the name, current home address, employer information and employment address and status
of CITY AGENCY EMPLOYEES allows for NYC EMD to expeditiously call upon city agency employee volunteers to
support and implement citywide emergency preparedness, response and recovery plans and allows for NYC EMD to contact
them as needed.

3 .The collection and retention of the identifying information specified above, in particular, the collection and retention of
the name, current home address, employer information and employment address of CITY AGENCY EMPLOYEES allows
for NYC EMD to maintain the City’s Continuity of Operations Plans, which allow for continuity of government functions
post emergency and or disaster.

4.The collection and retention of the identifying information specified above, in particular, the collection and retention of
the name, current home address, employer information and employment address and status allows for NYC EMD to perform
core administrative and human resource functions on behalf of Urban Search and Rescue team members, a federally funded
program, sponsored through NYC EMD. The Urban Search and Rescue Team members are comprised of NYPD, FDNY,
DSNY and NYC EMD personnel.

5.The collection and retention of the identifying information specified above, in particular, name, address and preferred
contact information of private citizen who self-register and subscribe 1o Notify NYC, the City of New York’s official source
of information about emergency events and important City services, increasing public awareness.

6.The collection and retention of the identifying information specified above, in particular, name and contact information of
NYC EMD employees and other City Agency employees so as to distribute information, communicate and call upon Coastal
Storm Staffing and NYC EMD staff pre disaster, during the event and post disaster.

7.The collection and retention of the identifying information specified above, in particular, name, address, employer
information and employment address allows for NYC EMD to contact City Agency employees to offer trainings to them
relevant to emergency preparedness, response and recovery.

N.Y.C. Admin. Cade §23-1205(1)(1)

REST OF PAGE 5 - INTENTIONALLY LEFT BLANK
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Add additional rows as needed.

3. Describe the types of collections and disclosures classified as: (1) pre-approved as “routine,” (2) pre-
approved as routine by APOs of two or more agencies, or (3) approved by the APO on a case-by-case basis.

Describe the Collection or Disclosure

Classification Type

Human Resources — NYC EMD personnel related information and records — any records
collected by our HR unit for its performance of core administrative and human resource
functions within the agency

& Pre-approved as routine

DApprove as routine by
two or more agencies

MApproved by APO on a
case-by-case basis

Other City Agency employee employment information/contact information — NYC EMD
engages in agreements with other City agencies for citywide support in emergency
planning, response and recovery. City employees may be called upon to volunteer to work
to support the City’s response to an emergency — the employment and contact information
is collected and retained for emergency support purposes. This information is utilized for
training purposes as well and to contact the employees to keep information current

X Pre-approved as routine

CApprove as routine by
two or more agencies

Cpproved by APOon a
case-by-case basis

Other City Agency employee contact information for planning efforts —- NYC EMD works
with other City Agency and City agency employees in the development of the citywide
Emergency Response Plans. We collect and retain the contact information of these
employees for planning purposes, This information is utilized for training purposes as well

EPre-approved as
routine
OApprove as routine by
two or more agencies
ClApproved by APQona
case-by-case basis

Non City Health Care Facility employee information for planning efforts/emergency response
— NYC EMD retains contact information and subject matter expert contact information as
we rely upon these subject matter experts (smes)in the creation of emergency response
plans where public health or public safety is impacted. These sme’s support the
emergency response as well.

XPre-approved
as routine
BlApprove as routine by
two or more agencies
OApproved by APO on a
case-by-case basis

Public Utilities — contact information - emergency planning and response — NYC's public
utilities are NYC EMD’s planning partners to create response plans for emergency events
that impact the provision of utility services. NYC EMD collects and retains contact
information for our utility partners who plan with us.

X Pre-approved
as routine
OApprove as routine by
two or more agencies
COApproved by APOona
case-by-case basis

State/Federal Partners — for planning efforts/ emergency support/response - NYC EMD
works closely with our State and Federal Partners particularly during major disasters/events.
We collect and retain contact information for these partners — such as the Federal Emergency
Management Agency (FEMA), Department of Homeland Security - State Emergency
Management {(DHSES-SEMQO); State Department of Health

BEIPre-approved as
routine
OApprove as routine by
two Or more agencies
OApproved by APOon a
case-by-case basis

Responses to Subpoena — NYC EMD has pre-approved any disclosure of information in
response to a court ordered subpoena as a routine disclosure. However, each response is
thoroughly vetted and released documentation is reviewed on a case by case basis prior to
release.

®Pre-approved as
routine
OApprove as routine by
two or more agencies
OApproved by APO on a
case-by-case basis

N.Y.C. Admin. Code §23-1205{(1)(h)

4. If applicable, specify the types of collections and disclosures approved by the Chief Privacy Officer.

Describe Type of Collection or Disclosure
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N.V.C. Admin. Code §23-1205{1)(h)

5. Describe the agency’s current policies regarding requests for disclosures from other City agencies, local
public authorities or local public benefit corporations, and third parties,

Any request for disclosure of identifying information, or internal NYC EMD documents and/or information, whether by
another City agency, local public authority or local public benefit corporation or third party is brought to the attention of the
agency’s legal counsel(s). An analysis is performed by the agency counsel: is the information necessary? Can the
information be limited in some way? Is a confidentiality agreement or non disclosure agreement necessary? How will the
data be stored by the recipient? Shared? Destroyed afier use? Is there a law or rule requiring the disclosure or non disclosure?

NYC EMD enters in to Data Set Use Agreements with other City or governmenial entities when anticipating or requiring
identifying information from our partners, or providing information to our partniers in support of an emergency response.

NYC EMD protects identifying information shared with contractors who support our City employee volunteer database and
our public volunteer database. Our contracts include all Appendix “A” provisions as well as require strict compliance with
DoITT IT security standards and policies. In addition, our contracts when relevant, require limited access to the data and
limit the use of the data to the fulfillment of the purpose of the contract.

With regard to Third Party requests for information held by NYC EMD, NYC EMD via its counsel will determine whether
the request is a non-routine request for information. If yes, then NYC Corporation Counsel’s office will be contacted for
guidance prior to responding.

6. Do the above policies address access to or use of identifying information by employees, | =1 ves ONo
contractors, and subcontractors?

7. If YES, do such policies specify that access to such information must be necessary for the Yes [JNo
performance of their duties?

8. Describe whether the policies are Due to the confidential nature of many of the NYC EMD’s plans and
implemented in a manner that minimizes processes, and the agency’s mission to protect public safety, the
such access to the greatest extent possible agency takes all measures to minimize access to ANY information
while furthering the purpose or mission of collected and retained.
the agency.

N.Y.C. Admin. Code §§23-1205(1)(c)(1). and (4)

9. Describe the agency’s current policies for handling proposals for disclosures of identifying information
to other City agencies, local public authorities or local public benefit corporations, and third parties.
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NYC EMD will not disclose identifying information without either a Data Set Use Agreement; Non
Disclosure Agreement and/or Confidentiality Agreement. As previously stated, the agency staff meet
with the legal unit PRIOR to the release of information to confirm the necessity and terms of the
disclosure. With regard to Third Party requests for information held by NYC EMD, NYC EMD via its
counsel will determine whether the request is a non-routine request for information. If yes, then NYC
Corporation Counsel’s office will be contacted for guidance prior to responding. If the proposal for
disclosure of identifying information to other City agencies, local public authorities or local public
benefits corporations was not in furtherance of the agency’s mission and purpose, a further analysis
would take place and all steps would be taken to determine the appropriateness of the disclosure and
what Data Set Agreement; Non-disclosure or Confidentiality Agreement was warranted to protect the
information.

N.Y.C. Admin. Code §23-1205(1)(c)(2)

10. Describe the agency’s current policies regarding the classification of disclosures as necessitated by the
existence of exigent circumstances or as routine.

Any disclosure of identifying information that supports NYC EMD’s emergency response,
preparedness and recovery planning (pre disaster planning or emergency response and recovery) would
be limited to our city and other governmental partners and stakeholders on a need to know basis — that
exchange would be a “routine” exchange, made during the normal course of agency business and in
furtherance of the mission and purpose of the agency. To the extent that NYC EMD engages in a unique
multiagency project — the information collected and disclosed would meet the definition of routine.

Any disclosure of identifying information that is necessitated “in the moment” due to the nature of the
emergency and the need for life safety or to protect vulnerable affected persons would be classified as
an exigent disclosure. Appropriate approval of this disclosure will be obtained, if time permits, as will
the documenting of this disclosure.

N.Y.C. Admin. Cadc §23-1205(1)(c}(3)

11. Describe the agency’s current policies regarding which divisions and categories of employees
within an agency make disclosures of identifying information following the approval of the privacy
officer.

NYC EMD has divisions, based on competencies. Within each of the divisions, there are lines staff,
managerial staff and Executive level staff. The long standing and current policy of the agency with
regard to the disclosure of any information, is that staff consult with NYC EMD legal at the
commencement of a project or program, to outline how information is to be exchanged, retained and/or
disclosed. In compliance with Local Laws 245 and 247 of 2017 the APO has performed an inventory
of the collection and disclosure(s) of identifying information by NYC EMD and has designated
disclosures which are in furtherance and support of the mission and purpose of the agency as “routine”.
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A policy has been developed whereby this information will be posted on the agency intranet. The policy
requires that personnel contact the agency’s legal unit immediately if there is any doubt or question as
to the designation of a collection or disclosure as being routine, PRIOR to the collection or disclosure.

N.Y.C. Admin. Code §23-1205(1){c)(4)

12. Describe whether the agency has considered or implemented, where applicable, any alternative policies
that minimize the collection, retention, and disclosure of identifying information to the greatest extent
possible while furthering the purpose or mission of such agency.

NYC EMD’s current policies seek to minimize the collection, retention and disclosure of identifying
information to the greatest extent possible while furthering the purpose or mission of the agency.

N.Y.C. Admin. Code §23-1205(4)

13. Describe the agency’s use of agreements for any use or disclosure of identifying information.

NYC EMD enters into Non Disclosure Agreements, Data Set Agreements and Confidentiality Agreemenls to
restrict the use and dissemination of information and in particular identifying information, to a need to know
basis. This is a routine policy of the Agency.

N.Y.C. Admin. Code §23-1205(1)(d)

AGENCY REPORT - NYC EMD FINAL 07/31/2018
Page 9



o1
adeg LAO4dTYH ADNIADV
. s uonrurojuy 3uijuapy

<230 SHINCIIO. HO HONSANG XN 0] PIFIOI] -

()(1)S071-£25 apoD "upy "I°A'N

AU 12UId Uw wWo.aj

AI24022.1 puv 0) asuodsaa “10j uoneredasd s £11D 2t jo yaoddns AN AJNON/SUIdISAS
up |je $£12A0021 7 Asuodsas ‘JudAd 2ad uoNEIIUMLI0D 10] Fuiwaem ngndsswaopepd voneaunwwod o J1oddns uj
is1aaunjea dakojdwa £)12 {s1aajunjoa apqnd jo sy B Sumeivivi

SIOpUIA

- Supnuerd saupuesunb — aduns [wydsoy isappusdaauna yeay

[3 &
snand 10j uopeandasd — ssuodsaz pun Suniuegg A>usssoury £13A0221 ‘asuadsal ‘ssoupaaedard Louadiown jo yaoddns uy | sampoey aau) puay £31D uon

SIUIAD IDJUIM JWAI)XT *SSEIN0 AJfjIN SuLIinp uray)

% LY
0y 110ddns apyaoad 0y suopundod ajqEIaNA Jo UONESYRUIP] £13A022.1 ‘asuadsau ‘ssaupasedard Lauadiawd jo yioddns uj s1aployayels Amnpn

asdeio2 Juipyng ysod
S[[0.1 Ju2.1 A)1)s FUjZIUN SHUTUI) Jo woNEIYNUIP] — ansesip 3sod | L1aaodaua ‘asuedsar ‘ssaupasedard LHousdsaws jo jaoddns ug J,A00) |RIIPIY] ¥ WIS
£13A0331 7 asuoedsax VAT ~ MR [BRINUW HEISINUL (3RS U]

JUAD ADUIE.LIW

isod yroddns apiacad oy suonendod apquisuina jo uonvayHUIP!
‘sBupuina) Ssaotatas JuaiugaAaod jo Hnuruod pue suoneiado jo syndneas pun suejd asuodsaa (smuis
Lnnmunuoa s, £17) aY) uIjuIEUI 0) 2o/pue £10A40021 pue asuodsaa KouaBaowd apimAlrs s, £310 2y Jo yuawrdo[aaap ay) pue | uoprwiiojul 121)Ued 3aLojdwn jo
a) y1oddns 0) 1aajunjoa o) Jyuis pue saafojdwa A1) oo | £1940021 ‘asuadsar ‘ssaupascdard Lousdsows jo yaoddns ug duryIXd) sanuady AN YO

wodn £paz am — sapuade 413 (v yum suejd 1240221 pur asuodsaa
‘ssaupaiedasd LouaBiawa s 5310 a1 sa)vuIP.I00d N DAN

Axuade apy

Jo uojsspu o asodand 2y SIIYINY 2INSOPISIP Moy Jo uendiidsa(] aInso[asi( 10j U0sEaY Jo uopdraasaq Anug jo adiy

‘PAPaIIU SB SM0I [BUOL)IPpPE PPV

; *K>uade yans jo uoisspu 1o asodind 3y) 519Y1IN] $IINSOPSIP
yans Aue Agm (7) pue ‘Ajpua yons o) uoneuriojul SuIAJHuUIpI Saso[Is(p Louadu ue AYm suosual oy (1) aqLIdSIP ‘AINUI OB 10} pUL ‘UOHBULIOJUT
Suinuapi Jo saansoasip 10 sjesodoid Jo wopvuziojuy SuiAJnuapi jo aInsopasip ay) 3unsanbal sonnua jo sad4£) ayy £;0ads ‘mopaq ajqe) ayy 3uis) ‘1




15. Describe the impact of the Identifying Information Law and other applicable laws upon your agency’s
practices in relation to collection, retention, and disclosure of identifying information.

The impact of the Identifying Information Law and other applicable laws upon our agency’s practices in relation
to collection, retention and disclosure of identifying information is minimal, as NYC EMD employees follow
restrictive policies as a day to day practice. That said, because of Local Laws 245 and 247 the agency has taken
a full inventory of the types of collections and disclosures and has recognized the need to develop more formal
written policies.

N.Y.C. Admin. Code §23-1205(2)

16. Describe the impact of any privacy policies and protocols issued by the Chief Privacy Officer or the
Identifying Information Committee, as applicable, upon your agency’s practices in relation to the
collection, retention, and disclosure of identifying information.

None to date.,

N.Y.C. Admin. Code §23-1205(3)
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