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Dear Deputy Comptroller Kim:

As required by the Comptroller's Directive #1 for the period January 1, 2012 to December
31, 2012, we conducted reviews of the Department of Health and Mental Hygiene’s (DOHMH)
internal controls. All DOHMH bureaus with relevant activities submitted checklist responses and
provided explanations as needed.

No material weaknesses were identified during our review. In 2012, we continued to make
progress in enhancing DOHMH’s internal controls relevant to areas previously reported as
having some weaknesses. These areas included inventory controls, the billing process for certain
clinic services, system risk assessment, data classification, disaster recovery, and incident
response.

In our opinion, DOHMH’s present internal control structure, taken as a whole, is sufficient to
meet internal control objectives that pertain to the prevention and detection of irregularities that
would be material to the Agency.

The attached Financial Integrity Statement presents DOHMH’s progress and continued
efforts to improve compliance with relevant internal control objectives. If there are any questions
regarding this submission, your staff should contact Sara Packman, Assistant Commissioner of
Audit Services at (347) 396-6679.

Sincerely,

Vearks,
Thomas Farley, M1}, MPH
Commissioner

mc/sp

Attachments

cc: Elizabeth Weinstein, Director, Mayor’s Office of Operations
Patsy Yang, DrPH, Executive Deputy Commissioner & Chief Operating Officer
Sara Packman, DOHMH Assistant Commissioner, Audit Services
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DEPARTMENT OF HEALTH AND MENTAL HYGIENE
PROGRESS STATEMENT / CORRECTIVE ACTION PLAN - DIRECTIVE #1
Calendar Year 2012

We have reviewed the internal controls of areas listed in the checklist as of December 31, 2012.
The following sections summarize Department of Health and Mental Hygiene (the Agency)’s
process and corrective actions in areas that require improvements.

PART A: EFFECTIVENESS AND EFFICIENCY

The Agency continues to enhance its internal controls to assure that its mission, goals and
objectives are effectively and efficiently met and to tmprove ifs program review process to
provide the Commissioner with regular updates. The Agency is updating its policies and
procedures to reflect new regulations, technologies, and best practices. The Agency continues to
enhance its risk assessment process to identify high risk areas and prioritize areas for audits. The
Agency performs internal audits to verify that internal controls are designed and are operating
effectively and that programs and functional areas are complying with established policies and
procedures.

The Agency continues to monitor its compliance with Article 28 requirements and is
implementing corrective actions to address identified weaknesses in collecting complete clinical
data of services provided. The Agency has submitted Certificate of Need applications to correct
operating certification for all Article 28 locations. The Agency is also preparing to file Medicaid
Cost Reports for FY2010 and FY2011.

PART D: BILLING AND RECEIVABLES

The Agency continues to enhance controls in the collection of billing information for clinical
services, system processing, and quality assurance reviews., The Agency is updating its policy
and procedures to reflect the implemented improvements and provide ongoing training to
personnel to ensure compliance with policies and procedures.

With regard to billing and receivables for early intervention services, the Agency is updating its
policy and procedures to reflect the New York State’s redesign of the Early Intervention
Program.

Also, regarding receivables, the Agency is in the process of establishing a formal write-off

policy, which will be consistent with Directive #21, and will be completed in April 2013.

PART F: INVENTORY

The Agency continues to focus on automating its manual processes and controls in tracking
capital and non-capital assets. The Division of Informatics, Information Technology and
Telecommunications (II'TT) tracks all new computers using a new application (Distribution
Management System: DMS), serial numbers, and equipment tags. All equipment at DOHMH
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headquarters (a.k.a., Gotham Center) has been registered and inventoried based on the serial
number in DMS. Computers that are no longer usable are retired following the approved city-
wide procedures for retirement of personal computers (PC). The Divisions of [ITT and Finance
continue to ensure that all purchases of PC and IT equipment are procured with IITT oversight.
PCs for all Agency sites are delivered centrally to the Agency’s Distribution Center, where
equipment is received and recorded according to established standard operating procedures. The
Divisions of [I'TT, Finance and Administration are exploring system capabilities to track federal
grant funded IT equipment purchases to perform physical inventory counts of the equipment, as
required by federal grant regulations.

The Divisions of Administration and IITT are integrating the Warehouse Management System
(WMS) with the Distribution Management System (DMS), and interfacing DMS with the
Procurement system (ConTrak). The integrated system (a.k.a., PRISMS) will enhance the
Agency’s controls over its inventory. In 2012, the Agency deployed the use of PRISMS to track
consumption of supplies at the Gotham Center.

The Burecau of Public Health Laboratory (PHL) within the Division of Disease Control (DC)
does not have an automated system to track and record inventory activities for each lab,
minimum/maximum inventory levels, reorder points, and expiration dates. The goal of PHL is to
achieve a fully automated inventory system that encompasses every aspect of inventory tracking.
PHL has consulted with IITT’s Bureau of IT Solutions and Delivery (BITSD) to acquire web
server space for the new application, to access SQL server to house application databases, and to
connect ancillary applications to PHL Powerlab or StarLIMS data, if needed.

With regard to capital assets valuation, impairment and disposition, the Agency is reviewing its
inventory plans and records to update its policy and procedures consistent with Directive No. 30
requirements. The Agency also plans to use DMS to track capital assets for further enhanced
controls.

PART H: MANAGEMENT INFORMATION SYSTEM (MIS}): MAINFRAME/MIDRANGE

Vital Records is the only application that continues to use the mainframe because online ordering
of vital records requires the mainframe to match vital events data with order data. The current
vital events data on the mainframe is needed only for online ordering. In 2013, the mainframe
will be integrated into the Electronic Vital Events Registration System (EVERS), and then will
be retired.

PART I: MIS: PERSONAL COMPUTERS/LOCAL AREA NETWORKS

Backup and Recovery:

While waiting for DoITT’s final disaster recovery plan for all City agencies and in light of
Hurricane Irene (Summer 2011), HTT created the IT Business Continuity Unit. ITT is
developing an interim agency-wide disaster recovery plan in coordination with the Office of
Emergency Preparedness and Response (OEPR)Y's Emergency & Continuity of Operations
Planning (COOP) and the Agency’s business divisions. The Agency’s disaster recovery plan will
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be aligned with DolTT’s backup and records retention guidelines. Program-level disaster
recovery capability already exists at the Bedford and Metrotech facilities.

A new yet redundant data center is being built in Metrotech. A few IITT-managed applications
use Metrotech as their disaster recovery site. Moving other applications to Metrotech will require
the purchase of servers and consulting services for the appropriate redundancy capacity for the
applications. IITT regularly tests its infrastructure, redundant connectivity, remote access, power
generator, [T staff recovery services capability, and the Agency’s ability to maintain critical
functions without DOHMH Data Center services.

Data Security:

With regard to data security, in 2012, DOHMH developed and/or updated seven policies; Email
Retention, Acceptable Use of Office and Technology Resources, Mobile Device and Application
Development and Deployment Standards, Data Transmission Policy, Password Management,
Backup Data Retention, and Confidentiality Agreement for IITT Staff and Consultants. Each
employee is required to electronically sign the agreement with the Acceptable Use of Office and
Technology Resources policy during the network login process. This policy emphasizes the
employee’s roles and responsibilities of how to properly use the Agency’s technology resources
and handle electronic data. II'TT’s Backup Data Retention Policy, which is in accordance with
Citywide standards, ensures that DOHMH has a secondary copy of application, database and file
data in the event of data loss (e.g., due to an emergency or an inadvertent change or deletion).

In addition to II'TT’s access security audits, the Chief Privacy Officer (CPO) conducts full
investigations of all security incidents with assistance from designated Confidentiality
Coordinators and other staff. If disciplinary sanctions appear to be required, Human Resources
and the Employee Law Unit are notified. II'TT is working on a new application to monitor and
perform annual logical access audits and recertification.

PART J: INTERNET CONNECTIVITY

With regard to access to DOHMH’s network, the Agency published three policies; (i) Bring
Your Own Device (BYOD), (ii) Managing Access to DOHMH Email, Applications and Network
Drives and Folders, and (iii) Remote Network Access. In addition, DOHMH installed encryption
capability on new mobile equipment and portable storage purchased since 2009. All agency
laptops are encrypted and only encrypted USB drives are used for confidential or sensitive data.
DOHMH policy requires employees to use only encrypted USB drives to physically transport
confidential data. Further, to transfer files securely, the Agency uses Secure File Transfer
Protocol (SFTP) and BisComm Secure File Transfer, which is a manual file transfer solution that
will store the data encrypted. The BisComm Secure File Transfer validates users and reports on
user activities. Also, the Agency uses an encrypted email to protect confidential information.

All DOHMH staff, consultants, and vendors who have access to sensitive data are required to
sign a confidentiality agreement.

ITT will continue to work with DoITT to review DolTT-hosted applications, {o seek DolTT
accreditation, and to identify other applications that require DolTT s accreditation.
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PART K: RISK ASSESSMENT, DATA CLASSIFICATION, AND INFORMATION
SECURITY

IITT’s Application Inventory and Development Resources Application (AIDR) classifies and
categorizes all Agency applications based upon the sensitivity of the data within the system and
the level of risk.

Public-facing applications that contain confidential data are subject to mandatory security testing
by the I'T Security Team. This method of application data classification is an effective means of
identifying and classifying Agency data. Every web-based or public-facing application
undergoes mandatory security testing before it 1s deployed, and all identified high-risk issues are
addressed and mitigated before deployment. All existing web-based and public-facing
applications are reviewed annually to ensure that they are in compliance with the Agency’s
Application Security Standard and are free of any high-risk and medium-risk vulnerability.

PART L: INCIDENT RESPONSE

In July 2012, IITT updated “IT Incident Escalation, Management and Reporting Policy and
Procedure™. This policy ensures that all DOHMH emplovees that manage IT services follow a
standard protocol for escalating and managing an unplanned interruption or reduction in IT
service quality. Incident severtty is classified based on the number of people affected, duration of
impact, and the breach in agreed-upon service level. All incidents must be reported in writing,
and the implementation of Incident Resolution/Risk Reduction Plans is monitored through
monthly progress reporting and quarterly summary reviews. IITT continues to increase the
number of audits of security compliance of active web-based systems, and compliance with
DOHMH Acceptable Use Policy. IITT staff will receive training on how to identify risk factors
and apply correct tools to increase visibility of risky behaviors.

PART Q: INTERNAL AUDIT FUNCTION

The Burean of Audit Services performs assessments of operational, financial and compliance
controls associated with the Agency’s processes and programs. The risk-based audit coverage
factors in the mput from senior management and prior audit results. Audit coverage addresses
key areas of concern to the Agency and is dynamically adjusted to address emerging risks. Audit
Services engages Certified Public Accounting firms through an RFP process to perform
compliance and internal control audits of DOHMH’s third-party providers.

The Assistant Commissioner for Audit Services reports the results of audits and assessments at
the Quarterly Performance Reporting reviews to the Executive Deputy Commissioner/Chief
Operating Officer who reports to the DOHMH’s Commissioner.
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STATEMENT ON THE STATUS OF AUDIT RECOMMENDATIONS REGARDING
INTERNAL CONTROLS DETERMINED TO BE UNRESOLVED IN PREVIOUS AUDITS
BY OVERSIGHT AGENCIES AND/OR FOLLOW-UP REVIEWS/STATUS UPDATE
REPORTS

FY’2012 SINGLE AUDIT

FY'2012 Single Audit Conducted by Deloitie and Touché (Issued: August 8, 2012)

The Single auditor found that DOHMH does not have a policy to perform a physical inventory
count of equipment purchased with federal grant funds. Per federal grant requirements, a
physical inventory count must be performed every two years for equipment purchased with
federal grant funds. The Division of Finance will provide a list of current federal grant funds,
where equipment was purchased with an acquisition cost of $5,000 or more per unit. The
Division of Finance and Division of Administration will create a Physical Inventory Count
policy for federal grant funded equipment purchases.

NEW YORK STATE DIVISION OF HOMELAND SECURITY AND EMERGENCY
SERVICES

Fiscal Monitoring Visit Conducted by the NYS Division of Homeland Security and Emergency
Services (DHSES) Fiscal Monitoring Unit (Issued. February 17, 2012)

The NYS Division of Homeland Security and Emergency Services (DHSES) Fiscal Monitoring
Unit performed a fiscal audit of DOHMH to obtain reasonable assurance that DOHMH is
administering federal funds in accordance with applicable State and federal requirements.
DHSES found that the Agency does not conduct physical inventory counts of equipment
purchased with federal grant funds, as required. The corrective action for the 2012 Single Audit
finding, stated above, will also address DHSES’ finding.

DOHMH INTERNAL AUBIT REPORTS

Controls over Inira-city Payments and Fund Transfers (Issued: May 28, 2010)

An internal audit of DOHMH’s controls over the process of infra-city payments and fund
transfers found that the Divisions of Mental Hygiene (MH) and Health Care Access &
Improvement (HCAI) did not have signed contracts with other New York City agencies or
Memorandum of Understanding (MOU) that details the budget and scope of services to be
provided by other New York City agencies. The audit also found a lack of monitoring plans in
the MQUJs of the Divisions of Disease Control (DC) and HCAI with New York City Health and
Hospital Corporation (HHC).

The Divisions of MH and HCAI have taken steps to implement the audit report’s
recommendations, In 2011, the Division of MH signed and executed an MQOU with HHC to
provide Alcohol and Drug Use Prevention services. In 2012, the Bureau of Children, Youth, and
Families within the Division of MH signed and executed an MOU. Currently, HHC is reviewing



Deputy Comptroller Kim 7 March 29, 2013

and is expected to soon sign-off on the approximately 15 completed MOUs with the Division of
MH. As for the Division of HCAI, it had signed and executed (i) a five-year MOU with HHC
for Prison Health Services for FY 11 and (il) a FY’12 MOU with HHC for Child Health Clinic

Services.
Parking Permits with People with Disabilities (Issued: March 3, 2010}

DOHMH's Employees Health Program (EHP) continues to progress in its implementation of
recommendations of an internal audit performed in 2010. The audit found that EHP needs to
improve the process for scheduling, tracking and monitoring the timelines of assessments. In
addition, the audit found that written procedures need to establish the criteria for monitoring
contracted providers and to have a contingency plan in a situation where the contracting
physician is unable to conduct assessments.

EHP has temporarily instituted a Paper Review Procedure with the vendor to review applications
for parking permits for the disabled. The tracking of the receipt and approval of parking permits
for the disabled is temporarily being performed manually with the use of Excel spreadsheets.
Program management continues to work to develop an electronic version of the application, and
to research options for the obtainment of an enhanced system that is dedicated to the tracking of
the receipt, and approval or denial for a parking permit for the disabled.



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" below to indicate answer

Partial Not
Compliance | Applicable

Yes No

A, EFFECTIVENESS AND EFFICIENCY

Internal controls are intended to provide reasonable assurance that program
goals and obiectives are effectively and efficiently met; laws and regulations
are complied with; resources are adequately safeguarded and efficiently used;
and, reliable data are obtained, maintained, and accurately and fairly disclosed
in reports.

This section provides broad questions to help the agency determine whether it
is achieving its mission, goals and objectives in an effective and efficient
manner, and whether organizational changes may impact its ability to continue
to do so. Definitions for some of the terms used in this section follow,

*Customers” are broadly defined as any/ail users of the agency's external or
internal services, "Customers" could include: the public, Federal or State
funding sources, other City agencics, other units within the same agency, etc.

"mnputs” are defined as measures of the quantity of resources used in
achieving program goals and objectives (e.g., personnel, materials, etc.).

"Outputs” are defined as measures of the quantity of service {e.g., the number
of 911 calls the Police Department responded to in a given period).

"Outcomes” are defined as measures of the accomplishments or results that
- occur because of the provided services, the outputs (e.g., a reduction in the
crime rae for given period due o the efforts of the Police Department).

"Significant Deviations" may be defined as 10 percent or greater. Agencies
that feel that this is an inappropriate definition, may define the term
differently, but should explain their definition as a note at the end of the
checklist,

13 Daes the agency, division unit, etc., have a written mission statement (i.e.,
what it is expected to accomplish)?
Does the agency, eic. have a clear understanding of its mission?

(3. Isthe agency's mlsuon(s) carried out with the hlghesl quality , at the lowest
cost, and with integrity?
4, Does the agency's mission reflect its customers' expectations?

Comptrobier's Directive #1 2012 Part A- Effectiveness & Efficiency Page 1 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2612 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" befow to indicate answer

No

Partial
Compliance

Not
Applicable

)

b

Do the cuslomers have a c]ear undcrstandmg of the agency's mission?

Does the agency have a process for getting perlodic customer feedback (s e
_suggestions, compliments ot complaints)? o
Are customer complaints reviewed and addresscd ‘when considered

necessary?

d)

DR

Are he 4gmcv s goal s/obmutwes de{“med n measulable lcm]sr’ R

Cwa

Arc thc ‘agency's outcomes measurable'?

Dbes the agency | have spcclﬁc oulput meabﬁremcnts” _
Are the agency's oulputs measurable?

oes the agency havc speuﬁc outcome m asuremcnls"

goals and objectives? B
Were there 10 or only insignificant deviations between the expected and actual
_outcomes (if they are being measured)?

Has the agency achieved its defined goals and objectives for the year under
review?
Were there no or {}n{y 1ns1gm£ icant deviations between the cxpected and actual

Were there nio or onl y insignificant deviations between the expecﬁed and actual

_outputs {if they are being measured)?

Were any smmhcmt deviations between the expectcd and actual goal:,,
objectives, outcomes or outputs investigated and appropriate action taken?

HHY

b

b)

Do the indicators published in the Mayor's Management Report effectively

reflect the agency's performanee?

ap

Dathe mdmdtsrs reﬂeci the agency's prmmpa '1011\%1165’?

Were any signilicant deviations investigated and appropriate action taken?

¢}

hj

Comptroller's Directive #1 2012

_definitions or assumptions) fully disclosed in the MMR?

LA
b}

_ . regulations?
c)

LA

L&) A

)

thepastyea?

Were the indicators, and the underlying indicator definitions and assumptions
the same as the previous year?
If niot, were any indicator changcs (mcludmg, Lhdnges 1o the under]ymg

Are agency programs conducted in accordance with cledrly defined
mavagement poticies?

Are these policies in wntmg .

Are these policies in accordance with the intent of éppllCab[B Taws and

Are these pel;cxés preperiy communicated to the appropn ate ag,ency staff?

'Aie 1hesc pOllClt:‘? reﬁu,ted m form ai wntlen Gpet dtmﬁ procedures’r"

€ agency slaﬁ'?

Are th e es per10dlcally revxewud and updaied as n neededr?

:Are these procedures perlodlcallv revtewed and updated as nechd’

Have these policies and/or pmcedures remained subqtamxdlly the same within

e

Part A- Effectiveness & Efficiency

Page 2 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1
Enter “X" below to indicate answer
Partial Not
Yes } Mo Compliance | Applicable
9. a) Are agency programs evaluated according 1o specific criteria for pérfbmlance X
FEUPIN ]nedsuren1El}tr? ................
I b) Are marcqnai or unsat]stactorv levels of pcrformancc mvcstlgatedf? X
10. Are the agency's outputs compared to the agency's inputs through efficiency ¥
performance measures? _
11, Are efficiency measures compared over time or among programs? X
12. Are the agency's outcomes compared to the agency's inputs through %
_ effectiveness performance measures?
:} 3 Are effectiveness measures compared over tme or among programs? X
14, Hias there been less than a 10% turnover in persomzel performing the same job, X
~ within the past year?
s, Has the contracting out of a s1gmﬁcanl percentdge of the agemy 's workload
{i.e., more than 10% of the agency's OTPS budget) resulted in more effective X
... delivery of service?
N At the same or less cost? e X
16.  Have compensating conirels been put inm'p'f'z'lce to adjust for any significant x
] organizational changes?
17, Are there any significant unresolved audit ﬁndmgs that have been open for o
more then one vear?
TOTALS: 36 2 3 1
Comptroller's Directive #1 2012 Part A- Effectiveness & Efficiency Page 3 of 30



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to ndicate answer

Yes

Partial Not

Ne Compliance | Applicable

CASH RECEIPTS

CASH RECEIPTS refers to Currency, Checks, Money Orders, Credit Card
payments, and Electronic Fund Transfers. Sources of cash receipts include:
sales, grants, taxes, fees and refunds. Imternal Controls should provide
reasonable assurance that cash receipts will not be misappropriated or stolen.
These controls should be conunensurate with the vatue of the receipts that are
to be safeguarded. Controls inchude adequate segregation of duties, ongoing
reviews and monioring functions, adequate security and timely
reconciliations. Information pertaining to cash management can be found in
Comptroller's Directive #11, "Cash Accountability and Control.”

a)

b

Segregation of Duties: _
Are responsibilities for cash receipt functions segregated from those of cash

_disbursement? —
Are responmbilmcs for blﬂmg, collccllng, deposmng and accoummg for

receipts performed by different individuals? ,
Are reipamxbihtu.s for prcparmg and approvmg ‘bank account reconciliations
segregated from other cash receipis or disbursement functions?

Does someone independent of processing and recording cash receipts follow-
up on checks returned for insufficient funds?

“y

g

“y

T

Control Cver Cash Receipts:
Are cash receipts recorded immediately and depasited daily?

‘ ﬁ"nm are the mitigating controls stated in Complroiicr s Directive #11
followed?

Do scparate ‘collection centers forward a tzzneiy notice of cash’ ruce1pts to the

agency's central accounting unit?

Are electronic fund transfer fransactions controlled in accordance with

Directive #117 -
Is cash on-hand proper]y secured (1 e., in a tocked safe with a penod]cally
_changed combination known 10 few individuals)?
Isa le:,trzctlve endorsement piac,cé on incoming checks as soon as ihay are
Are mcommg checks listed when received by someone separate from the
_accounting unit? -
s this list mdepmdentiy reviewed and compdred 10 cash receipls and deposn o
slips?
For saie or other transactions with the pub 1c are prenumbcred recelpts o
provided to payers?

Compirolier's Directive #1 2012 Part B- Cash Receipts

Page 4 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1
Enter "X" below fo indicate answer
Partial Not
Yes | No Compiiance { Appiicabic
i) Are these receipts issued in numerical sequence and accounted for X
~ numerically, including those that are voided? e
& ‘k) Are these recelpts matched to collecllon reports on d ddzly bas;s‘? - X
] Are non-cash methods of pa»ment (e g.. electronic funds ‘araniers éhucks o %
~ money orders) promoted, whenever possible? o
m) Does someone ensure that all bank accounts are approvcd bv the Department ¥
B of Finance and registered with the Comptroiler's Office? -
n) Does someone ensure that all bank account dcsmgs are routed ( arough the ¥
_ Department of Finance and the Cemptroller's Office?
o) For bank depomtq are checks separately listed on the depomt shp and ¥
_ confirmed to the cash receipts record? _
. p Are deposxt bags safeguafded {c 2 100&(6(%)" o X
q} Are - deposils made by authorized ]}ersonnel‘? X
“ r} It deposm are made by courier service, is the service 2 adequately insured
X
_andfor bonded?
3. Bank Reconciliations:
a)  Are all of the agency's bank accounts reconciled within 30 days of the X
_staternent date? o
b) Arc outstandmg checks and deposns in transit fraced to the followmg mongh X
_and followed up? B
¢) Are copies of the June 30th reconciliations sent to the Comptroiler s Office %
prompily? o
- d) Are proccdurcs for follow- np on checks returned for insufficient funds ¥
adequate? o
e) Are checks in excess of $25 and outstanding over 6 months cancelied? X
TOTALS: 21 1 3 2

Comptroller's Directive #1 2012 Part B- Cash Receipts Page 5 of 50



AGENCY: DOHMII

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Comptroller's Directive #1 2012 Part C- Imprest Funds

Enter "X" balow 1o indicate answer
Partial Not
Yes | Mo Compliance | Applicable
. IMPREST FUNDS (PETTY CASH)
IMPREST FUNDS (PETTY CASH) is a type of agency fund used for minor
expenses incurred in daily operations, and is periedically replenished.
Although large sums of moncy are not usually involved, and this is a cash
disbursement function, this fund requires similar controis as these needed for
the management of cash receipts, since funds may be easity misappropriated or
stolen. For information about managing imprest funds, see Compiroller's
Directives # 3 & 11, "Procedures for the Administration of Imprest Funds,”
and "Cash Accountability and Contrel.”
I Are the functions of authorizing purchases, disbursing petty cash, signing
checks, signing vouchers, recordkeeping and bank reconciliations performed X
e v difYerent individuals in.accordance with Directive #372.
2, Is a maxirum dollar limit established for the imprest fun{l7 X
3. MIs a separate bdnk account maintained for the imprest 111[1(3" X
4. Are controls in plac.e to ensure that no individual pur chase or disbursement
exceeds $250, and that purchases are not split to circumvent the $250 limit? X
5 Are petty cash vouchers plescnted with al} reques_t_s_ __f_or reimbursement? X
6. Do invaices paid by peity cash reflect proof of purchase? X
7. Are cash invoices approved by a responsible person other than the petty cash e
custodian?
8. Does a 1espom1ble employee check and verify all vouchers and supportmg
documentation for compleleness and authenticity prior to replenishing the X
fund?
9. Does someone, other than the employee with respect to queshon 7 examine %
~and cancel paid vouchers to prevent duplicate reimbursement?
10, Are imprest funds promptly replenished? X
11. Hasa mftximum amnount been established thet can be withdrawn from petty X
12. Are mdepenécnt surprlse ‘counts of the petty cash fund and reconciliations fo e
its records periodically conducted?
in a focked safe with l;mlted access? X
X
TOTALS: 12 2 ¢ g

Page 6 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" below to indicale answer

Yes No

D, BILLINGS AND RECEIVABLES

BILLINGS AND RECEIVABLES are related processes that are subject fo
manipulation for the purposes of misappropriation or theft of City funds,
Internal Controls are intended fo minimize the possibility of such improper
actions. Billings involves sending out accurate and timely bills for services
rendered or for monics dug to the City. Receivables are accounts set-up to
record monies owed o the City, including unexpended advances to
contractors, and the subsequent receipt of monies that reduce or eliminate the
outstanding receivable. The receivables should be reviewed and aged
periodically to determine if other collection actions should be taken or if
accounts should be written-off. For information regarding billings and
receivables, refer to Comptroiler's Directive #21, "Revenue Monitoring".

Not
Applicable

I. Segregation of Duties:
Are receivable accounts maintained by employees who do not handle cash x
o LECEIDIS?
2. Billing;

a) Are fees for inspections, licenses, tuition, rent, permits and other revenues
_ billed fully and promptly?
by Are unexpendcd advances to agcucy contractors prompt y recouped as

~ provided for in covering confracts?
¢} Arg diSputh bill ing amounts promptly mvcstxgated by an mdmduai
~ independent of receivables rcccrdkcepmg7
d)l Do procedures prowdc for the prompt ﬁlmg of liens on propcmcs for
nonpayment when permitied by law?

#217

3. Receivables:
a) Are all receivable accounts reconciled on a monthly basis as per Directive

o b) Arc accounts agcd -
' 'c)‘ s nonpavmcut ofaccchnts foilowed-up‘? o N

o é) "Does the agency mamtam writlen col lcct;()ﬂ‘procedures & o
) c) “Are thcy pcnodlca lv re-evaluated hy individuals of appropnatc aulhonty‘? o

N f) ‘ Arc ad;ustmcﬂts to rccelvablcs accounts mdepcndcntly rcvxcwcd‘? - e
2 Are overdue accounts transferred to the Law Dcpartmcnt for liti ga‘aon or an
outside collection agency, in accordance with Comptroller's Directive #217

P

i ly'? i

B B o o s

b

Comptroller's Directive #1 2012

4, Write-Off Procedures:
a) Do write-off amounts receive the proper level of authorization as required by
 Directive #21?

Past - Billings & Receivables
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter X" below to indicate answer
; Partial Net
Yes | Ne Compliance | Applicable
b} Is a formal write-off policy establ ished as required by Directive #217 X
3. Claims for State and Federal Aid:
a) Areall claims for State and Federal Aid filed by the agency within 30 days of X
_the close of the period being claimed? o
by Isthe claim for nonpayment by State and Federal '1g:enuei Tollowed- up within
~ therequired 30 or 45 days?
c) Are disputed claims investi gatLd promptiy X
TOTALS: 14 0 3 t

Comptreller's Directive #1 2012 Part D- Billings & Receivables
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below fo indicate answer

Yes No

E. EXPENDITURES AND PAYABLES

EXPENDITURES AND PAYABLES are monies paid or owed by the City
for the procurement of services or goods, Due to the many steps in the
procurement process and the large sums of monies that are expended, the
review, authorization and inspection controls are the most important. Ongoing
monitoring reduces the risk of improper actions and misappropriation, and
ensures that the City obtains quality goods and services at economical prices,

See the Procurement Policy Board Rules (PPBR) and Comptroller's Directives
#2,9, 24, and 29 about issues pettaining to expenditures and payables,

Not
Appiicable

Comptrolier's Directive #1 2012

1. Segregation of Duties:
Are the functions of ordering, receiving, invoice processing and voucher X
~ preparation performed by different individuals?
2. Procurement Practices:
a) Are all purchases authorized by personnel of the proper level of X
~ responsibility?
b} Have specific agenuy contract pmccéures been devel oped 0 ensure
compliance with the Cily's Procurement Policy Board Rules (PPBR) for: X
L Comrdctlrorma{mnr? i _ R
iv: L()mrac Admin 1st ton? X
N v Dzsputc Rusofu on? X
vi, Mam%enancc {)i Rf:cords? - X
‘”vn Comract Changt Ordcrb‘? T .S
) When o compc:tltive blddmg is not used are speuai case” deterniinations {per
PPBR) documented and approved by the Agency Chief Contracting Officer X
. {Aceop. |
dy Was prior approval %ought and received from the Comptrolier and Corperatmn %
_ Counsel for emergency purchases (per PPBR)?
e} Isfol low-up done for contracts that are not shown as reg}slered with the X
. Comptrolier's Ofﬁce‘? e e
‘ 'f:) ‘ med and updated‘? ' X
g) Are only bid submission forms that are typed or prmted in ink (110 erasures} ' X
. aecepted? :
hy Does someone, ‘other than the individual requcstmg the procurcmcm review
the City's VENDEX listing, and the contractor's stafed qualifications and %
references, to determine if the contractor is qualified?

Part E- Expenditures & Payables
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X below lo indicate answer

Partial Not
Compliance | Applicable

Yes No

i) Doesthe ageﬁcy's ACCO review the information obtained from VENDEX
and related qualification/reference information, in making decisions regarding X
 the contracios's qualifications?
) DO al pzocuremmt pcrscnnel I‘GCB]Vb trammg m ihe PPBR as mcdcci? B
' k) Are there formal procedures for purchasmg items under $5 000 that are not
~_required to be bid?
) Are pmchase orders for similar items under $3 000 from the same vendor

reviewed to ensure thal they are not split-orders meant to circumvent the X
PPBER?
m) Is there contract momtmmg ‘and is information pertammg to the app]xcable

program collected and evaluated periodically to determine if the goals related X

_tothe contract are being met? e
n) Is suppl]er per formance evaluated at least once a year pc] -PPRR and

) ~ procedures established by the City Chief Procurement Officer (CCPOY? X
e AT
Are all encumbrances (coniracts and orders) more than 94 days old reviewed %
monthly and adjusted as necessary to reflect the value of goods and services
_..stiil to be received?
4. Accountability for Resources:
X
. ﬂ) Are quantities verified upon receipt of merchandise?
b) Is the melchandlse examined or tested for qm]lty as s00n as posa{ble after %
757 T Iavoice and Vaoucher Pracessmg Procedures:
a) Are copies of purchase orders and receiving reports obtained directly from the X

issuing department?
‘ b) Are purchase orders, 'purchase I‘LqulﬂOﬂ% ‘and vouchers all prenumbered and
c) Are m]ssmg purchase orde E and./or rcqui:.lt;(ms in 1gated’?
' 'd) Are invoice quantities, prwcg and terms Lmnpaled with those indicated an
__purchase orders? »
e} Areinvoice qumlltics compared ‘with those indicated on receiving 1ep{ms‘? S

o f) Are nwo;ces cheuked for cierlcal acculacy L
h g) Doi nwmccs ab{we a set amoum necd addltioﬁal dppmvai‘? o ) X
h) Are ail pald invoices marked "cancelied” "pa;d“ or "voided” to indicate that
they have been processed for payment? B
TAre procedures in place to ensure that pa)'fment vouchers are approved bv two
~ agency assigned FMS users in accordance with Directive 242
' _j) Are vouchels proccssed prompily 101 pfwment'? o X

\,_,«"

9] Are cash di%oumq mken‘? X
B Are exempnons ﬁom sales ?cdera} cxmsc and other taxes claimed? X
m) Are invoices and sappemng documents furnished fo and reviewed by the %

signer prior to signing a voucher? o

Comptroller's Directive #1 2012 Part E- Expenditures & Payables Page 10 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1
Enter "X" below to indicate answer
Partial Not
Yes | No Compliance | Applicable
6. FMS Reconciliation:
a) Are agency expenditures and purchasing records reconciled on a timely basis
.10 appropriate FMS reports for all funds? L
by Do FMS reports reflect vouchers property authorized by agency personnel? X
' ¢) Does the agency have proper documentation (o sepport all FMS vouchers? [
7 a) Has the agency established controls and pro'c“édures to assure the accuracy and

Integrity of all information entered into the City-wide FMS payee/vendor
database, in accordance with Directive 29, so that payee/vendors receive the X
appropriate 1099 forms(1099-MISC, 1099-INT)?

b) Has the agency established controls and procedures to defermine that a new X
payee/vendor has not already been validated in FMS?

¢} Has the agency established controls and procedures to assure that the ¥
information used for a payee/vendor is accurate?

d) Has the agency established controls and procedures to assure that the CWA-
VNDRS9-001 report is promptly reviewed in accordance with Directive 29, X
and any erronecus information corrected?

T GUESTION REMAINS UNANSWERED TOTALS: 40 2 1 0

Comptrotier's Diregtive #1 2012

Part E- Expenditures & Payables
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicale answer

Yes

INVENTORY

INVENTORY primarily refers to items used by the Agency for its operations.
However, it could also include jlems stored by the agency for disbursement to
its branches or other agencies, or confiscated or obsolete goods that are being
held for sale. Supplies and some non-capital assets are particularly susceptible
to theft and misuse; while capital assets require specific procedures for their
purchase, maintenance and disposal. All of these inventory liems require
strong controls to ensure accurate recordkeeping and good security.

For information regarding Inventory issues, refer to Compireller's Directives
#10, 24, and 30.

#)

)

&

S

d)

Comptroller's Directive #1 2012

s

oA

hy

Supplies and Non-Capital Assets:

(Supplies and Non-capital assets are charged 1o the expense budget,
Excluding capital assets, ail other assets fall under these two categories.)

Are supplies and non-capiial assets kept under the strict control of designated
empioyees?

and nen-capital assets segregated from that for the maintenance of detailed
records?

Have mver;torv levels been established in such a manner as to prevent excess

accumulations or unavailability of iterns?
Are perpctual mventory records {lf a pcrpetudl sy stem is mamtamcd)
compared to physical inventory counts, and significant variances investigated?

‘ A{ephyszcaimvcnmmeb conducted 2nd superwsed bymdmdﬂals mdapendent
of the departments maintaining the assets?

Are government assets in a contractor's custody promptly retrieved and

accounted for upon final termination of such contract?

Are expensive non- c,apndl items {e 2., compulurs, c:ﬁs) posmvely identified
{tagged)? ...

Capital Assets: Are respor;mbzhtlcs for mlt;atmg. evaiuatmg, approvmg and
recording capital expenditures, leases and maintenance or repair projects

_ performed by different individuals? .
Is the re%ponmbll;ty for supervising the use of physu:al inventorics for capxtal
 assets segregated from the maintenance of detailed records? .
Does an apprapriate cmployee ensure that accurate and comp lete mventory o
_ records are maintained for all assets?
For new proj ects are the criteria in Directives 10 and 30 Lomplied with when
 determining capital elipibility?

Part F- Inventory

: dkior supphes and non—capxtal assets“f o

No

Partial
Compliance

Not
Applicable

r supemsu}g the use of physxcal inventories of qupg)lm

Page 12 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2612 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below fo indicate answer

Partial Not
Compiiance | Applicable

ey For all 1 capital projects, are the criteria in Directives 10 and 30 cbmplied with
 when determining whether an expense is capital eligible?
f) Are cap;tal assets va]ucd in accordance wﬂh Directive 30’? o
‘ } “Are all C’lpital projects reflected in FMS in accordance with Directive 10 and
Directive 30 requirements, and in a timely basis (in accordance with the FAMS X
_ Procedures Manual for Capital Assets )7 .
h) Are assets monitored to determine that there is no peimanun 1mpa1rment as

‘ detailed in Direetive 307 b X .....................
i) Are assets that have permanem 1mpauments writtens down in accordance with x
_ Directive 30 requirements? L
_;) " Are assets that have no further uu}nv dlsposed of in accordance with Directive <
.......30 sequirements? S W N N
k) Are capital asscts held for resale . g , foreclosed assets ‘recerded in the
X
_General Fund, at their appropriate value as reguired by Directive 302 4
) } "Are assets classified as infrastructure included in the capilaE asset mven‘zory i X
~ they meet the eligibility criteria in Directives 10 and 367 N T T N
' 'm} Is zn annual phycnca mventory purformcd for all capila] assels and the records <

_maintained as required by Directive 307
“n) Arethe agency invendory records reconciled to both the FMS capital assel
B information and the agoncy's internal capftal asset records?
o) Are metal numbered tags or other means of posstxve identification used to
~ identify motor vehicles, office furniture, and other equipment?
p) Are assels mdmtamed plopcrly‘? 5 S R
i q) Are adequdte controls in place over the sale of scrap‘? ' ' X

TOTALS: 17 2 6 0

Comptrolier's Directive #1 2012 Part F- Inventory Page 13 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter X" below to indicate answer

PAYROLL AND PERSONNEL

PAYROLIL AND PERSONNEL management involves cyciical functions that
begin by recording accurate personnel data such as employee's name and
address, time worked, authorized expenses, correct wages, tax withholding
information, etc, and ends with the psyment/earnings distribution. Good
internal controls in this area ensure that only those persons entitied to
compensation are paid; and such compensation represents the correet amount
of money that each person is entitled to. Accurate, sarmed leave balances
should be accrued and recorded, and employees leaving city employment be
paid for any unused leave in accordance with applicable requirements,

Refer to Comptrotler's Directives 13 (Payrell), 14 (Leave Balance Payments),
and 19 (Recouping Payroll Overpayments). Note: These questions should be
answered to assess if appropriate payroll controls are in place whether the
individual agency is using CityTime or an earlier imekeeping system.

a)

a)

i

__preparation?
Payroll Processmg

Segregation of Dufies:
Are responsibilities for supervision, timekeeping, personnel, payroil

__processing and disbursements all performed by different individuals?
Are comparisons {rc.conc;hatlons) of gross pay of current to prior penod

payrolls reviewed for reasonableness by knowledgeable persons niot otherwise

_involved in payroll processing? —
{s payroll reviewed {including an examination of authorizations for any

changes noted on the reconciliztions} by an employee not involved in its

Partial Not
Compliance | Applicable

Does the Personnel or Human Resources Department ensure that all new

_employees are prompily placed on the payroll? R
Daoes the Personnel or Human Resources Departmem ensure that all

employees who have retired, or resigned, or who are on leave without pay,

_etc,, are prompily removed from the payroll?

Does the Personnel Department ensure that all chanocs in employment
{additions and terminations), salary/wage rates and payroll deductions are

_jproperly authorized, approved end documented? .
Are pdyro]] records perloé;cally checked agqut personnel records, and are

allx___dlscrcpanCILs investigated?

PJ

a)

d)

9

Timekeeping:
Are appropriate records maintained for accumulated employee benefits (e.g.,

vacation)?

Have adequate nmaku,pmg proceciureq been established to insure that

_employees arriving late or leaving early are charged leave? o
Are leave balancu;/records periodically Lhecked 0 source documcnts‘?

Are negauve leave balances properly mve%tigatcd to determine the exact
. causes and appropriatc action(s) subsequently taken?

Comptroller's Directive #1 2012 Part G- Payrol] & Persounel
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1}

Comptrolier's Dirzctive #1 2012

Part G~ Payroll & Personnel

Enter "X" below to Indicate answer
Partial Nt
Yes | Mo Compliance | Applicable
¢) Are periodic checks made to \'ferifv'thai non-managerial employees are ¥
—accumulating and ysing sick and annual leave properly?
) Are periodic checks made to veniy that manaocrlal emp]oyees are
accumulating and using sick and annual time in accordance with Personnel X
_ Orders 88-5 and 97-27 )
g) Are permd1c checks made o venfy that non- mdndgﬁmal compens&tory time is X
 authorized, accumulated and used properly? N
h) Are proccdurc:: in placc 1o ensure that emp]oyees whose pcrsmmel Status
changes (e.g., from non-managerial to managerial, or from pari-time to full- X
... time) are still aceriine and using their leave balances anoronriatelv?
) Are all proposed managerial lump sum payments submitted to the %
- Comprrotler's Gffice for approvad, prior to payment, per Dircctive # 147
4. Personnel:
a) Are periodic reconciliations made between all payroll records and central X
. master records to ensure that all dats is up-to-date? e
b) “Are nofices of addxtmns separations, and changcq in salaﬁes wages and x
 deductions reported prompily to the payroll processing function? .
c) s there a waiver (approval) on file for all empioyees that work for the Clty
but live cutside its limits? (Section 1127 which states employees will pay City X
D Are Fedemi dnd hcw York Smtc thhholdmg status forms on ﬁlc” X
é} Are there aduquam controls to ensure that Form DP-1021 is submitted to the
City's Personnet Department for each employee who is securing additional ¥
employment in any other civil service position in New York City or with any
_other governmenta) agency? i
f)  Are controls in place te ensure comphance with DCAS Personnel Services X
~ Bulletin # 440-10 (ransmitted 6/30/97) regarding Jury Duy?
5. "Disbursements:
a) Are paychecks inadvertently generated for persons no fonger on the payroll, X
_ returned immediately to the Office of Payroll Administration? o
b Arc all undistributed checks or pavro]} stubs for those who receive them, X
. lopged-in and their disposition noted? L
c) Arc g)ayroii registers adequa&ely reviewed and approved before disbursements %
_ aremade? o
d} Are cmplowes requlred o sxgn for their paychcuks ar pavmll stubs for those %
__ whareceive them? e
€) Are all requests in wrltmg with rereu to holdmg a paychcck (or payrol] stub
for those who receive them) or authorizing someone else to claim it? X
6. Supervision: T e
, X
_ c})_ [s avertime properly authorized?
b} Are adequate SUPETVISOry controls, such as ficld observations and productmtv
standards, established with regard to persons working in the feld? X

Pape 15 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicata answer

ves | N Partial Not
° Compliance | Applicable
7. PMS R'e']'n'or;ts:
a) Are PMS reports, such as employee's leave, overlime, and absence control, X
.. Jeviewed periodically by management? b

b) Are there adequate controls to ensure that no pavcheck will be released to an

employee until a time card, approved by a supervisor has been submitied to X

the Payroll Department as required by PMS repulations?

TOTALS: 31 0 0 0

Comptroler’s Directive #1 2012 Part (3- Payroll & Personnel
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AGENCY:; DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter “X" below o indicate answer

H.

b

9

MANAGEMENT INFORMATION SYSTEMS (MIS):
MAINFRAME/MIDRANGE

As the City stores increasing amounts of informatien in a computerized
medium, it becomes increasingly important to assure that this data is reliable
and adequately protected from unauthorized access, manipulation or
destruction. An cgually significant concern is whether the Cigy is acquiring its
computer hardware and software in a planned manner to ensure that
anticipated future information processing, storage and retrieval needs are met.

The Department of Information Technology and Telecommunications
{Dol'TT) has assumed the responsibility for information seeurity policy
formulation. It has published the Citywide Information Security Policies and
Standards, which City agencies must comply with.

Sonie of these have been classified as public documents and are available at:
htto: fwww.nyec. govintmideittniml/business/security. shimi

Others are internal and are available to authorized users on the City’s intranet.

Comptrolier’s Directive #18, "Guidelines for the Management, Protection &
Control of Agency Information & Information Processing Systems” provides
additional guidance.

"Plélﬁnézxg and Organiza‘aion‘:” S

A

Is there a MIS planning/steering committee?

Has management established:

i A written long range MIS plan?

i, A written short range M}S plan“

Has management shared both its fong range and short range plans with the o
_ appropriate field personnel? L
Has management established M!S po 1(:169 precedures and btandardi? o

Do these policies, etc. comply with DolTT Citywide Information Secumy

_ Policies and Standards?
Is there segregation of duties between MIS and the accountmg and ope] atmg

_departments for which it processes data?
Within the MIS organization are there ieparate and distinct groups responmble

for:

L Operations?
i, Applications. Dcvc]opmem'? e
. Hi. Applications Maintenance?
v, Quality Asswance?
v, Technical Support?
vl Systcms Programmmg‘? OO N 3
Are there written MIS posmon dcscrlptxons? [N 3

Is thac an m‘iemal MES audif group?

A RepomingroMis?

Comptrolier's Directive #1 2012 Part H- MIS (Mainframe & Midrange)

Partial Not
Compliance | Applicable
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1 '

Enter "X" below to indicate answer

Yes No Part%m Nloﬁ
Compliance | Applicable
... 1i. Reporting to the Iﬁtemﬁi A'-‘d“ Pepartment? SRV FUPIVIPTOON NONVIRSIPIY ROOIRITPRPITRIIIIY WIS X
.l) Has any aspect of MIS been audited within the last four years’? I so, pEea.se
attach a list of the reports, organizations that issued them, and dates of X
_issuance.

E) Are Lomputer procussmg qerwces prowdcd bv crrmmmmmmmmm
i, The Department of Information, Technelogy & Telecommunications?
., il. The Financial Information Services Ageney?

s Development Controls:
a) Are new systerms developed in accordance with DolTT's Systems X
__ Development Life Cycle (SDLC)?. s
b) Is there user nwolvcmcnt in systems dcvelopment‘? o
c) isa separate Quamy Assurance function used (o assess the a(iequacy and

appropriateness of system enhancements and/or new systems, as they are being X
v doveloped? SRR FURRUT IS S
d) Are the costs of system enhancements and/or new wsiems menitored and ¥
) recorded on a system-by-systemn basis?

3. &) Does the agency maintain a list of all systems currently bemg developed? X
b Does the iist identify: how each wasproswed? T X

i, Whether the sysiem was appmved (if 2 appticable) by the Information <
Technology Steering Committee? [TV WO NSO ESTTRTOTON SRR

ii. Whether the syslem was approveé bv the Cltledc Chief Information x

_ Security Officer (CISO)?
iii, Whether system maintenance was or will be pu1 chased from an external
L NeNdOrY
<), 1fthe answer to a, is "Yes," please provide an agency contact for the
. Ag??’.‘*},’.?"?t?‘.‘?t. e e e e e
... Lel Ql}e # " e
d) “Please enclose a copy of the list with your Directive | submission.  Have
vou submitted the requested copy?
4. Appiication and System Software Maintenance:
a) Are there written standards for the maintenance of applications software? X

”b) Afe apphcat]on systcm modlﬁcatlons ‘aestcd before xmplemenmtion’? _ i
g Do operaling depaﬂments (end users) approve § thc test results? o

oy IS apphcatzon system documentation revised to reﬂect 1he changes“f

e) Isan independent group, other than those groups rcspomlble for apphc.ailons

development or maintenance, responsible for changes to computer operating X
system soflware?

Documentation of Systems:

a) Are there written standards for the documentation of computer applications? X

th

Comptroller's Directive #1 2012 Part H- MIS {Mainframe & Midrange) Page 18 of 5¢



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X below to indicate answer

Partial Not

Ye: . .
e | Mo Compliance | Applicable
b} Do the documentation standards include: ¥
. i. Data ownership and criticality classification? L

i, Data syntax rules (file naming conventions)?
- 111 Securlly Je‘ie 3‘? ...... U
v, Companson ofmforman{m arc,hltecwrc Ie snm arergamzatlom”“ e
e Do these standards require that such documentation include:
i, Application overview?
. &.” Data dictionary? e
i, /\ descnpnon of paper or other mput source%‘? .
v USCY‘PYOC@GW@SO e e i
...V System processing? e AR R e
_vi. Computer opcranons pfocedures’ L
~vii, A description of the system's output'?
vl {nsll uction f01 repori and output dlslnbutxonr’
)y Are 1here wiitien programming s standards'? o
) Is ddequate documentation maintained for computer opcratmg sys%ema
softwan, including: X
i, Parameters sefected? T T T
i, Modifications? R .
v, Compuier eperd%ror;s pmcedures B .
v Comphancc with software 1 1Len>mg agreemems dnd copyr:gm lawq X
B Isthe documentation for all data processing systems adequate to ensure that
the organization could continue to operate if key MIS employees, and/or key X
44444 consultants leave? .
6. a) Does the agency maintain a list of afl critical mamframe systems? 40X
by Does | the list provxde 4 brxefdescmpllon ofedch system‘7 N ¢
¢) Ifthe answer to a) is "Yes," please prowde an agency contact for the list, fi
CAgency Contact forList: e
_ Titte:
_ Telephone #
d} Please enclose a C{)py of the list with your ‘Directive | submission, Have
_ you submitted the requested copy?
7. Physical and Logical Security:
a) Is physical access fo computer operations fagilities restricted fo authorized X
_...personnel? o
b} Hasall (,omputcr hardware been marked with, or can ‘be identified by the
 Agency Asset Identification number? e
c) Does pohcy prohiblt MIS persannel from ongmatmg financial fransactions?

B Ronald Laboy N
“EVERS Product Manager
347-396-2297

d) Is there an indspendent data scourity administrator? TS ORI S,
e) Isa gencrai purpose security software prcdnct used {0 restrict loglcal access to

~ data and to prevent data entry by unauthorized individuals?
f) Do users have the capability of dialing inte systems from a remote location?

uch sessions authenticated by the system? X

- g) . '].f"sb', are .

Comptroller's Directive #1 2012 Part H- MIS (Mainframe & Midrange) Page 19 of 50



AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

Comptrofler's Directive #1 2012

Part H- MIS (Mainframe & Midrange)

DIRECTIVE # 1
Enter "X" befow 1o indicate answer
. Partial Not
Yes | No Compliance | Applicable
3. Systems Operations Controls:
a)y Is a computer operations schedule used to ensure timely submission and X
. ..conwol over work?
b) Has that schedule been approved by
1. The operating departments?
L lhc MIS department? e
o Arc there detallcd wr;tten msiructions for the operanon of each qyste]rﬂ o
N e_;.log Of computer operations ac SRR
L8 Are these logs 1 mamtamed foratleastoneyear? 0 |wd
N AIC lhese logs rev 1ewed by MIS mﬂnagemc,nt‘? _
) Are Lomputcrzzed records retained in accordance with an established X
schedULeq - S FTTIT I IIEITTE [T TIL TSI LT T NPT P PO TR T POV PO P TP (TE TP P TR TR PTTRETLINY
I}) Does the data retention schedule compiy with apphcdble iegal requzmncnts
{i.e., in accordance with Department of Records and Information Services X
... IDORIS] standards)?
9. @) Backup and Disaster Contingency Plans:
X
. Are backup copics of computerized records made on a regular schedule? b 1 i
by " Are additional backup copies of cemputenzed records kept at a secure off-site %
... location?
c) Is there a wmten commgency and dlsastcr rccover) plfm‘7
) thn was it updated“’ o
d) Is the disaster recovery plan based up(m an dgjency-wxdc information
protection plan which assesses the agency's information risks and X
_.oyulnerabilities? SN U ST SN S
¢) Does the agency “have its own user site conlmgency and disaster rccovcry X
B )L OSSPSR AU SN STSROR SR
fy For agenczes mamiammg the]r ewn data proce%f;mg fa.uhues is the p%an 1ested X
PEFIR Scn':”a[‘inualivrl} e rne B F T T P Py P LT PP LIPS T T TYRTPRTTRY (LT TEN P PO P IR PR TYR Y ]
g} For ageneies whose proccssmg facilities are suppl;cd by an outside vendor or
another City agency. has the agency participated in a semiannual disaster X
I 40 4 A= 1 VUSRS RTINS NN R
h) Has the plem been tested within tl}i%_‘g,ilendar vear? R
~ Iftheamswer is "Yes," please provide thedate.
10. “Execution and Authorization of Transactions: :
a) Are there adequate controls over preparation and approval of input X
_transactions by the operating departments? L e b b e
b) "Is there adequate MIS editing and { vatidation of data unz‘y (1 e, tcstmg doilar %
 fields for numeric data, testing for duplicate rumbers)? e b
Q) " Are there adequatc controls to assure that al! transactions are accurateiy X
, recorded and promptly posted? SRR W SN U
Arc lhcre reconc;]ntwn procc:dures for batch proccssmg‘? | . R T
“_'e) Are rc:]eclcd records Lorrected and reprccessed” B e X+ Ll
o n D{) user cmtrois mciude rcco;‘lczhau{m of input to output? o .
,,g), Are  System outputs feyi wed fOT rcasonableness’? - RN 0. R SRR S
h) Do the system balancmg procedures reconcile opunmg ‘balances plus current X
. input to the closing balances?
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1
Enter “X" helow to indicale answer
_ Yes § No Co:l;l;iz;ce Apgicc’;;b]e
' i} Are source documents retained in accordance with an approved schedule?
.... S il e o el sl B o A e R
TOTALS: 47 2 4 42
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicale answer

Yes

L

MANAGEMENT INFORMATION SYSTEMS (MIS):
PERSONAL COMPUTERS/LOCAL AREA NETWORKS

This section raises the same concerns as Section H.

MNo

Partiaf
Comphance

a)

y

s

3
PR

g
—

o

Personal Computer Procedures and Standards:
Have all employees, consultants and contractors who access information

~ systems received a copy of DOITT's User Responsibilites Policy?

Has management establ Hished agency wide policies, procedures and | standards

~for the installation and use of Personal Computers {PC)?

Do these compiy with DolTT's Cztymde Information ‘iwufrl‘v Policies and
Standards?

Have these pol icies, procedurcs and standards been communicated to |
_apprepriate field personnel?

Do these policies, procedures and standards address the fol} owmg issues:
i. Standardization of software?

Ak Std“ddfdimmﬂnofh?Id_W%FG’?.,.U_H. e e

av Data recovery'?

v Data Security? SR
... ¥i Application deve]opmcm COB{TO‘SO et e 8 i et e

.o Vil Inventory of hardware? e
- vu' Inventory ot sof(warer’ -
_ix. Compliance W]Eh so[‘twaxc Excemmg az,reements and cepyraghl laws’? N
Do these polmus, procedurcs and standards provide appropriate controls over

the:

1. Use of the computers?
“1' Slandald' ation of software’?

111 PE['IOdlL coi)ymg Gt ‘programs : and datd’P R

iw, Acccptance and mstailatlon ofncw eqmpmcm‘? e 1
v.Inventoryof all hardware?
__vi, Inventory of all sofiware?
vii, C‘omp]xancc wnh saﬁwaze hcensmg agreuments and copyrlgh€ awq‘7

"Have all PCs and related hardware beets marked with an Agency Asset
Tdentification number?

Not
Applicable

a)

5

Comptroller's Directive #1 2012

Local Area Network Procedures and Standards:
Has management established agency-wide policies, procedures and standards

_for the installation and use of Local Area Networks (LANS)? ) o

" Do these comply with DolTT's Cltywu:le Information Sccunty Policies and

~ Standards? L
Do these peilclcs and procedures define an Agency Suppcrt Function and its

_associated responsibilities? e L

Part I- MIS (PCs & LANs)
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AGENCY: DOHME

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" helow 1o indicate answer

Yes

Mo

Partial
Compliance

Not
Applicable

d}

5

Do these policies and proéedures address adherence to copyright infringement
terms and licensing agreements for Jeased and purchased LAN software?

1. Progzam testing?

) i, Bac,kup ané rccovlcry

i, Documemaﬂon"

Are the pohme% and procedures reviewed and updateé 10 reflect changes in

__technology, the organizational structure, and management directives?

B

N

Da the policies and procedures reflect the agency's position on empl oyees o
_ persenal, non-business related use of agency workstations? 1l
Do the pohcxes and procedures address the need for apphcable frammg from

either in-house or external consultants, as appropriate?

(93}

)

c)

8

_computer?

a)

Agency Support Function:
Is there a centralized group (or individual} designed to support end-user LAN

_instaliations?
By

Is the support fun tion adequately staffcd

Are remote workstation processing locations pr0v1ded with helpdesk -

consultation service for problems relating to workstation hardware and

software? e
Are cvaluaiions performed to avoid desagnmg app lications for LANS, for

fimctions that can be performed more economically on the agency's mainframe

Local Area Network [nstaliations:
Is there an inventory ol all LANs currently installed throughout the agency?

control and security?

Are specific persontel assigned the functional responsibilities for LAN

a)

5

LAN Hardware:
Are procedures in piace fo ensure hardware maintenance is performed on a

_ periodic basis? -
Are alternative vendors available fo p1ov1de herdware support i the current

_ vendor fails to provide adequate support?
Are there pmcedures for the disposition of surpius hardware?

Compiroller's Divective #1 2012

6.

a)

“y

LAN Software:
Is there & LAN purchased/leased software inventory list and is it kept current?

Have procedures been developed and distributed to ensure compliance with
_software maintenance contracts and licensing agreements?

Are LAN users kn()wlcdgeable of and in compliance with copyrigllt
infringement terms and licensing agreements for leased and purchased LAN

_software? y e
Are network versions of LAN software bemg used (mcludmg any that may be

. licensed for off network use on individual drives)?

Part I- MIS (PCs & LANs}
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below {o indicate answer

Yes

No

Partial
Compliance

Not
Applicable

€)

Do vendors of LAN software provide maintenance agreements which clearly
define maintenance services and costs, and make source code available if the
vmdo; poes out of %}usmess‘? y

b

Does the agency maintain a hst of all systems current}y bemg deveioped?

Does thc hst 1dent1fy how each Was pr” .
i Wlaether thc system was appmved by the Informdtion Technology Sleermg

Committee {as applicable)?

i1, Whether the system was '1ccreéﬂeé if rcqmred by the C 1lyw;de Chief

vendor?
I thc answer to

_ Agencv contacy:

Title:

' Te ephom: #
""Please enclose a copy of the list as part of ¥ our Directive 1 submission. Have
you enclosed the requested copy?

__information Security Officer (CISQ)? o
iii. Whether system maintenance was or will be purc hased from an external

i is "Yes." please provide an agency contact for the list, |

Y
LA
€)

i

347 39_5 221_ i

Physical Security Controls:
Are workstations physically secure during and after normal business hours?

Do locations (e.g., individual workstations, file servers, etc.) have adequate

fire detection and prevention facilities? _
Do workstations log-off when not attended dunng business hours or after

_hours?

Are passv‘mrd:; changed pcr]odwallyr’ -
Is password modification:

. L required by the Network operating system?
. manudlycmztrolicd and enforced?
__ i, if manual, are there gjrocedures to ensure passwerd cl}dnges"

Do pollc]c:s and pmcedures prehibit user identification and confidential

__passwords to be written on or near the workstations or work areas? =~~~
Are workstations with acccss to private or confidential data shiclded from

_ view by unauthorized personnel?
Are leg~0n svstem commands, and on-line transaction documentation manuals

placed in a secure area when not in nse?

"Has each user dcp"mtmcnt desi gnated a perbon 1o be responslble for controllin, g &
. acgess 10 and use of the department’s workstations?

Is a log maintained of al! departmental personnel authorized to use

workstations?

Are workstation IDs and p'mswords changcd when departmemai personnel
are terminated or transferred?

Comptrolier's Directive #]1 2012

1) "Are there proceduzes to follow in order to move or acqutre workstations?

Part I- MIS (PCs & LANS)
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Comptroller's Directive #1 2012

Part [- MIS (PCs & LANS)

Enter "X" below fo indicate answer
Partial Not
Yes | No Compliance | Applicable
m} Is supervisory approval required in order to move or acquire workstations? %
9, User Authorization and fdentification:
a) Are there specific additional, security-related procedures required to bring a X
o workstation and the LAN on-ling, outside of narmal onerating hours? . o] s
by Does the LAN security software uniquely identify each workstation and each %
I s Ee T LT TR SRS S .
¢} Canall workstation usage and 1ransact10n processmg ‘be identified 10 a spccs X
. individual? S TR N N S
d) Are there software controls that limit the fypes of transactions/files/directories %
 that are made available to individual users? e e s e s
e) Are there different levels of access restrictions that can be placed on agency X
. workstations and users? AN N N
_Area aii kstations proteoted by passwords {)r sm}ﬂar !,ec mlques? . R . T T
Do proccdures prohlblt the sharing of passworé‘; by individuals in the same X
. department? R
by Does each user his/her own password9 _ L
i) Arethere cstablished procedures to set up passwords for individual X
EEREFPRRTN workStatioll usersq . A B T TTIITLIT SETE T EY T TP e IO
) Are there documented pmcedures 16 follow when an authorized user forget% X
. his or her password? R WA N R, RO
k) Can all workstation users chang,e lheu passwmds at any time‘? TS O S N N S
Iy Are workstation users precludead from personally deactwatmg their
Copasswords? e e
m} Does the securaty software detect and prcvcm repedtcé atlempt‘i © 10g~on o e
~ the network by puessing passwords? R . N
n) Are workstations that are left unattended for a spemﬁc pertod of time %
~automatically logged off the ngtwork? e bassenr e
Q) s automatic file or record ockmg available and bemg used by the LAN ¥
operating system o prevent simultaneous update? S I W RO
10. Activity, Utilization, and Violation Reporting:
2y Does the network operating system and/or security software report the ¥
following:
i, Workstation activity?
ik kas‘aauon uuhzatlon’?
il Acu:ss vxolahons” )
b) Is there an individual responwbie for tollowmg—up on workstation s:,curlty ¥
PP Vlo}at;o{]s e L R SRR LR R L e TR EPEREEPEEE: ILLELLRCEEILE] ARIEEMEAIAAES Sbbtbth bttt
c) Arc, secur]ly viotations promptly mvestlgated and are the viotator's supeners X
Ay Does the SCCU‘I’i'i}’ soﬂware 1mmed1ate y rep{){{ mvahd : X
e) Are all workstation reporis reviewed by mdepcndent data prowssmg and/or X
user administrators o a weekly Basis? e s s e et
i1, Netweork Operating System and Security Table Maintenance:
a)  Are security fables backed up frequently and rotated/transferred to an off-site X
LSIOTBEE JOCAIONT e s s s st
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NEW YORK CITY COMPTROLLER'S OFFICE
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AGENCY EVALUATION OF INTERNAL CONTROLS

Comptroller's Directive #1 2012

Part I- MIS (PCs & LANS)

DIRECTIVE # 1
Enter "X" below to indicate answer
Partial Not
Yes | No Compliance | Applicable
5) Are there restrictions Hmiting access to the security table {e.g., additional ¥
.. passwords, codes, etc)? SSUPIT IR
¢} s there an audit trail thaf documents ail pammctes charzgi,s that are made to X
the network operating system and security tabies?
i2. Backup and Recovery;
a) Are there documented procedures o guide LAN users in backmgnup data from X
... hard-disk drives and USBs? SRRSO R NS VORPRIURUUN IR
by Doesa pohcy exist that defines adequatc backup frequency ‘and retention e
oo periods for backup data? RN S,
c) Is track, d' crmca} ddta'? ) R
d) ‘Do LAN software vendors pmwde backup and 1ec0vcry trammg, to LAN X
eeh e usels:} B e CETTEITTTILITT ITTETTITITTTRTY PUTPTTPIP P PRSIV RISTRTIITY "FPTT PR E P PYPEYTTTIY
g) Are there prouedurcs to guade ‘workstation users in recovermg data from X
 backup copies?
£ Are users rcspcmmblu for their own hard disk bacimp if the information is not ¥
. backedupoenaLAN? VNSNS NSV SR I
2} Isthe LAN security administrator responslb ¢ for backmg-up the file X
o server(s)? NS ISR U SRRSO ST,
h) Are there procedure% for adequate in-house and off-site smrage of bdckup data X
....and programs? U AR N S
i) Is there an established source for repiacmg LAN hardware componenls when X
 hardware failures ocour? B T N R
iy IsLAN hardware and software adequately insured agamst Toss or damage fron X
_third party vendors or contractors? R R Y A WA
k} Is recovery of LAN processing capablllties included in the agcncy s disaster X
o JEGOVELY plAn? SR ENUPRTROVRD. HFTRRUTTIIN WUTRVOIRNIIT SRR
1} Does your agency store ¢-mails in the event that this information may be used X
... during litigation? SR DTN N N
m) Has your agency addressed the December 2006 elecironic discovery -related
amendments to the Federal Rules of Civil Procedure, {Rules 16, 26, 33, 34, x
37, and 45, as well as Form 3%) that electronically stored information must be
... produged during the discovery process? i e
n) Has your agency created a policy and has a procedure been 1mpiememed that
... complys with the regulation in the above question? L b
o) Does your agency track e- malis? T o X1 {1
p) Are ail incoming, eutgomg and internal e-mails c&ptured : X
13, Software Acquisition and Application:
8} Was agency MIS consulted to determine if desired software is: X
i the most dpproprlate available? N N
I lisied in the agency's application soﬁware ca{aiog or endorsed by MIS? X |
b} Was the warranty registration card filed with the vendor X
14. Documentation:
a) Is there documentation for each recurring applcation (Le., used more than X
Loonee)? SRS NN I N R
w__b) Is the dpp 1catmn soﬁware cala]og pcrlodlcally upéated'? e x
e Do cach oflhe appl Jc_ailons have documentation? B o X
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

...} @ description of the application?
i, a filename and backup filename?
pdate frequcncy”

1 finitions and names?

a prmloul oi 1om1ul'1:> { _xpccm%

rOgram execution mstruetwna'?

backup mstmcﬂons?

) 1x . copy of the soﬁware app 1cat10n'?

.X. Samp cprmlouls? - e
xi, dlstubutmn 1rcments‘f‘ .

rsprcadﬁhcet progmzm)‘? -

Does the agcncy mamtam a list of all cnimai LAN/PC sy%%c,m'i‘?
Docs the list prowde a bnel descrlptton of each system?

If the answer to a}is "Yes," please p}owde an agency contaci for the list,

. Tclephonc #
d)

__you enclosed the requested copy?

_sources of data including other filenames? )

Enter "X" below 1o indicate answer
Partial Not
Yes No . . .
Compliance | Applicable
d) Does the documentation contain: X

* Are control, audn trail, and review pmcedures cleariy v J set forth in software

Agmcy Contact for List: e

Piease enclose a opy of the list as part of your Directive 1 submission, Have

a)

Communications:
Has agency MIS been consulted prior to any communications networking?

Are ail nelwork usels and nncrogomputers umquciy 1den11ﬁcd°

Are mﬂdems ubed on the network‘7 .

Is acoess (o dial- -up te eph{)ne numbers restricted (1 e . need-to-know basis
Conlyy?

b
9.
d)

i) Is ihe mamframe operator notlﬁed of repeatt,ci v;olatlons
3 Is lhe line disconnected aﬁer repeated vi e
Is d1a] -Up 8CCESS restucted to only. amhonzcd uburs'?

..mainframe through a "dial-up” facility? et e
B Isdata that is tzansmllieé over pubkc lzneb eﬂcryptcd? o

_conform to DOITT's Wireless Security Policy?

I

_other computers?

_ prevents unauthorized access to data?
. ”n)‘ Havy _passwords %Jecn asmgmed to uwrs" }
o)

B
Q) Can users upload or change data on the mamirame'? o

_Are dial- up imes memmred for rcpeated ialled a.ccess qtlcmp%s‘? ) ‘

i) Are automatic call-back devices used where nncrocomputers can access the

b

If wireless iechnolegy is used, do you have policies and procedures in p ace to
Do microcomputer users have access to private or confidential data stored on

m) Does the mainframe cc compuier or LAN have & secun‘;y software packdoe that

Are compmer logs avmiablc and re\/iewed by thc apprepnaie :;upemscr‘? !

Comptroiler's Directive #1 2012 Part I- MIS (PCs & LANs)
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AGENCY: DOHME

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicate answer

d)

iR

LKy
B

e w
. “ Is 1he user uniquely i 1demlﬁCé? SOOIV IR . S
m 15 ihe date me ofaccess 1demlf‘ed‘? o
v, Art_ 1he 1unctions pcrformcd 1demliied7

"Ate critical or sensitive data files pretected from unauthorized access (by
__password)? et
e critical or scnsmvc ddld ﬁleb protected from unduthorved updater? I

Aré prwaté and coni idb]‘]l!al data files anrypted‘?

Are deleted or erased files fuily and properly dc@troyed or overwritien so thcvn T
cannot be recovered by utility programs?

i, A;e all BCCEssEs legged?

V. Is the ‘microcomputer identifi cd” _ B o
Are private individual data sefs secure from "hr@wamg by unauthorized

_network users‘? .

). Have

lransfer formatb heen developed? -
mas]aged when downloaded?

Is downloaded cmiuﬁ data used for anaiysts oniy, and not permauem{y stored
on microcomputer storage media (e.g., USBs or hard drive units)?

" m) If data must be permanently stored in the microcomputer, is it encrypted or

protecied with password access?

ves | Neo Part%al N.ot
Compliance | Applicable
17. Physical Security - Hardware:
a) Have all component serial numbers been recorded and stored in a secure X
b) Is {“he haréware reawmbly protcuted fmm unamhe d access?
o) Are componenta secured, e.g., bolted down‘? .
dj Is the processing unit iocked so that the cover cannot be removed and internal X
. boasds removed? RS TR A R
e} Istherea pol{cy requ;rmg proper - authorization before m:croc.omputers are X
allowed to leave the property {¢.g., night or weekend use)? b e
fy Have adequate physma] security policies for portable ccmpuicrs been x
~ developed, and distributed to users?
18. Physical Security - Data and Software:
a) Has management identified those individuals authorized to use the X
... Dicrocomputer(s)? e
b)) Have procedures | bccn eqtabl;shed for duthonmng new uscrs’? L
¢ Have critical or sensitive data ﬁ]es been identified?

Compiroller's Directive #1 2012

Part I- MIS {PCs & LANSs)

19 Are consultants permitted to download City information? O O T O R D
If the answer - is "Yes," describe the controls in place to prevent unauthorized | Acceptable Use Policy, signed
o actions {e.g.,inisuse, theft of data). i confidentiality agreement, and'_Webscnlﬁ'_t:_.__
20. Are penalties included in consultant contracts for the unauthorized %
downloading of City information?
TOTALS: 136 4 17 i4
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" helow to indicate answer

Partial Not
Compliance 3 Applicabie

€L INTERNET CONNECTIVITY
The City makes use of the Internet to communicate, retrieve information, and
provide information via City websites. It becomes increasingly important to
assure that City data is reliable and adequately protected from unauthorized

aceess, manipulation or destruction,
The Department of Information Technology and Telecommunications

(Dol TTY has assumed the responsibility for information security policy
formulation. Tt has published the Citywide Information Security Policies and
Standards, which City agencies must comply with,

Some of these have been classified as public documents and are available at:
http: fwww nve. gov/htmi/doiivhtmitbusiness/security. shtml

Others are internal and are available to authorized users on the City's intranet.
Compirolier’s Directive #18, "Guidelines for Computer Security and Control"
provides additienal guidance

1. " Does your agency obtain Internet Comnectivity through IDoiTT's central X
internet connection? _
2. Does your agency use DolTT's centralized web content filtering? X
3. Does your agency manage internet facing and/or multi agency applications? X
4. Have the applications been accredited by the Citywide Chief Information X
_ Seourity Officer (CISO)?
If the answer is "Yes," please attach a list of all of the apphications including :
_..the date accredited. S
Has your agency designated a Chief Information Security Officer (CISO) and %
. informed the Citywide CISO ofsame? |
Findividual; Hap Lie
T Acting Chiel Information Officer -
. Telephone #: P 347-396-2211
5. Have al employees, consultants and contractors who access infermation X
_systems received & copy of the User Responsibilities Policy?
__Are usernames and password required? X
Do usernames comply with the Citywide Identity Mangement Policy and ¥
__Standard?
Do passwords controls comply with the Citywide Password Policy? X
_Are digital Certificates used? X
_Age tokens ysed? X
_ Are SSL/TTTPS used? X
_ L Are they secured? X
Has your agency encrypted all data, classified as private and/or confidential,
stored on disks, removable drives, fapes, flash memory cards, CDs, USB %
memory devices, laptops, smart telephones, and PDAs ?
15, Is all hardware inventoried? X
i6, Is hardware protected from theft? X

Comptroller's Directive #1 2012 Part I- Internet Connectivity Page 29 of 50
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AGENCY EVALUATION OF INTERNAL CONTROLS

BIRECTIVE #1

Enter "X" befow to Indicate answer

17 Are Virtual Private Networks used?

X

18. Does your agency manage its own DMZ7

X

DMYZ and migrate to 2 DoFI'T hosted DMZ?

19. Are all applications monitored and configured fo Jog svstem events?

n Ry : puaven " PPN ; :
If the answer is "Yes," have you submitted a plan to DOITT to phase 0ut this e have no current phase-out plan, although the ultimate goal

o fo DATTTO DAZ o bt POMMEADAZ

X

Comptroller's Directive #1 2012

Part J- Internet Connectivity

TOTALS:

15
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DIRECTIVE #1

Enter "X balow to indicate answer

Partiat Not
Compliance | Apphlicable

RISK ASSESSMENT, DATA CLASSIFICATION, AND INFORMATION
K SECURITY

The Department of Information Technology and Telecommunications (DolTT)
has assumed the responsibility for information security policy formulation, It has
published the Citywide Information Security Policies and Standards, which City
agencics must comply with.

Some of these have been classified as public documents and are available at;

http v onyve govihitmbdoin il business/business_it_security.shimd

Others are internal and are available to anthorized users on the City’s intranet.

DolTT’s Data Classification Pelicy places responsibility on the agency head or
designee for ensuring that agency information assets are appropriately categorized
and protected. The value of the information must therefore first be assessed to
determine the requirements for security protection. Data may be classified
according to four levels: public, sensitive, private, confidential. The Data
Steward is responsible for conducting this assessment.

1. Has your agency conducted a data classification assessment in accordance with
N X \ . X
__the Data Classsification Policy?
Has your agency classified data in accordance with the levels preseribed by the X
o PONEY?
3. Has the Data Steward function been established and a Data Steward desginated? X
If a data classification assessment has been conducted, please provide the :
document e Jian Liu
Name of individual who conducted the asssessment: . Deputy Commissioner, DHIT & CIO
 Titie: h —_— & Acting CIO
Telephone #; ' 347-396-2211
Can vour ageney's information transactions be reconstructed? X
" Have access control measures been imposed on information and processes? X
Are user activity logs in place to provide accountability? X
Are Cily information users assigned different levels of access (system privileges)
depending on their function and responsibilities? X
TOTALS: 4 i 3 ]
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DIRECTIVE # 1

Enter "X" below to indicate answer

INCIDENT RESPONSE

Despite an organization’s best efforts, an information technolegy (IT) security
incident may oceur. When an incident oceurs, the incident response process
helps the affected organization respond to the event and resume normal
operations as quickly as possible. Throughout the incident response process,
the organization must have adequaie controls te ensure that the following
goals are achieved: determine the scope of the incident, maintain and restore
data and evidence, maintain and restore services, determine how and when the
incident occurred, determine the causes of the incident, prevent escalation and
further incidents, prevent negative publicity, penatize or prosecute the
attackers, and report the incident depending o its severity to appropriate
agency management (i.e., CISC).

Has your agency developed an incident response procedure as defined by

__DolITT's Incident Response Policy?

Does the procedure classify incidents in accordance with Dol TTs policy?

" Are system compromises defined and how these events are to be handled and
reported described?

™" Are information compramises defined and how these events are to be handled

__and reported described?

Is unauthorized access defined and how these events are to be handled and

_reported described?

Is denial of service defined and how these events are to be handied and

reported described?

Is the misuse of IT resources defined and how these events are to be handled
and reported described?
Are hostile probes defined and how these events are to be handled and

_teported described?

Is suspicious network activity defined and how these events are to be handled
and reported described?
Is excessive junk maiting defined and how these events are to be handled and

_reported described?
Ts mail spoofing defined and how these events are to be handled and reported

described?

___Has an Agency Response Team been created and its responsibilities defined?
__Have procedures for this team been developed?
[t your agency has procedures do they include: incident detection, incident

containment, incident resolution, incident handling, incident logging, and
incident prevention?

Yes

No Partial Not
Compliance | Applicable

Please attach the latest version of your incident response procedure and any
written procedure/descriptions addressing questions 3 through 14,

" Have you attached the requested documentation?

Comptreller's Directive #1 2012 Part L- Incident Response
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il | Enter "X" below to indicate answer i

TOTALS: 13 a 0 O
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NEW YORK CITY COMPTROLLER'S

OFFICE

CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicate answer

Partial Not
Compliance | Applicable

SINGLE AUDIT

The City receives federal funding and therefore must comply with the Federal
Single Audit Act and Amendments. Thesc establish uniform requirements for
audits of federal awards administered by states, local governments, and not-for
profit organizations (NPOs). Federal OMB Circular A-133, “Audits of States,
Local Governments and Non-Profit Organizations" is the regulation issued by
OMB to implement the Amendments. A-133 is effective for fiscal years
beginning after fune 30, 1996 and requires audits when an entity spends over
$500,000 in Federal awards for fiscal years ending after 12/31/03

Was the agency/covered authority audited by the City's external auditors as
part of the ¥Y 2011 New York City Single Audit (i.¢., external auditors
conducted fieldwork at the apency)?

Was the agency/cavered authority audited by external auditors in £Y 2011
who subsequently issued a separate Single Audit report on the agency/covered
authority? |

__and any adjustments?

Didthe agency spend more than SS{}O 000 in Federal awards in FY 2012

" Have ali Federal grants and other Federal assistance been identified by Federal

funding source (CFDA#), including Federal revenues, agency expenditures,

Does the agency maintain a list of all subrccxpmms ‘who receive Federal
funding through the agency?
If the answer is "Yes," please provzdc ant agency contact for the list.

CApenoy Contact Ror LISt e
“_Tltle .

Tele ph{me #

......................................................

~and services that were Federally funded?

Does the dgency maintain a list of vendors who received payments for goods

If the answer is "Yes please provide an agéncy contact for the Hst.

CAgeney Contact for Bist;
Tiglg:

Telept hone #:

34_7 396 624_2

) Tc]ephoﬁe i

Does the agency receive Federal funds which it transfers/passes- lhrough o

_other City agencies/covered authorities?
If the answer is "Yes," please provide an o ﬂgcncy contact for this information.

Agency Contact;

" Title:

Wi}mcr ()ft'i;'

347- 3‘)6 60,38

Comptroller's Directive #1 2012 Part M- Single Audit
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DIRECTIVE #1
Enter "X" below to indicate answer
Partial Not
Yes | Mo Compliance | Applicable
8 Does the agency receive Federal funds from other City agencies/covered X
N a'ULl10r]l103? o e L LT LT T R Ty e T TP PR EE R T TR TP
If the answer is "Yes," picasc prowda an agency “contact for this information.
Agency Contact: .
Wilmer Ortiz
e e e e e e e Director-Office of Grants Administration .
Telephone #: C 347-396-6038
9. Has the agency established a process for determining the difference between
Federal subrecipients and vendors in accordance with the Single Audit Act? X
i Ifthe answer is "Yes," has the é’g;éﬁbydb'cmﬁented the process through written <1 1 T
_procedures? SRR ML WA R W
If the answer is "Yes," piease provide an agency contact for the written
procedures.
. Agency Contact for written procedures: L Assunta 8. ROZZE o
e e o e e e e S - Deputy Conunissioner- Finance
Te]ephone # 347-396-6242
10, Has a specific individual been dss1gncd 1o monitor ail Federal funding & ¥
... applicable agency expenditures? e b
......... _I'Fyes, givename of individual: . I

m"fels.pilone # o
11, Hasa specmc individual been assigned to monitor Single Audit/A-133
compliance? Please identify below, if the individual is different from the one X
... Identified in Question 19.
_ Name of individual:

347~39.6-6_.679

of subrecipients who éirectfy contract for A-133 Audits X l 1 l
Cthemsetves? b

If the answer is "Yes," plﬁdbe prowde an agcncy contact for the list.

- A.Agency Contact for LISt L Sara Packman

- ‘:':‘":;Telephone % 347-396-6679
13, Does the ageacy feliow—up on all A-133 related audits to ensure appropriate

and timely corrective action (e.g., issue management decisions on audit X

__findings within six months of receiving the report)?

If the answer is "Yes,” has the agency assigned this 1esponslb1 1ty oa smg
individual or unit? Please identify below, if the individual is different from
the one identified in Question 12.

Sara Packma.ﬂ

Lelephone £+ 3066679
14. Apart from A-133 requirements, does the agency employ CPA firms to
conduct audits of agency funded services (i.e., delegate agency X
_audits/Comptroller's Directive #3Y7 hh desdsnr
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicate answer

Ifyes, give name of individual:

_ Telephone#:

ves | No Partial Not
) Compliance | Applicable
15. Are the Procurement Policy Board Rules and Comptroller's Directive #5 ¥ '
followed in procuring these additional audits?

H Does the agency have procedures/practices to monitor agency expenditures

apart from those covered by A-133 and delegate agency CPA audits? X

Has the responsibility for implementing and monit&iﬁé the effectiveness of

the procedures in Question 16. been assigned to a specific individual? X

T Assunta S. Rozza

347-306-6242

TOTALS:

Cowmptroller's Directive #] 2012 Part M- Single Audit
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Compirofier's D

wective i1 2012

Part N- Licenses & Permits

Enter "X" below to indicate answer
Partial Not
Yes | No Compliance | Appiicabie
N LICENSES/PERMITS
The city issues a variety of licenses and permits. It is therefore critical to
ensure that they are appropriately issued, accurately recorded, and any
applicable fees received are promptly deposited and accurately recorded.
1. Segregation of Duties:
&) Are responsibilities for the authorization, preparation, issuance and recording X
. oflicensesseeremated? o e b
b) Are the lesponmbﬂztles for apphoation review, recordmg cash ru.elpts and X
. imspection segregated? e
¢y Areall new license/permit appl ications reviewed for completeness? X
2. a) Recorékecpmg
Are all application and renewal fees promptly recorded in FMS and X
 deposited? ) [ NN N R N
by Are individuals promptly notlize If then apphca%lorzs are rejecied‘? X
R ]% a permanent record of ali Hsued hccnscs/permxls mamtamc@ } N
d} Is the dmpomtlon of ail licenses/permits, including voids, maintained ina X
e) Are post tssuance ‘checks pcrf01n1ed on samples of approvn,d llcemes/pcnmts %
vvvvv to verify that all approval reguirements had been met?
3. Safeguarding of Assets:
a) Are required bonds properly recorded and invested in interest-bearing X
... 2ccounts through the City Treasury? A PR VR R B
_b) Are tl‘ze bl 1printed hcenses/permits propcr y s{c}red and Securcé? SRS .S T S S
&), Is a periodic inventory of blank licenses/permits made? X
d) Ale the blank llcense/pemut forms ple-numbered‘7 ) - b S N N W
e} Are the blank pre-numbered hcense/pgrmn forms accounted for numcrlcaily, %
o including veids?
4. Control Procedures:
a) Does the Licensing Department review all licenses/permits prepared by the x
_..Data Processing Department on a daily basis? SSUURUNTS. NN SN S SR
) Is the number of employecs who are authorized to prlm i]omscs/pemuts %
restricted? -
¢) Isthereca dail v reconciliation of the prmtcd licenses/permite to the authorized %
licenses/ permits? )
TOTALS: 158 0 1 ]
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DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicate answer
Partial Not
Y . )
es | MNo Compliance | Applicable
O VIOLATIONS CERTIFICATES
Violations should be appropriately issued and recorded promptly and
accurately. Inspection and coilection procedures should be adhered to and
monitored, Following-up on outstanding vielations is important and may be
the most significant control feature in the entire process.
I Segregation of Duties:
Is the responsibility lor issuing violation notices separated from the X
.o FESDEDSIbILiLes for processine the notices or collecting the violation fees?
2. Moenitoring Procedures:
a) Are violation notices followed-up in a timely manner when a violator fails to X
... appear at a hearing? FRIDIN (——
b) Is tlme]y 1ega§ action taken when a violator fails to pdy civil penally fines? X
&) Is an aceurate, up-to-date log maintained showing the status of each violation x """""""""
e no"lce‘? s covrefenerninina far i e s e rerrar re e e i s st e e
d) Do controls over violation notices allow proc,essmg and collection of violation X
Coofimesonatimely basis? bbb
e} Are centrols in place and followed to ensure that field mspcctors are foll owmg
Agency Standard Operating Procedures in preparing viclation notices? X
f)‘ Ate field mspeciorsprohlbltedfromre:.cwmg cash/check pdymentsfm M
[P vlo}atzons.? T TR B L B T T RACEERUTEITIRTRSTRVERR PYCELCEITTETR FEETTE
g Ifi mspectors are allowed 10 acccpt cash/c,hu,ks are there consrols that would ¥
~mitigate the improper disposition of the cash/check? I NS S N
h)  Are field inspectors' routes per md}cally rotated? X
TOTALS: 9 0 o 6
Comptroller's Directive #1 2012 Part O- Violations Certificates
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CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter X" below to indicate answer

P LEASES/CONCESSIONS/FRANCHISES

LEASES/CONCESSIONS/FRANCHISES - Agencies that have Lease,
Concession and/or Franchise agreements should closely monitor the lessees,
concessionaires’ or franchisees' compliance with these agreements, Agencies
miust also follow the requirements established by the City Charter, section 371,
and the Franchise and Concession Review Commitiee, Fulfilling legal and
monitoring requirements will enhance infernal controls in this area.

Partial Not
Compliance j Applicable

1. Is certification obtained that the proposed lessor has fully satisfied ali tax %
___obiigations cutstanding as of the date of the lease?
2. Are copies of lease/concessions maintained with a current name and address %
_ afthe party to whom the billings are to be sent? N
3 Are proposed authorized resolutions submitted o the M'lyor for all franchises %
after 1/1/907
4. Are all franchises after 1/1/90 reviewed and dpproved by the Franchise and e
Concession Review Commit{ee?
5. Do all concessions after 1/1/90 comply with the procedures established by the %
_Franchise and Coneession Review Committee?
0. Are all concessions after 1/1/90 that differ from the procedures established by
the Franchise and Concession Review Committee (except those not subject to %
renewal and with a term of less than 30 days) reviewed and approved by the
Commiitee? »
7. When franchise agreements after 1/1/90 inciude rights of renewals, are the X
| remewals less than an aggregate of 23 years?
8 Was a pubtic hcarmg held, before each franchise contract, in accordance with ¥
___the reguiations of the City Charter, Secfion 3717
9. Has 2 copy of each concession agreement been registered with the %
Complrofler?
1. Are lormal standards used to prepﬂrc—: ‘estimates for alteration costs of leased X
o SPECET -
1. Does managemeni fmma]ly review and approve cost estimates for alleration X
. costs of leased space?
i2. Are all bids that are obtained by the lessor for alteration costs reviewed by the X
e BEENCYT »
13. Is oompliance 0 prlor - contract requ]lements verlﬁed before authormng X
. contract renewals?
14, Does this compl;ance check incude follow-up 1o determine if any - additional X
assessments per audit have been collected?
TOTALS: 13 L 1 0

Camptrolier's Directive {1 2012 Part P~ Lease, Concession, Franchise
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Erter "X" below to indicate answer

Q. INTERNAL AUDIT FUNCTION

The existence of an internal audit function in an agency is an aid in
establishing and monitoring internal control procedures. The Internal Audit
group should be famiiiar with GAO's yellow book requirements (generally
accepted government auditing standards - GAGAS, (Deceniber 2011
Revision) and may be required to follow its requirements if the agency or the
function/program to be audited is federally funded. The key requirements are
that the staff be independent, (rained, competent and provide the agency with
auditreview results and recommendations.

The head of the internal audit function traditionaily reports administratively to
the head of the organization and functionaily to the Audit Commitiee (if one
exits).

The " Audit Committee" may be defined as a body charged with the
responsibility of providing oversight of the entity's financial reporling process
(including the Internal control envirenment). The Audit Committee's
responsibilities generally include:

- Ensuring the independence of the external auditors, and the adequacy of their
audit scope

Approving the scope of the internal audit plan, ensuring the quality of the
Internal Audit Functien by requiring adherence to professional standards, and
responding 16 issues that may be raised by the Internal Audit Function

- Setting the tone for integrity in the financial reporting process, and

- Ensuring that any reporis 1o external reguiators are accurate and filed in a
timely manner.

Partial Not
Compliance | Applicable

- 1. Does the agency have an internal audit function to examine and evaluate the X
adequacy and effectiveness of its policies and procedures? .
If the agency has no formal internal audit function: X

&) are built-in internal checks inplace?

b} are self-assessments or management reviews conducted at least annually? 5
c) are risk assessments or management reviews discussed with
officials/managers who are autherized to take action on findings/conditions X

e 20l proposals/recommendations? e e

3 Does the internal audit function follow Generally Accepted Government x

Comptroller's Directive #1 2012 Part (- Internal Audit Function
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DIRECTIVE #1

Comptroller's Direetive #1 2012

Part (- Internal Audit Function

Enter “X" below to indicate answer
Partial Not
Yes | Mo Compliance | Applicable
3. Has your internal audit function been affected by any recent organizational
changes: X
CocoUnaffected? e
... Pasitiy SN N, S SO ISR S
Negatively affecled‘? X
6, Has the number of reports or the scope of completed audits been affected by
any recen{ organizational changes: X
R 1T OO VOOV APV NPT SRS SR
positively affeered? T X
 Negativel yafiected° - X
Has the contracting out of a significant internal audit workload resulted in X
more effective audic cevera;,e?_ USROS VSN WSS IO
8 General Audit Standards
a) Are there adequate controls to ensure that the internal audit staff collectively Cx
possess adequate professional proficiency for the tasks required?
b) Isthe internal audif unit oréédn‘iﬁe’l'l'ioﬁahly indc;;endént of the staff or line | . X """
_management function of the audited entity? i i
¢)  Does the internal audit unit follow-up en ﬁndmgs and recommendations from
previous internal and external audits that could have an effect on the current X
o ARG ORIECTVES? S
d} Has the internal audit unit established a syslem of internal c;ualzty control fo
provide reasonable assurance that if is following prescribed audit policies and X
procedures, and that it has adopted and is following applicable auditing
e SANdards? et s
e) Hasthe internal audit unit established procedurus 10 determine whether the
staff assigned had any personal impairments that could prevent them from X
reporting audit findings impartiaily?
9. Field Work Standards:
4) Does the unit prepare an annual audit work plan based on a risk assessment X
b _‘Was a wnt‘ten audlf program prepared for cach 'mdlt asugnment" ) .
c) Does the audit program detail the audit steps, pmcedures and methodoi(mes '
1o be followed by the assigned staff? R A U R AU—
d) Does the unit maintain adequate controls to ensure that its audit staff is %
... properly superyised? S SR I F—
¢} In conducting the audit, does the audit team make an assessment to determing
if the audited entity is complying with applicable laws and regulations? X
: 1y In conducﬂngtheaud]t,dnes the audit team assess the effectiveness of the o
audited entity’s internal control structure relating to the audit objectives? X
g) Ts the audit demgnecitoprovxdereasoaable assurance of detectfﬁg‘ﬁﬁaéé or X """"""""""""""""""""
. illegal acts that could significantly affect the audit objectives? i
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicate answer

Yes

No

Partial
Compliance

Not
Applicable

h} Are there adequate controls to ensure that the audit team collect sufficient

competent evidential matter to afford a basis for an opinion? =~~~

10,

Reporting Standards:
a) Are written reports prepared detailing the audit findings and
_recommendations?

‘ b) Are audit reports ;ssued 011 a tlme y basxb’? ) o
c) Arc audit reports distributed to officials/ managers who 1equestcd the audit

and/or who are authorized to take action (s) on audit findings and
__fecommendations?

Does the head of the Internal Audit Function repon to the chief executive of
the agency?

" {fnot, please 1deﬂuty the agency executive to whom the head of Internal Audit
does report.

. Name:
Title:

Addivional guestions foflow, see note below.

T QUESTION REMAINS UNANSWERED

SUBTOTALS:

statements; i.e., independent agencies.
Otherwise, STOP HERE.

e 4 Independent agency issuing own financial statements

NOTE: The remaining guestions - # 12 through # 17 - ouly apply to agencies that issue their own financial
If this describes your agency, enter "X" in the box below and continue.

13,

_Is your agency responsible for issuing its own financial statements?

If your agency is responsible for issuing its own financial statements, does
_your agency have an Audit Committee?

Are & majority of the Audit Committee members 111dcpendent of agency senior
management?

_Are some members 101ai]y mdepcndem oflhe agency’? R

Are some members totally independent oi 1he City?

15,

Is there a written Charter specifying the Audit Committee's responslb] ities,
administrative structure, and rules of operation?

g) addressing

s the Audit Committee responmbie for:

_a) overseeing the agency's financial reporting process?

b)Y participating in the sele{.uon of the agency’s external audmng ﬁrm
_€)ensuring the mdependence of the external audllors‘? o

.. d)_ensuring the adequacy of their audit scope? e
¢) approving il 1he - scope of the agency's Internal Audit P anr?

f) ensuring the quallty of the Internal Audit Function by raqmrmg adherence to
_professional standards?

h) monitoring Lomplzance w;i:h thc agency's gover nmg Roard pclzcms’? -

o ra;sed oy tha mt(,ma] aud;ts'?

Comptrotler's Directive #1 2012
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CALENDAR YEAR 2012 CHECKLIST
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DIRECTIVE #

Enter "X" below to indicate answer

Comptroller's Directive #1 2012

ves | N Partial Not
) ¢ Compliance | Applicable
TOTALS: O 0 ] [t}
TOTALS: 29 0 0

Part Q- Internal Audit Function
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AGENCY: DOHMH

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

AGENCY'S EXPLANATION OF ALL "NOY, "PARTIAL COMPLIANCE" and "NOT APPLICABLE"

RESPONSES

Part Letter | Question # Explanation

Part A 6

Bureau of Schooi Health,

Yes. Agency's objectives were achieved except for implementing Citytime for the nurses in
the Bureau of School Health, and reducing the number of retroactive contracts. The Division
of Finance will reduce retroactivity in contracts and implement Citytime for nurses in the

based on the assessment of Agency's emergency response.

‘Yes. There were several emergency and continuity of operations incidents that occurred over
the year. Consequently, priorities were re-negotiated to address identified needs. Based on
Part A 6 a&b  the nature of work within the Office of Emergency Preparedness and Response (OEPR}, goal
completion may be impacted by emergency events. Corrective actions will be determined

implement our goals and obiectives.

Ves. For achieving some emergency preparedness and response goals, we relied on decisions
by other external City agencies. These decisions were complex and required far more time to
Part A 6c execute than expected. Decisions that required input from other City agencies delayed
DOHMH, We are working on a structure to pre-empt response gaps and continue to

work to meet its goals in 2013.

No. Due to Hurricane Sandy, the Office of Emergency Preparedness and Response mobilized
and deployed resources to address the emerging needs resulting in not meeting some goals.
Part A 6d In addition, the U.S. Depariment of Homeland Security's delay in publishing guidelines on
testing and evaluation, planning for Bio Watch Generation 3 is delayed. OEPR will resume

Part A Sakd .
writing.

Partial. The Division of Finance is in the process of documenting and updating its policies in

Part A 14 Partial.

calendar days for birth and death certificates,

Yes. The Office of Vital Records’ daily receipts at walk-in entrance are picked up by the
armered car service for deposit on the next business day. Checks received in the mail for
Part B 2a certified copies of birth and death certificates are locked in a safe until they are reviewed and
processed for deposit. In FY'12, checks by mail were deposited within an average of 20

Part B 2b N/A due to response to Part B: Question 2a.

PartB ) 2e N/A. DOHMH does not receive cash.

Part B 2fgh

during the weekends are kept in a safe until Monday's pickup.

Partial. The Office of Vital Records (OVR) receives a very large volume of mailed-in
‘requests that are placed unopened in a safe until the requests are reviewed, and the checks
endorsed and processed, which is separate from the accounting unit. The Cash Management
System operators endorse checks and money orders during the process, which is separate
from the accounting group. Checks are listed and grouped on the deposit slips by amount,
|and receipts are reconciled to deposit slips. An armored care service picks up the checks for
delivery to the bank within 24 hours of processing. Receipts collected at the Burial Desk

iPart B 20

Yes. The high volume of checks received by OVR precludes preparing an individual
checklist, Checks are listed and grouped on the deposit slips by amount.

Part B 3¢ do not need to be cancelled.

No. Per Comptrolter's Directives, checks in excess of $25 and outstanding for over 6 months

Comptroller's Directive #1 2012
Explanation of Responses
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Part Letter

Question #

Explanation

Part C

3

No. It is not practicable to maintain individual bank accounts for doliar amounts less than
$100.

Part C

14

No. Petty cash slips, downloaded from the internet, are not pre-numbered.

Part D

Partial. The Agency continues to enhance its Medicaid billing process for clinical services,
The Agency is also evaluating ways that witl enhance clinical services’ billing, controls and
quality assurance. The Agency will update its policies and procedures to reflect the
implemented improvements and provide ongoing training to personnel to ensure compliance,

Part D

4a-b

Partial. No debt has officially been written-off and the authorization levels are as stipulated

\in Directive #21. Division of Finance is expected to complete a formal write-off policy by

April 2013, which will be consistent with Directive #21.

5b

No. Financial Management System (FMS) Purchase Order and Purchase Requisition forms
are not pre-numbered. Purchase Orders are assipned sequential unique numbers by the
Procurement Office. The FMS automatically assigns a unique number to the voucher when

;processed by Internal Accounting.

Part E

S5g

No. Additional approval is not needed as long as invoices are in agreement with the approvcd‘
purchase orders. No corrective action is necessary since the Comptroller's Directives are
followed.

PartE

3

Partial. Timely approval for payment is contingent upon the fimely receipt of the receiving
report and inspection report from the receiving unit. Vouchers are processed promptly when
payment is authorized. No corrective action is necessary.

Part ¥

Ib&d

Partial. Public Health Laboratory (PHL) does not have system-wide inventory control
procedures, which includes: the tracking of inventory activities for each lab, establishment of
minimum/maximum inventory levels, reorder points and the recording of expiration dates.
PHL's goal is to achieve a fully automated inventory system that encompasses every aspect
of inventory tracking. PHL has consulted with DOHMH’s IT Solutions Director to acquire

‘web server space for the new application, access SQL server to house application databases,

and to connect ancillary applications to PHL Powerlab or StarL.IMS data, if needed,

Part ¥

ic

Partial. Bureau of Operations-Plant Operations does not have the resources to separate the
task. Supplies are ordered on an as-needed-basis in order to keep inventory at a minimum,

Part F

I¢

Partial. Bureau of Operations-Plant Operations does not have the resources to separate the
task. Supervising staff are also in charge of taking inventory. District OPS is currently
developing plans to enhance controls.

Part F

le

Partial. The Bureau of Vital Records Administration has deve]oped a schedule for takmg a
physical inventory of all assets that began the second half of FY'2013. We will be in full
compliance in Fiscal Year 2014,

Part ¥

No. Physical inventory counts are not conducted for grant purchased equipment. Divisions
of Finance and Administration will create a policy to perform physical inventory counts of

‘grant purchased equipment,

Part F

1(8)

No. Limited staff has resuited in the distribution center's inability to perform physical
inventories conducted and supervised by individuals independently of the program
maintaining the assets. Agency will purchase a new inventory tracking and security system
for the new warehouse,

Part F

1)

No. Due to lack of storage space and staffing, inventory is kept at a bare minimum,
Supplies/items are ordered on an as needed basis oniy. Staff continues to conduct periodic
spoi check. Staff are rotated to maintain reliability of inventory.

Part F

LD

No. Physical inveniories are not conducted by independent individuals. Supplies are ordered
on an as-needed-basis in order to keep inventory at a minimum,

Part F

1f

Partial. Not all units have staff assigned to enforce this provision. These units will assign

and train an independent staff person outside the unit for periodic review when available.
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Question #

Explanation

Part F

th

Partial. All equipment at Long Island City location, 125 Worth Street, & 22 Cortlandt
Street Data Center are tagged and tracked in inventory management system. Personal

.computers and peripherals at 253 Broadway and 22 Cortlandt Street locations wili be
replaced when staff move is completed (scheduled for end of June, 2013). Likewise, I'T

equipment at clinic locations is scheduled to be replaced by September, 2013, All new
squipment is being tagged and fracked. Tt is not cost-effective to retag old machines that will
be replaced. Citywide policies and procedures are followed for salvaging and discarding old
equipment. All new computers will be tracked using serial numbers, Certain grant-funded
computers will have grant-related tags,

Part F

1h

Partial. The Office of Emergency Preparedness and Response is currently working on
reconciling all inventory and will tag the equipment, as appropriate.

PartF

2n

‘Partial. Capital eligibility is clearly defined for computer hardware. Finance decides and
‘supervises the purchase and usage of computer hardware defined as capital assets. IITT need

guidance from Finance Division to conduct FMS and IT inventory reconciliation

Part F

2n

Partial. Updating Financial Management System coding continues,

PartF

20

Partial. Office furniture and other equipment are tagged in most locations. The Bureau of
District Operations has developed identification and inventory of a significant portion of its
office furniture and equipment in large central locations, but the process needs to be
expanded to remote sites.

PartH

Not Applicable. The mainframe is being phased out. A single component remains and we
anticipate that once the critical data therein are migrated (estimated to be completed by
9/1/13), the system wili be disconatinued.

Part H

23

Not Applicable. We are no longer developing applications for mainframe. Mainframe

:applications are being phased out.

Part B

4d

Partial. We aim to update documentation or run books when systems change. However,
such update to documentation may occur at a future point rather than immediately after the
change has been implemented. Mainframe applications are being phased out.

Part H

5a,d

Partial. Our developers work off of standards with regard to languages, versions,
frameworks, technologies, templates. IITT has been working to develop written
documentation. Mainframe applications are being phased out.

Part H

Sh.iv

No. Mainframe applications are being phased out.

PartH

8f

Partial. Logs are reviewed as needed.

Part H

Not Applicable. Agency is no longer using Mainframe/Midrange %;ééédléystelns.
Mainframe applications are being phased out.

Part I

Not Applicable. Agency is no longer using Mainframe/Midrange based systems.

5b

No. HTT purchases all necessary IT equiprment from the State Office of General Services or
the Federal GSA contracts; therefore, the risk of vendor faiiure has been minimal in the past.
In any case, where vendor support is minimal, those systems are used for Low Priority
Operatlcms which mitigates risk.

Part I

7.b.ii

Not Applicable, In accordance with Lifecycle Pro_;ect Management (LPM), all
systems/applications in development are approved by the DOHMH C10, CISO, and Deputy

‘Commissioner of relevant agency Division before initiation. Reviews & approvals of
‘requested I'T projects are documented in IFTT Project Request Pipeline System. Not
applicable for DOHMH-hosted applications.
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Partial. Although equipment is not always bolted, program offices are locked, and there is
building-ievel security. Qur Data Center which houses 99% of all production systems is
thighly secured, behind 3 doors requiring electronic keycard access and under 24X7 video
surveillance. Smaller computer rooms that house some servers, mainly for testing or
development, have 24x7 video monitoring (lights feft on at all times) and require key card
aCCess.

Partl 8a

‘Partial. The Cortlandt Street Data Center and Gotham Center have fire prevention and
detection capabilities. As various equipment migrates to the Data Center, key servers,
workstations, etc, will have such protection. Also, Agency policy requires staff to use only
Part] 8o network drives for agency files; most confidential and critical data are backed up nightly
from network drives so that even if a workstation were damaged, data shouid be recoverable
in most instances. More than half of Agency personnel have fire prevention and detection
capabilities; those working in clinics may not have this available,

Partial. Systems "lock" via an automatic screen saver. 1ITT has not enforced system log-off
or shutdown during non-business hours. Technical and other issues have prevented us from

Part I 8 implementing available Power Management. Will implement Power Management when
available.
Partial. IITT has a System Center Configuration Manager (SCCM) to monitor usage of
Part I | 9c -applications on a local workstation level. However, this is only done on a per-application as

needed. Logins are monitored, and individual server-managed applications maintain their
own transaction logs.
Partial. See response to (I)8.c. Unauthorized users carnot access the system without

Part ! on appropriate user 1D and password. System access does not provide access to previous user's
worlk/data even if that user did not previcusly log off.

No. Under the Microsoft Active Directory infrastructure, it is not possible to monitor more
detailed workstation activities other than just basic network activities, Monitoring
workstation utilization across the Agency is not required. If there is a problem, the user can
‘call the IT Helpdesk to address it. Servers are monitored more closely.

Part I 10aii

Partial. The user administrator is not required to review any workstation reports, and this
function is not centralized to a particular workstation. However, servers and their eritical
Part 1 10e data are monitored. McAfee Vulnerability Manager (MVM) scanning is done monthly to
capture security vulnerabilities on workstations. Security scanning is done weekly to capture
security vulnerabilities on workstations )
Not applicabie. The DOHMH Acceptable Use Policy (AUP) requires users to store data on
network drives (not PC hard drive); network drives are backed up nightly.

Partial. Dedicated servers exist for several systems at our disaster recovery Site. While
waiting for DoITT's final disaster recovery plan for all City agencies, and in light of
Hurricane Irene, IITT created a unit o function as [T Business Continuity. and is developing
an interim agency-wide disaster recovery plan in coordination with the Continuity of
Operations Planning (COOP) Office within the Office of Emergency Preparedness and
Respeonse (OEPR), and the Agency's business divisions. _

Partial. All new applications will have documentation as required by Lifecycle Project
Management (LPM). [ITT reviews new project requests, as they are submitted, to determine
if the opportunity exists to retire legacy applications and replace them with new technology

with proper documentation. '
Partial. The documentation may not always contain formulas, but some formulas can be

readily made available. Because most of our applications are web-based and we have
standard source control software in place, we always have access to all code, including
formulas. Fxcel spreadsheets are not part of our standard development platform,

Part 1 12a,d,e,j

Part [ 12k

Part | lda,c

Part] 14 d.vi
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Partial. Most current applications have audit trails, which are used if there is a problem or to
understand what led to a particular event -- i.e., on the basis of exceptions, not to moniter
systems or to track anomalies. Logs exist for troubleshooting etrors. Documentation of
usage rarely exists, Our Software Development Lifecycle (SDLC) more specifically defines
the kind of logs required and monitoring routine. IITT is working on a new application
(AAAA) to monitor and perform annual access audit and recertification

Part [ lde

Part | 16¢-i Not Applicable. Mainframe applications are being phased out. i )

‘Ne. It is not easy to prevent someone from opening the cover and removing some of the
innards in the machines purchased today (in general for ali PCs today). PC bolting is not
possible. IITT does not police agency-wide compliance with policies related to physical &
behavioral security measures by individual staff.

Part | 17cd

Partial. We know where most critical agency data reside. We have a policy regarding the
storage of critical data and are enforcing it. We have not begun a formal agency-wide data
classification process. See K.1-2 below. [T will work with DOHMH Bureau of Audit
Services and DOHMH Legal Division to develop an agency-wide data classification policy.

Part | 18¢c

Partial. Per DOHMH policy, critical and sensitive data that are on secured network shares
are backed up to tape and encrypted. Because encryption may be inconsistent for data
residing on local drives, DOHMH policy prohibits data storage on PC hard drives. We are in:
the process of researching Data Leak Prevention systems that will fit owr current
‘environment. A Data Loss Prevention solution would identify potential loss of sensitive or
critical data. However, approval of Data Leak Prevention solution purchase s still pending.

Part1 18f

" Partial. For any salvage machine, the hard drive is degaussed and destroyed. For machines
that move between personnel, if IITT is notified, the hard drive is imaged.

Partial. Access 1o workstations is managed by the Windows’ logging feature. However, not
Part [ 18.h.iv  iall accesses to sensitive data are recorded with Windows. We need to research tools and
methods to improve application level access logging.

Part | 18¢

Partial. We established specific policies regarding when data may be accessed or down-
loaded, and who is authorized to do so in specified circumstances. Critical data can be
downloaded for both analysis and transportation. Agency-wide policies specify various

Part 18%k-1  prohibited and permitted uses of Agency data. DOHMH has purchased encrypted USB
drives so that if critical or sensitive data must be transported o another location, data will be
encrypted. A Data Loss Prevention solution would identify potential loss of sensitive or
critical data. However, approval of Data Leak Prevention solution purchase is still pending.

Not applicable. Agency Acceptable Use Policy precludes data storage on PC hard drives.

Part [ : . : , , .
ar 18 m ‘Desktops are randomly audited on a monthiy basis to ensure compliance with policy.

No. IITT uses Websense to perform web content filtering. DolTT cannot perform this for |
DOHMH,

Partial. We have pursued accreditation for DoITT-hosted applications. We will continue to
review with DoITT and seek their assistance in idéntifying the applications that require
accreditation. Application hosts at DolTT was reviewed by DolTT's IT Security Engineering
Team.

Partial. All laptops, mobile phones, and portable storage purchased since 2009 have
encryption capability instalied. DOHMH policy requires that ail transportation of sensitive
data across physical facilities use encrypted USB drives. Prior to 2009, purchases of [T
equipment directly by a program may not have encryption capability,

Part ] 2

Part ] i 4

Part J ‘ i4

Partial. See [.14(e). The SDLC specifies the kind of logs required and monitoring routine.

Part] o Every application has different logging capability. Logs exist for troubleshooting errors.
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Partial. We have robust database platforms supporting many databases that can support
transaction reconstruction for various failing conditions, such as database-down conditions.
Part K 4 Transaction management is handled at database level; transaction logs are integral to normal
database management. Depending on the availability of logging within applications, it may
not always be possible to reconstruct what a failing transaction attempted to do.

Partial. As indicated before in 1.16(k) and 1.18(d) and {e), security policies have been

Part K 3 ‘established but we do not routinely audit compliance, HTT is working on a new application
;(AAAA) ta monitor and perform annual access audit and recertification.

Partial. See . 14(e), for audit logs content and track user activity. Logs exist for

troubleshooting errors.
Partial. CAMIS Systerm (City Agencies Management Information System) at the NYC

Department of Consumer Affairs (DCA) allows the license and permit documents to be
printed when a proper authorization code is entered by an authorized staff person, and only if
Part N 4c ‘the payment has been processed prior to this. Therefore, the necessary controls are in place
Ito prevent unauthorized approval of license and permit documents. However, the licenses
and permits issued for DOHMH at DCA are not separately reconciled daily to the
applications authorized and printed.

Part P 12 Partial, Some bids are reviewed by the DCAS, the legal holder of the ieases.

Part O 4 Partial. Directive #1 Response: Partial, Audits are selected based on risk assessments with
the intention of addressing major issues over a multi-year cycle,

Part K 6
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NEW YORK CITY COMPTROLLER'S OFFICE

CALENDAR YEAR 2012 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

RESULTS OF EVALUATION

' Partial Not
Yes Mo Compliance | Applicable
Part A Effectiveness and Efficiency 36 2 3 1
Part B Cash Receipts 21 1 3 2
j{art C  Imprest Funds 12 2 0 0
Part D Billings and Receivables 14 0 3 0
PartE Expenditures and Payables 40 2 1 0
PartF Inventory _ 17 2 6 -0
Part G Payroll and Personnel 31 0 0 0
Part H  MIS - Mainframe and Midrange =~~~ 47 2 4
Part]  MIS - PCs and LANS 136 4 17
Part]  Internet Connectivity _ 15 1 3
Risk Assessment, Data Classification & '
Part K Information Security 4 0 3 0
Part L. Incident Response 15 0 0 0 W
Part M Single Audit 18 0 0 0o
Part N Licenses and Permits 15 0 1 0
Part O Violations Certificates 9 0 0 0
Part P Leases, Concessions, '}f}:qnchises i3 0 "1\_ ) 0
Part Q  Internal Audit Function 29 0 T o |
GRAND TOTALS: 472 16 46 59
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