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Dear Deputy Comptroller Kim: 

March 29,2013 

Re: January I, 2012 to December 31, 2012 
Financial Integrity Statement 

As required by the Comptroller's Directive #1 for the period January 1, 2012 to December 
31, 2012, we conducted reviews of the Department of Health and Mental Hygiene's (DOHMH) 
internal controls. All DOHMH bureaus with relevant activities submitted checklist responses and 
provided explanations as needed. 

No material weaknesses were identified during our review. In 2012, we continued to make 
progress in enhancing DOHMH's internal controls relevant to areas previously reported as 
having some weaknesses. These areas included inventory controls, the billing process for certain 
clinic services, system risk assessment, data classification, disaster recovery, and incident 
response. 

In our opinion, DOHMH's present internal control structure, taken as a whole, is sufficient to 
meet internal control objectives that pertain to the prevention and detection of iiTegularities that 
would be material to the Agency. 

The attached Financial Integrity Statement presents DOHMH's progress and continued 
efforts to improve compliance with relevant internal control objectives. Ifthere are any questions 
regarding this submission, your staff should contact Sara Packman, Assistant Commissioner of 
Audit Services at (347) 396-6679. 

mc/sp 

aely, !' ~ 
Thoma~~~, MPH 
Commissioner 

Attaclnnents 
cc: Elizabeth Weinstein, Director, Mayor's Office of Operations 

Patsy Yang, Dr PH, Executive Deputy Commissioner & Chief Operating Officer 
Sara Packman, DOHMH Assistant Commissioner, Audit Services 
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DEPARTMENT OF HEALTH AND MENTAL HYGIENE 
PROGRESS STATEMENT I CORRECTIVE ACTION PLAN- DIRECTIVE #1 

Calendar Year 2012 

We have reviewed the intemal controls of areas listed in the checklist as of December 31,2012. 
The following sections summarize Department of Health and Mental Hygiene (the Agency)'s 
process and corrective actions in areas that require improvements. 

PART A: EFFECTIVENESS AND EFFICIENCY 

The Agency continues to enhance its intemal controls to assure that its mission, goals and 
objectives are effectively and efficiently met and to improve its program review process to 
provide the Commissioner with regular updates. The Agency is updating its policies and 
procedures to reflect new regulations, technologies, and best practices. The Agency continues to 
enhance its risk assessment process to identify high risk areas and prioritize areas for audits. The 
Agency performs intemal audits to verify that intemal controls are designed and are operating 
effectively and that programs and functional areas are complying with established policies and 
procedures. 

The Agency continues to monitor its compliance with Article 28 requirements and is 
implementing corrective actions to address identified weaknesses in collecting complete clinical 
data of services provided. The Agency has submitted Certificate of Need applications to correct 
operating certification for all Article 28 locations. The Agency is also preparing to file Medicaid 
Cost Reports for FY20 1 0 and FY20 II. 

PART D: BILLING AND RECEIVABLES 

The Agency continues to enhance controls in the collection of billing information for clinical 
services, system processing, and quality assurance reviews. The Agency is updating its policy 
and procedures to reflect the implemented improvements and provide ongoing training to 
personnel to ensure compliance with policies and procedures. 

With regard to billing and receivables for early intervention services, the Agency is updating its 
policy and procedures to reflect the New York State's redesign of the Early Intervention 
Program. 

Also, regarding receivables, the Agency is in the process of establishing a formal write-off 
policy, which will be consistent with Directive #21, and will be completed in April2013. 

PART F: INVENTORY 

The Agency continues to focus on automating its manual processes and controls in tracking 
capital and non-capital assets. The Division of Informatics, Information Technology and 
Telecommunications (IITT) tracks all new computers using a new application (Distribution 
Management System: DMS), serial numbers, and equipment tags. All equipment at DOHMH 
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headquarters (a.k.a., Gotham Center) has been registered and inventoried based on the serial 
number in DMS. Computers that are no longer usable are retired following the approved city
wide procedures for retirement of personal computers (PC). The Divisions of IITT and Finance 
continue to ensure that all purchases of PC and IT equipment are procured with IITT oversight. 
PCs for all Agency sites are delivered centrally to the Agency's Distribution Center, where 
equipment is received and recorded according to established standard operating procedures. The 
Divisions of IITT, Finance and Administration are exploring system capabilities to track federal 
grant funded IT equipment purchases to perform physical inventory counts of the equipment, as 
required by federal grant regulations. 

The Divisions of Administration and IITT are integrating the Warehouse Management System 
(WMS) with the Distribution Management System (DMS), and interfacing DMS with the 
Procurement system (ConTrak). The integrated system (a.k.a., PRISMS) will enhance the 
Agency's controls over its inventory. In 2012, the Agency deployed the use of PRISMS to track 
consumption of supplies at the Gotham Center. 

The Bureau of Public Health Laboratory (PHL) within the Division of Disease Control (DC) 
does not have an automated system to track and record inventory activities for each lab, 
minimum/maximum inventory levels, reorder points, and expiration dates. The goal of PHL is to 
achieve a fully automated inventory system that encompasses every aspect of inventory tracking. 
PHL has consulted with IITT's Bureau of IT Solutions and Delivery (BITSD) to acquire web 
server space for the new application, to access SQ L server to house application databases, and to 
connect ancillary applications to PHL Power lab or StarLIMS data, if needed. 

With regard to capital assets valuation, impairment and disposition, the Agency is reviewing its 
inventory plans and records to update its policy and procedures consistent with Directive No. 30 
requirements. The Agency also plans to use DMS to track capital assets for further enhanced 
controls. 

PART H: MANAGEMENT INFORMATION SYSTEM (MIS): MAINFRAME/MIDRANGE 

Vital Records is the only application that continues to use the mainframe because online ordering 
of vital records requires the mainframe to match vital events data with order data. The current 
vital events data on the mainframe is needed only for online ordering. In 2013, the mainframe 
will be integrated into the Electronic Vital Events Registration System (EVERS), and then will 
be retired. 

PART I: MIS: PERSONAL COMPUTERS/LOCAL AREA NETWORKS 

Backup and Recovery: 

While waiting for DoiTT's final disaster recovery plan for all City agencies and in light of 
Hurricane Irene (Summer 2011 ), IITT created the IT Business Continuity Unit. IITT is 
developing an interim agency-wide disaster recovery plan in coordination with the Office of 
Emergency Preparedness and Response (OEPR)'s Emergency & Continuity of Operations 
Planning (COOP) and the Agency's business divisions. The Agency's disaster recovery plan will 
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be aligned with Dol1T's backup and records retention guidelines. Program-level disaster 
recovery capability already exists at the Bedford and Metrotech facilities. 

A new yet redundant data center is being built in Metrotech. A few !ITT-managed applications 
use Metrotech as their disaster recovery site. Moving other applications to Metrotech will require 
the purchase of servers and consulting services for the appropriate redundancy capacity for the 
applications. IITT regularly tests its infrastructure, redundant connectivity, remote access, power 
generator, IT staff recovery services capability, and the Agency's ability to maintain critical 
functions without DOHMH Data Center services. 

Data Security: 

With regard to data security, in 2012, DOHMH developed and/or updated seven policies; Email 
Retention, Acceptable Use of Office and Technology Resources, Mobile Device and Application 
Development and Deployment Standards, Data Transmission Policy, Password Management, 
Backup Data Retention, and Confidentiality Agreement for IITT Staff and Consultants. Each 
employee is required to electronically sign the agreement with the Acceptable Use of Office and 
Technology Resources policy during the network login process. This policy emphasizes the 
employee's roles and responsibilities of how to properly use the Agency's technology resources 
and handle electronic data. IITT' s Backup Data Retention Policy, which is in accordance with 
Citywide standards, ensures that DOHMH has a secondary copy of application, database and file 
data in the event of data loss (e.g., due to an emergency or an inadvertent change or deletion). 

In addition to IITT's access security audits, the Chief Privacy Officer (CPO) conducts full 
investigations of all security incidents with assistance from designated Confidentiality 
Coordinators and other staff. If disciplinary sanctions appear to be required, Human Resources 
and the Employee Law Unit are notified. IITT is working on a new application to monitor and 
perform annual logical access audits and recertification. 

PART J: INTERNET CONNECTIVITY 

With regard to access to DOHMH's network, the Agency published three policies; (i) Bring 
Your Own Device (BYOD), (ii) Managing Access to DOHMH Email, Applications and Network 
Drives and Folders, and (iii) Remote Network Access. In addition, DOHMH installed encryption 
capability on new mobile equipment and portable storage purchased since 2009. All agency 
laptops are encrypted and only encrypted USB drives are used for confidential or sensitive data. 
DOHMH policy requires employees to use only encrypted USB drives to physically transport 
confidential data. Further, to transfer files securely, the Agency uses Secure File Transfer 
Protocol (SFTP) and BisComm Secure File Transfer, which is a manual file transfer solution that 
will store the data encrypted. The BisComm Secure File Transfer validates users and reports on 
user activities. Also, the Agency uses an encrypted email to protect confidential information. 

All DOHMH staff, consultants, and vendors who have access to sensitive data are required to 
sign a confidentiality agreement. 

IITT will continue to work with DoiTT to review DollT-hosted applications, to seek DoiTT 
accreditation, and to identify other applications that require DoiTT's accreditation. 
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PART K: RISK ASSESSMENT, DATA CLASSIFICATION, AND INFORMATION 
SECURITY 

IITT's Application Inventory and Development Resources Application (AIDR) classifies and 
categorizes all Agency applications based upon the sensitivity of the data within the system and 
the level of risk. 

Publie-facing applications that contain confidential data are subject to mandatory security testing 
by the IT Security Team. This method of application data classification is an effective means of 
identifying and classifying Agency data. Every web-based or public-facing application 
undergoes mandatory security testing before it is deployed, and all identified high-risk issues are 
addressed and mitigated before deployment. All existing web-based and public-facing 
applications are reviewed annually to ensure that they are in compliance with the Agency's 
Application Security Standard and are free of any high-risk and medium-risk vulnerability. 

PART L: INCIDENT RESPONSE 

In July 2012, IITT updated "IT Incident Escalation, Management and Reporting Policy and 
Procedure". This policy ensures that all DOHMH employees that manage IT services follow a 
standard protocol for escalating and managing an unplanned interruption or reduction in IT 
service quality. Incident severity is classified based on the number of people affected, duration of 
impact, and the breach in agreed-upon service level. All incidents must be reported in writing, 
and the implementation of Incident Resolution/Risk Reduction Plans is monitored through 
monthly progress reporting and quarterly summary reviews. IITT continues to increase the 
number of audits of security compliance of active web-based systems, and compliance with 
DOHMH Acceptable Use Policy. IITT staff will receive training on how to identify risk factors 
and apply correct tools to increase visibility of risky behaviors. 

PART 0: INTERNAL AUDIT FUNCTION 

The Bureau of Audit Services performs assessments of operational, financial and compliance 
controls associated with the Agency's processes and programs. The risk-based audit coverage 
factors in the input from senior management and prior audit results. Audit coverage addresses 
key areas of concern to the Agency and is dynamically adjusted to address emerging risks. Audit 
Services engages Certified Public Accounting firms through an RFP process to perform 
compliance and internal control audits ofDOHMH's third-party providers. 

The Assistant Commissioner for Audit Services reports the results of audits and assessments at 
the Quarterly Perfonnance Reporting reviews to the Executive Deputy Commissioner/Chief 
Operating Officer who reports to the DOHMH's Commissioner. 
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STATEMENT ON THE STATUS OF AUDIT RECOMMENDATIONS REGARDING 
INTERNAL CONTROLS DETERMINED TO BE UNRESOLVED IN PREVIOUS AUDITS 

BY OVERSIGHT AGENCIES AND/OR FOLLOW-UP REVIEWS/STATUS UPDATE 
REPORTS 

FY'2012 SINGLE AUDIT 

FY'2012 Single Audit Conducted by Deloitte and Touche (Issued: August 8, 2012) 

The Single auditor found that DOHMH does not have a policy to perform a physical inventory 
count of equipment purchased with federal grant funds. Per federal grant requirements, a 
physical inventory count must be performed every two years for equipment purchased with 
federal grant funds. The Division of Finance will provide a list of current federal grant funds, 
where equipment was purchased with an acquisition cost of $5,000 or more per unit. The 
Division of Finance and Division of Administration will create a Physical Inventory Count 
policy for federal grant funded equipment purchases. 

NEW YORK STATE DIVISION OF HOMELAND SECURITY AND EMERGENCY 
SERVICES 

Fiscal Monitoring Visit Conducted by the NYS Division of Homeland Security and Emergency 
Services (DHSES) Fiscal Monitoring Unit (Issued: February 17, 2012) 

The NYS Division of Homeland Security and Emergency Services (DHSES) Fiscal Monitoring 
Unit performed a fiscal audit of DOHMH to obtain reasonable assurance that DOHMH is 
administering federal funds in accordance with applicable State and federal requirements. 
DHSES found that the Agency does not conduct physical inventory counts of equipment 
purchased with federal grant funds, as required. The corrective action for the 2012 Single Audit 
finding, stated above, will also address DHSES' finding. 

DOHMH INTERNAL AUDIT REPORTS 

Controls over Intra-city Payments and Fund Transfers (Issued: May 28, 201 0) 

An internal audit of DOHMH's controls over the process of intra-city payments and fund 
transfers found that the Divisions of Mental Hygiene (MI-l) and Health Care Access & 
Improvement (HCAI) did not have signed contracts with other New York City agencies or 
Memorandum of Understanding (MOU) that details the budget and scope of services to be 
provided by other New York City agencies. The audit also found a lack of monitoring plans in 
the MOUs of the Divisions of Disease Control (DC) and HCAI with New York City Health and 
Hospital Corporation (HHC). 

The Divisions of MI-l and I-ICAI have taken steps to implement the audit report's 
recommendations. In 2011, the Division of MH signed and executed an MOU with HHC to 
provide Alcohol and Drug Use Prevention services. In 2012, the Bureau of Children, Youth, and 
Families within the Division ofMH signed and executed an MOU. Currently, HHC is reviewing 
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and is expected to soon sign-off on the approximately 15 completed MOUs with the Division of 
MH. As for the Division of HCAI, it had signed and executed (i) a five-year MOU with HHC 
for Prison Health Services for FY' 11 and (ii) a FY' 12 MOU with HHC for Child Health Clinic 
Services. 

Parking Permits with People with Disabilities (Issued: March 3, 201 0) 

DOHMH's Employees Health Program (EHP) continues to progress in its implementation of 
recommendations of an internal audit performed in 2010. The audit found that EHP needs to 
improve the process for scheduling, tracking and monitoring the timelines of assessments. In 
addition, the audit found that written procedures need to establish the criteria for monitoring 
contracted providers and to have a contingency plan in a situation where the contracting 
physician is unable to conduct assessments. 

EHP has temporarily instituted a Paper Review Procedure with the vendor to review applications 
for parking permits for the disabled. The tracking of the receipt and approval of parking permits 
for the disabled is temporarily being performed manually with the use of Excel spreadsheets. 
Program management continues to work to develop an electronic version of the application, and 
to research options for the obtainment of an enhanced system that is dedicated to the tracking of 
the receipt, and approval or denial for a parking permit for the disabled. 
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