acency: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" bejow to indicate answer

Partial Not
Compliance | Applicable

Yes Neo

Al EFFECTIVENESS AND EFFICIENCY

Tnternal controls are infended to provide reasonable assurance that program
goals and objectives are effectively and efficiently met; laws and regulations
are complied with; resources are adequately safeguarded and efficiently used,
and, reliabie data are obtained, maintained, and accurately and fairly disclosed
in reports.

This section provides broad questions to help the agency determine whether it
is achieving ils mission, goals and objectives in an effective and efficient
manner, and whether organizational ¢hanges may impact its ability to continue
to do so. Definitions for some of the terms nsed in this section follow,

"Customers” are broadly defined as any/all users of the agency's external or
internal services. "Customers” could include: the public, Federal or State
funding sources, other City agencies, other units within the same agency, etc,

"Inputs” are defined as measures of the quantify of resources used in
achieving program goals and obiectives (e.g., personnel, materials, etc.).

"Outputs” are defined as measures of the quantity of service (e.g.. the number
of 911 calls the Palice Department responded to in a given period).

“Outcomes” are defined as measures of the accomplishments or results that
occur because of the provided services, the outputs {e.g., a reduction in the
crime rate for given period due to the efforts of the Police Department),

"Significant Deviations™ may be defined as 10 percent or greater. Agencies
that feel that this is an insppropriaie definition, may define the term
differently, but should explain their definition as a note at the end of the
checklist.

1. Does the agency, division unit, etc., have & written mission statement (i.e.,
what it is expected fo accomplish)?
Dies the agency, ele, have a ciear understanding of i its mission?

3 [s the agency's m;ssmn(s) carried out with the h1ghf_‘;1 quai]ty at the lowest
cost, and with integrity?

4. Does the agency's mission reflect its customers' expcctauons"

PR IR el B
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

S OFFICE
CALENDAR YEAR 2011 CHECKLIST

Enter “X" below to indicate answer

No

Partial

Compliance

Not
Applicable

Comptroller's Directive #1 2011

C} 1I0es im’:; nét:%ltv uavt: \pc:L]u(, uulpul ﬁzua)mcnzuus:

©) Are these procedures communic s s
Are thesc policies perwdzcaliy rev;ewud and updated as needed?

Te

a) Do the customers have a clear understanding of thL ‘agency's mission?

b) Does the ageacy have a process for guttms_ pcrmd}c customer feedback (1 .
suggestions, compliments or complaints)?
¢) Are customer complaints reviewed and addressed, “when considered
Mecessary?
Are the dEany S goals/ebjt.ctwes defined in measu;abie terms?

a) Are the agency's outcomes measurable?
b) Does the agency | hfwe spec:ﬁc DutC(}mc mudsurt.mmts’

d) Are the agency's Outpufs measurable? _
' Has the s agency achieved its detined g{)als and ob|cct(vu for the- va,ar under
_ rewew"
a) Were there no or 011}\/ m<;1gmf1cant deviations between the expwted and actual
goals and objectives?

"b) Were there no or only 1651gmﬁmnt deviations between the e\pedcd and actual

cutcomes {if they are being measured)?

¢) Were there no ot only. insignificant deviations between the expecied and actual

~ outpuis (if they are being measured)?
d) Were any significant deviations between the expu,tc.d and actual gmlﬂ
objectives, outcomes or outputs investigated and appropriate action taken?

Do the indicators publ]shcd in the Md}()l‘"x Mdndgumnl Re;ﬁbrt éffélch.fti\'ei'y o
refiect the agency's performance?

a) Do the indicators reflect the agenC) a prmc:;ﬂl achv;*{lt.q’)

by) Were any %15,111{' icant deviations mvestlgated and appropriate action taken?

¢) Were the indicators, and the underlying indicator definitions and assumptions

the same as the previous year?

h d) It nm WELE any indicator changes (mLIudmg chdnges fo the underlymg

_ definitions or assumptions) fully disclosed in the MMR?
Are agency programs conducted in accordance with C]G;i[‘]y defined
~ management policies?
) Are these policies in wrxtmg‘?

N N

) b) Are these pbhuv; in accordance with the intent of app]u_dble laws and

regulations?

' c) Are these pohueq properly ‘communicated to the dpprepr;dtc ag{:ncy staff?

€) Are these policies reflected in formal written operating procedures? -
o the dppropraat'

Are 1hese. procedures penodmal]y rewewed and updated as needed‘7 o

. the past vear?

" Have these policies and/or proccdurcs remained substanmliv the same within

P S i I e ol B

>

Part A~ Effectiveness & Efficiency
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CiTY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Comptrolier's Birective #1 2011

Part A- Effectiveness & Efficiency

Enter "X" below to indicate answer
Partial Not
Yes | Mo Compliance { Applicable
9. a) Arcagency programs evaluated according to specific criteria for performance X
_measurement? _
N b) Are mdrgmal or unbailstautory §evc,ls 0§‘ pnrferm(mcx. mvcstzga{cd" '
19, Arethe AgeENeY's outputs Lompared 0 the agency's inputs through thcu_nw X
o performance measures? o )
1L Are efficiency mc;Lsures Lompared ever t]m{: or am{mg programs? L
12, Are the AgENCY's outcomes compared to the agency's inpuis through '
cffectiveness performance measures? ,
13 ' Are enecuvem,ss measures  compared over ume Or among program';f . N ) X
4. Has there been less than a 10% turnover in personnel performing the same ;ob ' X
within the past year?
15. " Has the contractin g outofa s1g111f'1cdnt erCLl‘lt’lgC of the aguncy s workload
{i.e., more than 10% of the agency's OTPS budget) resuited in more effective X
 delivery of service?
_ _ At the same or less Lmt? : .
16.  Have compmsdtmg controls been put into plau, to ad]us{ for auy stg131f'can{ X
~orpanizational changes?
17. Arethere any significant unresolved audit lmdmgb that have been O;Jcn for %
more then one year?
TOTALS: 35 i 3 3
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AGENCY:

The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X* below to indicate answer

CASH RECEIPTS

CASH RECEIPTS refers to Currency, Checks, Money Orders, Credit Card
pavments, and Electronic Fund Transfers. Sources of cash receipts include:
sales, granis, taxes, fees and refunds, Internal Controls should provide
reasonable assurance that cash receipts will not be misappropriated or stolen.
These controls should be commensurate with the value of the receipts that are
to be safeguarded. Controls include adequate segregation of duties, ongoing
reviews and monioring functions, adequate security and timely
reconciliations. Information pertaining o cash management can be found in
Comptrollet's Directive #11, "Cash Accountability and Control.”

a)

_ receipts performed by different individuals?

§

5

Segregation of Duties:

Are responsibitities for cash receipt functions segregated from those of cash
disbursement?

Are 1wpon<;b111ueq for blllmg, cof]cclmg depmltmg_ and accounlmg for

Are responsibilities for preparing and ¢ '1ppmvmg bank account reconciliations
segregated from other cash receipts or disbursement functions?

ficient funds?

Conirol Over Cash Ru.upts
Arse cash receipts recorded immediately and deposited daily?

If not, are the mitigating controls stated in Comptrolle.r s Directive #11

' ._foliowed‘?

Do separate ‘collection centers forward a t;meiv notice of cash racezpt% tothe

agency's central accounting onit?

Are electronic fund transfer transactions controfled in accordance with

Directive #117

Is cash on- hand plopgrly ‘secured (1 c.. in 2 Jocked safe with a perlodm]l}

_changed combination known to few individuals)?

Is a restrictive endorsement p taced on incoming checks as soon as thw are

recesved"

Are mcammg checks listed when received by someone separale from the
accounting unit?

Is this list mdnpendentiy reviewed and compared 1o cash recelpts and deposn -
| Slips?
For sale, or other tansactions with the pub ic, are prcnumbered recelpts S
Jprovided to payers? e

Comptroller's Directive #1 2011 Part B~ Cash Receipts

Partial Not
Compliance | Applicable

Does someone independent of processing and recording cash receipts follow-
up an checks returned for in

Page 4 of 51



AGENCY; The Departiment of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter “X" below to indicate answer

No

Partial
Compliance

Not
Applicable

i) Are these receipts issued in numerical sequence and accounted for
_ numerically, including those that are voided?
k) Are the% receipts mat(,hed o colieclmn reports on a éml\ bas.is’
) Are non-cash methods of paymc,nt (c 2., electronic funds trdnjers LhLCk‘;
money orders) promoted, whenever possible?
m) Does someone ensure that all bank accounts are appmved bw the Duparlmmt
. of Finance and registered with the Compiroller's Office?
ri) Daoes someone ensure that all bank account Llosmgi are routed through the
‘ Department of Finance and ihe Comnpirolier's Oifice?
o) For bank dr_posm are checks separately isted on the éLpoqai shp and
confirmed to the cash receipts record?
'_ _b) Are dep051t bfigs eafeguardcd (c g, locl\td)'?
q) Arc deposits made by authorized pur:;(mnei)
01 dcposz%q are made b\f courier service, is the service aéaqudtd} insyred
__and/or bonded?
" Bank Reconciliations:
a}y Are all of the agency's bank accounts reconciled within 30 days of the
statement date? N
B)' Are ouistcmdmg, s checks and dcpo‘:lls in transit traced to the loilowmg month
_and fellowed up?
- c} Age copies of the June 30th reconciliations sent to the Lomptrolle.r s Office
~ promptly? ‘
0y Are pmcedurcs for follow- up on checks returned for insufficient funds
_adequate?
o) Are checks in excess of $25 and outsi:andmg over 6 months cancelied?

[

X

TOTALS:

Comptrofler's Directive #1 2011 Part B~ Cash Receipts

17

Page 5 of 51



AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicate answer

IMPREST FUNDS (PETTY CASH)

IMPREST FUNDS (PETTY CASH) is a type of agency fund used for minor
expenses incurred in daify operations, and is periedically replenished.
Although large sums of money are not usually involved, and this is a cash
disbursement function, this fund requires similar controls as those needed for
the management of cash receipts, since funds may be easily misappropriated or
stelen. For information about managing imprest funds, see Comptroiler's
Directives # 3 & 11, "Procedures for the Administration of Imprest Funds,"
and "Cash Accountability and Control.”

Arc, pelt\ c.&sh \ouchurs pres

Are the functions of authorizing purchases, disbursing petiy cash, signing
¢hecks, signing vouchers, recordkeeping and bank reconciliations performed
by different individuals in accordance with Directive #37

Is a maximum dol]ar Jimit established for the imyprest hmd’? _ ‘

lsa separate bank account maimamcd for thc imprest tund’
Are controis in place to ensure that no individual purcl}aﬁc or disbursement
exceeds $250, and that purchases are not spHt to circumvent the $230 limit?

Do invoices pmd bv petty cash reflect proof of pumlmsu‘?
Are cash invoices approvi ed bv a raqpomiblc person other than the pcm cash

_custodian? e
Does a responszble cmpimee check and veril v all vouchers and supportmg

documentation for completeness and authenticity prior to replenishing the
fund?

Does someene, other than the cmp! ycc with rcspu.t to qucstmn 7 examine
_..and cancel paid vouchers to prevent duplicate reimbursement?

_Are imprest funds promptly replenished? o
Has a maximum amount been established that can be withdrawn from pet%y
_ cash at one time?

Are mdepeﬂdcm surpmc counts of the petty cash fund and reconciliations fo

its records periodically conducted?
‘ : en,ured ma 10:, .

Are petty cash shps prf:-mumbf,rt.(i‘7

safe with limited access?

No

Partial Not
Compiiance | Applicable

u:]_wnh AJZ rcqumts for rumbursnmcm” R

TOTALS:

Comptroiler's Directive #1 2011 Part C- Imprest Funds
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicate answer

BILLINGS AND RECEIVABLES

BILLINGS AND RECEIVABLES are related processes that are subject to
manipulation for the purposes of misappropriation or theft of City funds.
Infernal Conirols are intended to minimize the possibility of such improper
actions. Billings involves sending out accurate and timely bills for services
rendered or for monies due to the City. Receivables are accounts set-up 1o
record monies owed to the City, inciuding vnexpended advances to
contractors, and the subsequent receipt of monies that reduce or eliminate the
outstandinig receivable, The receivables should be reviewed and aged
periodically to determine if other coilection actions should be taken or if
accounts should be written-off.  For information regarding billings and
receivables, refer to Comptroller's Directive #21, "Revenue Monitoring",

12

a}

<)

a)

o)

9

a)

‘d'}'
__nonpayment when pc,rmlltr,d by dw‘? S

.98
O

T Write-Off Procedures:

Segregation of Duties:
Are receivable accounts maintained by employees who do net handie cash

Billing:

Are fees for inspections, Heenses, tuition, rent, permits and other revenues
billed fully and promptly? '

Are uncxpcndvd advances to dgcm.v contraciors promptlv rccoupud as

_provided for in covering contracts?

Are dzsputcd billing amounts pr{mlptl) Irlvt'xtlg_,dttd by an 1nd1v1dua1
independent of receivables recordkeeping? -
Do procedures pmwdc for the prompt filing of Tiens on propcmes for

Receivables:
Are all receivable accounts reconciled on a monthly basis as per Directive

4212

Are accountf; ag{:d pariodu.aliv‘i’

Is nonpzwment of accounts 1ollowed-up° 4 _ -

Does the agency mamtam written coﬂcauon procadure%’? ) o
Are they perlodlcally re~evaluated by individuals of ¢ d;)pro;inate auihm"ity‘?

Are ad_]ustmwts to rucewables ax.counts mdcpmdenlly rcvmwed‘? B -
Are overdue accounts transferred to the Law Departmcm for lmgatlon oran

outside collection agency, in accordance with Comptrolier's Directive #217

Partial Nt
Compliance | Applicable

>

P A S F b

d

Do write-off amounis receive the proper level of authorization as required by

_ Directive #217

Comptrolier's Divective #1 2011 Part - Billings & Receivables
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below to indicate answer
Partial Not
Yes | Mo Compliance | Applicable
. b) Isaformal write-ofl policy established as required by Directive #217 X
3. Claims for State and Federal Aid:
a) Are all claims for State and Federal Aid filed by the agency within 30 days of X
4 the close of the period being claimed? o ) o
b) Is the claim lor nenpayment by State and Federal agencies followed-up within %
the required 30 or 45 days? . » o S o
¢) _Are disputed claims investigated prompily? X
TOTALS 14 0 2 0

Comptroller's Directive #1 2011 Part D- Billings & Receivables Page 8 of 51



AGENCY: The Departiment of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter “X" below to indicate answer

Partial Not
Compliance | Applicable

E. EXPENDITURES AND PAYABLES

EXPENDITURES AND PAYABLES ar¢ monies paid or owed by the City
for the procurement of services or goods. Due to the many steps in the
procurement process and the large sums of monies that are expended, the
review, authorization and inspection controls are the most important, Ongoing
moniforing reduces the risk of improper actions and misappropriation. and
ensures that the City obtains quality goods and services ai economical prices,

See the Procurement Policy Board Rules (PPBR) and Comptroller's Directives
#2,9, 24, and 29 about issues pertaining fo expenditures and payables.

1. Segregation of Duties:
Are the functions of ordering, receiving, invoice processing and voucher X
. . preparation performed by different individuals?
2. Procurement Practices:
&) Are all purchases authorized by personnel of the proper level of X
 responsibitity?
b) Have specific dgcncy contract protcduros been developc,d to enstre
compliance with the City's Procurement Policy Board Rules (PPBR) for: X
i Contract Formation? R
i VL]ldOI’ Sourc:, %Llu,t:on? o X
m (untracf/\uard? S B o X
v C Omract Adnnmsirm;on? T X
i V. Dlsputc chaiutmn" o X
vi Mamicnaﬂce oa‘ Rcccsrds” S X
- vn LomracIChangL 01ders'? 7 o X
‘c)  When competitive blddm& is not used are spccm! case” determinations (pér '
PPBR) documented and approved by the Agency Chief Contracting Officer X
(ACCO)? :
‘ d) Was prior approval sought ‘and received from the C,omptmller and Lorporat:on
X
- Counsel for emergency purchases (per PPBR)? )
‘ (,) is follow-up done for contracts that are not shown as regutered with the
_ Comptroller's Office? L
f) Are prequaliﬁed vcndor I;sls mam cd aﬂd upd'ﬁeé” .
B g) " Are only bid submission forms that are typed or printed i in ink (no er asures)
accepted? o
h) Does Someone other than the individual rcques‘amg the pmcuremcnt Teview
the City's VENDEX listing, and the contractor's stated gualifications and X
references, 1o determine if the contractor is qualified?

Compiroller's Directive #1 2011 Part E- Expenditures & Payables Page 9 of 51



AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below to indicate answer

Partial Not

Yes 1 No Compliance | Applicable

) Does the agency's ACCO review the information obtained from VENDEX
and related qualification/reference information, in making decisions regarding X
~ the contractor's qualifications? 3
iy Do all procurement personnel receive training m the PPBR as nwdnd" _ X
Ky Are there formal procedures for purchasmg items under $5.000 that are not
 required to be bid?
B Are pulchase orders for similar items ander $3 000 from the same vendor
reviewed to ensure that they are not split-orders meant fo circamvent the X
PPBR? ) ) o _ _
m) Is there contract monitoring and is information pertaining to the applicable
program collected and evaluated periodically to determine if the goals related X
to the contract are being met?
n) Is ‘:Uppli@f performdnc; evaluated at Teast once a y@ar per PPBR and
procedures established by the City Chief Procurement Officer (CCPOY?
3. ‘Encumbrances:
Are all encumbrances (contracts and orders) more than 90 days old reviewed
monthly and adjusted as necessary to reflect the value of goods and services
| still to be received?
4, Accoumaiallﬂy for Resources:
a) Are quantities verified upon receipt of merchandise?
by is the merchandise examined or tested for quaizt} as 500N as powib after
delivery?
5. nvoice Vouchcr?rou_mng Procedures:
a) Are coples of purchase orders and receiving reports obtained directly from the X
 issuing department?
by Are purchase orders, ;Surs.h(me :equhmom and vouchers all prenumbcrud and
recorded? o
' c':)' ‘Aren mls _ g pmc,hlse ordcrs and/or requmtmm mvcstlgatcd? :
d) Are invoice guantities, prices and terms compared with those indicased on
_ purchase orders?
&) Are invoice (1%1&&111185 Lomparecl with those indicated on rccuvmg: r{.ports" ‘

‘wf)“ Aremvowcs chucl\ed f()r ciemcal ac&uulcyr? - ‘ X
o g)ﬂ Doi invoices above a set am{}um nccd addmondl dpproml? o - X
h) Are ali pa]din\’()l(:e‘i matked "cancelied", "pald“ ot "voided" to indicate that
. they have been processed for payment?.
J) " Are proceéureq in place to ensure that payment vouchers are dpproved by two
_agency assigned FMS users in accordance with Directive 247
"””'Are vouchers processed prompily for paymem‘? o o
. Alec,ash dlSCOLlBtS tdken’? ; e o e | =
Arc cxemptmns from sales, Pederal exczsc and olhur taxes c]almed? T
- m) Are invoices and suppomng documents furnished to and reviewed i)y the
_, signer prior to signing a voucher?

b

Comptroller's Directive #1 2011 Part B~ Expenditures & Payables Page 10 of §1



AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Compiroller's Directive #1 2011

Part E- Expenditures & Payables

Enter "X" below lo indicate answer
Partial Not
e§ N . .
Yes A e ompliance | Applicable
6. FMS Recongiliation:
a) Are agency expenditures and purchasing records reconcifed on a timely basis X
. to appropriate FMS reports for all funds? . .
t) Do FMS reports reflect vouchers properly authorized by agency personnel? X
‘ c} Does the ag{:ﬁcyk have propér documentation to supgjdrt all FMS vouchers? X
7" "a) Has the agency established controls and procedures to assure the accuracy and
integrity of all infbrmation entered into the City-wide FMS payee/vendor
database, in accordance with Directive 29, so that payee/vendors receive the X
appropriate 1099 forms{1099-MISC, 1099-INT}?
b} Has the agency established controis and procedures to determine that a new X
payee/vendor has not already been validated in FMS?
¢) Has the agency established controls and procedures to assure that the %
information used for a payee/vender is accurate?
d) Has the agency established controls and procedures to assure that the CWA-
VNDRS9-001 report is promptly reviewed in accordance with Directive 29, X
and any erronecous information corrected?
TOTALS: 48 2 2 0

Page 11 of 51



AGENCY:

The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below o indicate answer

F.

INVENTORY

INVENTORY primarily refers to items used by the Agency for its operations.
However, it could alsc include items stored by the agency for disbursement to
its branches or other agencies, or confiscated or obsolete goods that are being
held for sale. Supplies and some non-capital assets are particularly susceptible
to theft and misuse: while capital assets require specific procedures for their
purchase, maintenance and disposal. Al of these inventory items require
strong controls to ensure accurate recordkeeping and good security.

For information regarding Inventory issues, refer to Comptroller's Directives
#10, 24, and 30.

a)

b)
c)

o

)

d)

Comptroller's Directive #1 2011

d)

5

Supplies and Non-Capitat Assets:

(Supplies and Non-capital assets are charged to the expense budget,
Excluding capital assets, all other assets fall under these two categeories.)

Are supplies and non-capital assets kept under the strict conirol of designared
employees?

Are detailed ru,ords m‘um&mcd for supplies anc! non- capﬂai assuts’?

Is the reﬂpons&bﬂﬁv for supervising the use of phy sical inventories ol"xupplzes
and non-capital assets segregated from that for the maintenance of detailed
records?

Have mventory levels been established in such a manner as to prwc,nt excess
1ccumuht10ns Or unav, 111abl 1ty 01 items?

Are parpctua] mvcntory records (zf a purpctua] sy stem is malntalnui)

compared to physical inventory counts, and significant variances investigated?

Are physwal inventories conducted and superwﬂcé by individuals mdtpundcm

of the departments maintaining the assets?

Are government assets in a contractor's custody promptly retrieved and

~aceounted for upon final termination of such coniract?
Are expensive non- caplta items (e. 2., computm cars) posmve]y identified

(tagged)?
Capital Assets: Are rcsponsﬂnl:tlcs for mmatmg, evaluatmg dpprovmg and
recording capital expenditures, leases and maintenance or repair projects

_ performed by different individuals? N
Is the responslbllny for supervising the use of physlcdl inventoties for ca,pztal
_ assets segregated from the maintenance of detailed records?

Does an appropriate employee ensure that accurate and complete mventory

- records are matntained for all assets?
For new pmjects are the criteria in Directives 16 and 30 Lomphcd with when
 Getermining capital eligibilit

Part F- Inventory

Partial
Compliance

Not
Applicable

Page 12 of 51



AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" helow to indicate angwer
ves | Mo . ?artfa% N.ol
Compliance | Applicable
¢) For all capital projects, are the criteria in Directives 10 and 30 complied with X
when determining whether an expense is capital eligible? o N R T
B f)' Are cap;%ai assets vatued in au,ordana with Directive 307 i X
55) Are all L,ap!lal projects reflected in EMS in accordance with Directive 10 and CyTTRERETT
Directive 30 requirements, and in a timely basis (in accordance with the FALS X
_ Procedures Mawnual for Capital Asseisy?
h} Ate assels momtolcd to determine that [herc 15 O perman(mt 1mp¢urmunt as x
~ detailed in Directive 307 _ o o
i} Arc assets that have ”)Lm‘mmz .rﬂpa.nncn 3 written down in accordance with %
Directive 30 requirements? I O e T
-_1) Are assets that have no further utlhty dlsposed of in accordance with Directive <
30 requirements? S e
ky Are capital assets held for resale, ¢ e.g., foreclosed assefs, recorded in the X
General Fund, at their appropriate value as required by Directive 307 T T
By Are assets classified as infrastructure included in the capital asset mventory if X
they meel the eligibility criteria in Directives 10and 307 - | .
m) Is an annual physical inventory performed for alt capital assets and the records X
~ maintained as required by Directive 307 N N
ﬂ) “Are the agency inv entm'v records reconclied to both the FMS Ldpltal assel X
_ information and the agency’s internal capital asset records? - fF )
o) Ate metal numbered tags or other means of’ posmve identification used to X
identify motor vehicles, office furniture, and other cquipment?
.p) Are assets mamlamcd pmpcriy
' q) Are adcquatc: controls in place over the sale ofs(:]ap“’

TOTALS: 11 0 14 ]

Comptrolier's Directive #1 2011 Part - Inventory Page 13 of 51



AGENCY: The Department of Health and Mental Hypiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE#1

Entar "X below to indicate answer

PAYROLL AND PERSONNEL

PAYROLL AND PERSONNEL management involves cyclical functions that
begin by recording accurate personnel data such as employee's name and
address, time worked, authorized expenses, correct wages, tax withhiolding
information, etc. and ends with the paymentearnings distribution. Good
internal contrals in this ares ensure thai only those persons entitied o
compensation are paid; and such compensation represents the correct amount
of money that cach person is entitled to. Accurate, earned leave balances
shoutd be accrued and recorded, and employees leaving city employment be
patd for any unused leave in accordance with applicable reguirements.

Refer to Comptroller's Directives 13 (Payroll), 14 (Leave Balance Payments),
and 19 {Recouping Payroll Overpayments), Note: These questions should be
answered to assess if appropriate payroll controls are in place whether the
individual agency is using CityTime or an carlier timekeeping system.

a)

b)
o)
a)

W

)

)

a)

L9
9

_properly authorized, approved and documented?

Aoy discrepancics mvestigated?

Segregation of Duties;

Are responsibilities for supervision, timekeeping, personnel, payroll
processing and disbursements all performed by different individuals?

Are comparisons {reconciliations) of gross pay of current to priot period
payrolls reviewed for reasonableness by knowledgeable persons not otherwise

_involved in payroll processing?

Is pa\loll reviewed (including an examination of authorizations for any
changes noted on the reconciliations) by an empioyee not involved in its

preparation?

Payroll Processing:

Does the Personned or Human Resourees Department ensure that all new

employees are prempily placed on the payroll?

Does the Personnel or Human Resources {)&pdr[mmt ensure that all

employees who have retired, or resigned. or who are on leave without pay,

_etc., are promptly removed from the payroll?

Does the Personnet DLpartmcnt ensure that all chdngr,a in cmploymmi
{additions and terminations), salary/wage rates and payroll deductions are

Are paymll records periodically checked against pu‘sonncl records, and are

Partial Not
Compliance | Applicable

Timekeeping:
Are appropriate records maintained for accumutated employee benefits (e.g.,

_vacation)?

Have adequate t}mekeepmg prOCE.dllrES been established to insure t]mt
employees arriving late or leaving early are charged leave?
Are leave balances/records pnrlodjcally Lhecked 10 S0UGE clocwuents?

Are negalive ieave balances properly inv csllg‘lted to determine the exact
, causes and appropriate action(s) subsequently taken? L

Comptroller's Directive #1 201 Part G- Payroll & Personnel
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AGENCY:

The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

MRECTIVE # 1

Compiroller's Dirgcthve #1 2011

Part G- Payroll & Personnel

Enter "X" below to indicate answer
Partial Not
Yes No Compliance | Appheable
e} Are periodic checks made to verify that non-managerial employees are \
. accumulating and using sick and annual leave properly?
f)  Areperiodic checks made to vmtv that managerial c.mp!oyec.s are
accumulating and using sick and annual time in accordance with Personnel X
 Orders 88-5 and 97-27
2} Are periodic checks made to verxfy that non-mamgcr:a] compensamry time is X
__autherized, accumutated and used properly?
hy Are prou.dul €5 in plau to ensure that emplovces whose pcrsonne] status
changes (e.g,, from non-managerial to managerial, or from part-time to fuli- X
. time} are stil acorning and using their leave halances apnronriateiv?
1 Are all proposed managerial lump sum payments submitted to the X
... Comptraller's Office for approval. prior to payment, per Directive #147
4. Personnel;
a} Are periodic reconciliations made between all payrodi records and central X
. master records to ensure that all das is up-to-date?
b} Are notices of additions, qepamuons and changes in salarm wages and ”
~ deductions reported promptly 1o the payroll processing function?
¢) Is there & waiver (approval) on file for afl employees that work for the C lly
but ive outside its 1imits? (Sectiont 1127 which states employees will pay City X
) taxes)
dj Are Federal and NLW York Statc mlhhoidmd st’ttus iormb (m hlc” ’ X
' e} Are there adequdte controls to ensure that Form DP- 1021 is submitted to the
City's Personnel Department for each employee who is securing additional %
employment in any other civil service position in New York City or with any
_ ather governmental agency? )
fy  Are controls in place to ensure comphance with DCAS Personnel Services X
B Bulletin # 440-10 (transmined 6/30/97) regarding fury Duty?
3 Disbursements:
&) Are paychecks inadvertently generated for persons no longer on the payroll, X
~ returned immediately to the Office of Payroll Administration?
b} Are alt undistributed checks or payroii stubs for those who receive them, >
. logged-in and their disposition noted?
¢} Are p:wroﬁ registers adcquatcly reviewed and dp;)mvcd before disbursements X
 are made?
&) Are employu_s rcqulred ta ugn for their paychuks ar payroll stubs for those ¥
__ whoreceive them?
e) Are all reguests i Writmg with rcepwl o midmg a pﬂycheck {or p&yrol] st
for those wha receive them) or authorizing someone else to claim it? X
6. Supervision:
, X
. ‘_d‘) Isc avertime property authorized? o
b) Are ddcquate SUpErvisory conlrol% ‘such as field observations and productmty
standards, established with regard to persons working in the ficld? X
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROIS

DIRECTIVE # 1

Entar "X" below to indicate answer

ves | o Partial Not
Compliance | Applicable
7. PMS Reports:
a)  Are PMS reports, such as employee's leave, overtime, and absence control, X
. reviewed periodically by management? e

by Are there adequaie contrels Lo ensure that no paycheck will be released to an

employee until a time card, approved by a supervisor has been submitted to X

the Pavroll Department as required by PMS reaulations?

TOTALS: 30 o 0 1

Comptroller's Directive #1 2011 Part G- Payroll & Personnel
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X below to ndicate answer

Ves No Partial Not
Compliance | Applicable

H. MANAGEMENT INFORMATION SYSTEMS (MIS):
MAINFRAME/MIDRANGE

As the City stores increasing amounts of information in a computerized
medium, it becomes increasingly important to assure that this data is reliable
and adequately protected from unauthorized access, manipulation or
destruction. An equally significant concern is whether the City is acquiring its
compuier hardware and software in a planned manner to ensure that
anticipated future information processing, storage and refrieval needs are met,

The Department of Information Technology and Telecommunications
(DITT) has assumed the responsibility for information security policy
formulation. It has published the Citywide Information Security Policies and
Standards, which City agencies must comply with,

Some of these have been classified as public documents and are available at:
hiipAwwwenye gowhimifdoftthimbbusinessdusingsg it_securly, shitmi
Orthers are internal and are available to authorized users on the City's intranet.
Compirolier’s Directive #18, "Guidelines for the Management, Protection &
Contral of Agency Information & Information Processing Systems” provides
additional guidance.

L P‘lé‘nnin'g and ()'rg“anizaiio'n: %
8) s there a MIS planning/steering committee? B deeen o
b} Has management established: X

i Awrittenlong range MIS plan? ]
i A ‘written short range | M]S plan? X
] Has manag.ment shared both its icmg ran;,c and short rangc plans with the
... appropriate field personnel? STV ISR N RSO S
&) Has management « Lstabhahed MIS pollcxes prou,dm es and standdrds" ST AT WY RO W X
€) Do these policies, ete. compiv witk DoITT Citywide Information Secuntv '
.. Policies and Standards? o
] Is there segregation of duties between MIS and the accountmg ‘and opcrdtmg
__departments for which it processes data?
g) Within the MIS organization are there scparale and distinct gloups rmpcmsnb]e
for: X
... i Operations? |
...‘,,“ Applications Dcvclopmeml“’ e s e
.. dl. Applications Maintenance?
V- Quality Assurance?

Fh2c

v1 Systéin: Progmmmmé"?‘
by Arc there written MIS p{ssmon dcscr}ptzom?
iy Is there an mtumai M%S gudit group?

s indind

Comptroller's Directive #1 2011 Part He MIS (Mainframe & Midrange) Page 17 of 51



AGENCY:

The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Comptroller’s Directive #1 2011

Part H- MIS {Mainframe & Midrange)

Enter "X" below to indicate answer
, Partial Not
Yes | No Compliance | Applicable
~ ii. Reporting to the Internal Audit Department? R N X+ ooy
i} Has any aspect of MIS been audited within the last four chr%’ If 50, please
attach a list of the reports, organizations that issued them, and dates of X
Looodssuance, b
K) Are wmputer processmg services prowdcd by .
. Co X
t. The Department of Information, Techpology & Telecompmmications? L "~ 4 [
ii. The Financial Information Services Ageney? | X
i, In-house personnel? X
v, An\ oth&,r City agency? X
‘ 7 Other vendorﬂ;’? X
2. Svstems Dev e]opmcnt Controls:
a)  Are new systems developed in accordance with DelTT's Systems X
- Development Life Cycle(SRLOY? ool
by Is there user involvement in systems duclopment’? ______________ X
¢} isa supamlc Quailty Assurance function used to assess the dda.quaw and
appropriateness of system enhancements and/or new systems, as they are being X
~ developed?
d} Ave the costs of %ystem enhancements and/or new s\f stems monitored and %
~ recorded on a system-hy-system basis? )
3. a) Does the agency maintain a list of all eyslems cumnll} bcmg dueloped? X
b) Daes the list 1dcm;iy h{m each W’lS pmcured‘? X
i. Whether the system was appr{we(i (if ’i[‘)pli(,abk) b» ‘the Information X
 Technology Steering Committee? SRR WA S TR R
ii. Whether the system was dppmw,d by the C 11vw1(k Chief Information X
Security Officer (CISOY?
i, Whethcr system maintenance was or will be purchdqed from an external ¥
Ac}“ lf the Ansxwr m a. is "Yes piiea_s.e‘pr'{)yide an agency contact for the Hist. Han Liu
) Aucncy_ contact: Chief Information Officer i
Title:
. Felephom # S OO
dy Please enclose 8 copy of the list with vour Directive | submission. Have X
. yousubsmitted the requested copy?
4, Application and System Software Maintenance:
a}  Are there written standards for the maintenance of applications software? X
___‘b_)l_&_Are dppl;c&tmn qystem mc)dmwnons tastf,d beforc - imple cmcn El_‘{lOl’l? )
¢ Do operating departments (end»u%ers) approve thc test resulm‘? R
&y Is application system documenlatzon revised to reﬂu,l the changu‘? ‘ i
e) Isan mdependem group, other than those aroups responsﬁ}le for apphcatmm
deva]opmem or maintenance, responsible for changes fo computer operating X
5. Documentation of Systems
a) Are there written standards for the documentation of computer applications? X
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" helow to indicate answer

No

Partial
Compliance

Not
Applicable

b)

e)

W

c)

d)

“

&)

Comptrofler's Directive #1 2011

V. S\,slem ploccssm;:? ]
. vi. Computer operations pmwdurns
~vil. A description of the system’s output?

dy s

) I

)

&) 130, are all such sessions authent

Do the documentation standards include:
i. Data ownership and criticality classilication?

i1, Data syntax rules {[ile naming conventions)?
iii. Security } ievcls"

iv. (_ompanson of mformauon archllwture to sumlar or, gdmzatmm
Da these standards require that such documentation include:
i. Application overview?

~ ii. Data dictionary”
il A dmcrlpimn of pa.ner or other mput sources?

iv, Uqc:r pmu.dure:ﬂ

viii, Enstmcucm for report and Oulput d;xmbutlon?

Are 1here written programming standards? o
Is adequa.te documentation maintained for wmputu operating systems
software including:

b Version?

i Pammdcm selected>
iii. Modihcmlom?

v, Computel c}pemuom proctdurus? -

v, Compliance with software licensing agrc,cmems and copyti ght iaws

Is the documentation for ail data processing systems adequate to ensure that

the organization could continue to operate if key MIS employees, and/or key

_consultants leave?
~Does the agency mamtmn a hsl oi a

Does thc list pmvade & brlcf descrlption 01 e&ch swtem(? .
If the answer to a) is "Yes," please prowdc an agency contact for the list.

. Agency Contact for List:

Title:

'_ Feicphdﬁe #

Please enclose a copv of the list with your Directive 1 submission.  Have

__yousubmitled the requested copy?

Physical and Logical Security:
[s physical access fo computer operations facilities restricted to authorized
personhel?

Fas all compmer hardware been marked with, or can be identified by, the
Agency Asset Identification number?
Does pohny pmh;bll MIS pcrsonnei from ongmatmg ‘financial fransactions?

'_Is fhere dIl mdependent data securxty admmlstrdmr‘? _ o .
Isa gcneral purpose security software preduct used to restrict iogzcai access ta
data and to prevent data entry by wnauthorized individuals?

mtzcal mamfl d.mc qystems?

b

X
..... X
X ..................................................................
........ Ronald Laboy
EVERS Product Manager
....... (GA7) 3962297
X
X
X
X
L Y AR A

Do users have the capdbl ity of dialmg into systems from a remote location?

If so0, are all such sessions authmti&ﬁéd by lhesystem‘? B

Part H- MIS (Mainframe & Midrange)
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AGENCY: The Department of Health and Menta! Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE#1

Comptrolier's Directive #1 2011

Part H- MIS {Mainframe & Midrange)

Enter "X" below to indicate answer
Partial Not
Yes | Ne Compliance | Applicable
8. Systems Operations Controls:
a) s a computer operations schedule used to ensure timely submission and X
. controloverwork? o T e
by Has that schedule been approved by X
i The operating departments? ] v
i The MIS department? X
€} A[’L there cir.tcnled written ms1ruclmnq for the opcratlon 0 feach system? X
Yy ES tbnre a lo;_n ez" Lompmer operations Acm mes’? X
e) Are lhese logs maintained for at least one w.dr? X
fy Are these logs reviewed b) MIS management? X
g) Are computcrlzed records retained in accordance with an e‘;iablmhpd X
_schedule?
h) Does the data retention schedule comply with dg)p licable fegal requirements
(i.e., in accordance with Department of Records and Information Services X
_ . [DORIS] standardsy?
%, ay Backup and Disaster (,ommgmcv Plans:
X
. Are backup copies of computerized records made on a regular schedule? _
by Are additional bdd\up copies of computm/f,d records kept at a secure offesite X
Colocation? e b
¢} Istherea wrlﬂcn Lontmumcy and {llbd.\tf_[’ ru_ovuw p fan? X
N Whm was if upddtcd" ____________________
dy Is the disaster Tecovery p an based up(}n an cigmcy -wide information
protection plan which assesses the agency's information risks and X
vulnerabilities? o e
¢} Does the agency “have its own user site commﬂmcy and disaster I'LCOVLE‘V X
o plan? SO TN NN AU N
fy For agenmcq Z]1d1ﬂ§£}%nmé, their own data- p[‘OCL\Siflé facilities, is the plan tested X
Losemiannually? o e e
g) Foragencies whose proccssmg facilities are supphcd by an outside vendor or
another City agency, has the agency participated in a semiannual disaster X
o Fecovery test? e e e SRRSO ORI DRI SR N
. h). Has the pian been R“edvymhm this Ldbndﬂf YEHD e e o X
o Ifthe answer is Y’
10, Execution and AU'EhOI’!Zﬂt]OI‘i of Transactions:
a)  Are there adequate controls over preparation and approvai of input X
. transactions by the operating depargments? L L e e
b} Is there ddequate MIS editing and validation of data um—y (1 e. tu,tmg dollar x
. fields for numeric data, testing for duplicate numbers)? [ R N N
¢} Arc there adcqu:ne controls to assure that all transactions are accuralely X
... Tecorded and promptly posted? SVURVRSRPSSUUUDRDSUY NN SUON DSOS PN
Cdy Arell therf_ reconciliation procedures for_i)atc,h processmg‘? _______ .S IR N N
.8 ‘
0 D
" &) Are systom outputs reviewed for - 0 5 T S A
) Do the system balaﬂcmg procedures reconeile prnmg balances plus current %
. inputto the closing batances?
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AGENCY: The Department of Health and Mentat Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below 1o indicate answer
Yes | No C oz?;:;;zlmc Apéfi{;bie
) Are source documents retained in accordance with an approved schedule? %
iy Do all ransactions have a readily accessible source document? | Sl N R
TOTALS: 71 3 9 12
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

Comptrolier's Directive #1 2011

Part {- MIS (PCs & LANs)

DIRECTIVE #}
Entar "X" below o indicate answer
: Partial Not
Yes | No Compliance | Applicable
L MANAGEMENT INFORMATION SYSTEMS (MIS):
PERSONAIL COMPUTERS/LOCAL AREA NETWORKS
This section raises the same concerns as Seclion H,
L Personal Computer Procedures and Standards;
a) Have ail employees, consuitants and coniractors who access information x
_ systems received a copy of DOITT's User Responsibilites Policy? I T TR R
b} Has management established agency wide policies. procedures and standards X
7 for the instaliation and use of Pcrseml Computers (PCY? o e
Do these compiv with DefTT's C itywide Information %cum‘v Poticies and .
c) X
Lo Standards? i ek et
d) Have these polmcs procedurcq and standards been communicated to %
. appropriaie field personmel? b
¢} Do these policies, procedures and standards address the followmg issues:
i. Standardization of software? X
y _ii Standardization of hardware?
ik Dala rutrzn(m’7
v, Ddta ruovarv’
v de Stcurily?
'v; Apphcdnon dcvdopmcn% cmz{mi
_vii. Inventory of hardware?
viil. Inventory of sotiwarcﬂ
ix. Compliance w1th sofmdre llccnsmg dy__rurﬂcnts <md copynght laws’ . 5
£y Do these p0§1c1es procedurhs and standards provide appropriate controls over
the: X
AUseofthecomputers? i
i, Stdnddrdlmtwn of softw ar:‘? R Xodd oo
i, Pcrlodm copying of prog,rams cmd dat'l‘P y T LS R N N
v, Acucptance and mstdl]atlon of new eqmpmont‘? L. S N N
v. Inventory of al h'trdwarc,? T T X |y
i Inventory o of all eoftwm? T X1
o Vil Compllanoe w1th softyy{g}rghuﬂmﬂg, dgrtcmenta dﬂd copyrlght }aws" ______ Xk
2) Have all PCs and related hardware heen marked with an Agency Asset %
Udentification number? oo
2. Local Area Network Procedures and Standards;
a) Has management established agency-wide policices, procedures and standards X
. for the installation and use of Local Area Networks (LANS)? | o
Do these Comp]y with DoITT's C nywndc Tnformation Security Policies and
b) X
... Standards? SR OO SO PR SR
¢) Dothese pohues and procedurcs define an Ag geney Sﬂpporl Function and its X
. associated responsibilities?
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" befow to indicate answer

Yes

No

Partial
Compliance

Not
Applicable

d

)

2)

¢

a}

by

-
__either in-house or external consultants, as appropriate?

Do these policies and procedures address adherence to copyright infringement
terms and licensing agreements for leased and purchased LAN software?

Do these policies and procedures address:
. Program testing?

ii. Documentation?

_ i1, Backup and recovery?

Are the policies and procedurus reviewed and upddted to reflect ch'mges in
technology, the organizational structure, and management directives?

Do the policies and procedures reflect the agency's position on employees'
persenal, non-bhusiness related use of agency workstations?

Do the policies and promdarw address the need for appl;cab[e trammg from

Agency Supporl Function:
is there a centralized group (or individuaty designed to support end-user LAN

__ instailations?
by

Is the support. funcllon adequa.tdx std[fed? ' B
Are remote workstation processing locations prm ided with helpdcsl\
consultation service for problems relating to workstation hardware and

software?

Are evaluations pufermed o avoid dwgmng applzcatloue forL AN: for
functions that can be performed more ¢conomically on the agency's mainframe

compyter?

Local Area Network Instailations:
Is there an inventory of all LANs currently installed throughout the agency?

Are élp'eéiﬁ'é”;')'é'rqonﬁcl éssignéé the functional fespdnéibil‘iiics' for LAN

_control and security?

LAN Hardware:
Are procedures in place to ensure hardware maintenance is performed on a
periodic basis?

Are alternative vendors available to pr(mde hardware sugp()rt if the current

vendor [ails to provide adequate support?
disposition of surplus l}ardwarc‘?

Is there a LLAN purchased/leased software inventory list and is it kept current?

" Have procedures been developed and distributed to ensure compliance with
~ software maintenance contracts and licensing agreements? .
Are LAN users knowledgeable of and in compliance with Lopvnght

infringement terms and Ycensing agreements for leased and purchased LAN

. software?
Are network versions of LAN software bemg s used (mcludmg any that mav be

ticensed for off network usc on individual drives)?

Comptroller's Directive #1 2011 Part I- MIS (PCs & LANs)
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AGENCY: The Department of Health and Mental Hygiene
NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
PIRECTIVE #1
Enter "X" below to indicate answer
. Partial Not
Yes o No Compliance | Applicable
e) Do vendors of LAN software provide maintenance agreements which clearly
define maintenance services and costs, and make source code available if the X
vendor goes out of business? SR DS NS U
_ B Are backup copies made of dll :aoﬂ\mrc bL{OTL msmllatxon (m thc LAN‘? _ bS5 I I N
7. a) Does the agency maintain alist of all systems Lurrmtly bcmg devel opcd‘P X
b _Does 1hc l;st 1dc,ntlt_\, h()v\ each was procurcd9 o X ...............................................
i. Whether the syst(.m was approvaé by the Information lu.hnoiogy Steermg X
 Committee (as applicabley? | R
il. Whether the system was dcc,rc,datc,d if required, by the C[tkuie Chief X
Information Security Offscer(cCISQOY? .~~~ | 4 | " 4
iii. Whether system maintenance was or will be purchas:d from an external X
. vtndor? ..................
€) ]f th antmcr 10 a) ib 'ch plcasc pm\ ide an ag:mcy ontac% for thc I;st
Agmcy contact: Jian Liu
Title: o Chief Information Officer
. ”1 eiephcme # R S (347).396-2211
d) Please enclose a copy of the list as paﬂ of)our Directive 1 submission. Have %
. oyouenclosed the requested CODY T
8. Physical Se,cuntv Conitrols:
a) Are workstations physically secure during and after normal business hours? X
b_)‘ Do locations (e.g., individual workstations, file servers, etc.} have adequate | | | < 1
 fire detection and prevention facilities?
¢) Do workstations log-off when not attended during business hours, or afier || | < |
_ hours?
d)y Are pdsswords cl‘zan;ccd erlodical}y') X 1
e) Is password madification;
. . X
i, required by the Network operating system? ] "0
il manually C{)ntroik,d and enforced?
il if manval, are there preu,dures to emum pasqword c,hangee _______________
fy Do policies and procedures prohzblt user identification and confidential %
_ passwords to be written on or near the warkstations or work areas? oy
g) Are workstations with access to private or confidential data shielded from %
_ view by unauthorized personnel? S T T R
hy Are §og on svstem commands, and on-line transaction documentation manuals <t |
. placed in a secure area when nof in use?
) Has cach user éepartmem designated a pcrsorz to be responmbla for corztroiimg <
....access to and use of the department's workstations? IR
i Isalog maintained of alt departmental pcrsonncl authorized to use
oworksations? ey b
k) Are workstation IDs and passwords chanccd when departmcmai persannel <« | 1
. areterminated or transferred?
I} Are there procedurce to foliow in order to move or acqmrc workstations? X

Comptroler's Directive #1 2011

Part I- MIS (PCs & LANS)
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" below to indicate answer

Partial Not

Ye : . :
e Mo Compliance | Applicable

m) Is supervisory approval required in order to move or acquire workstations?

9. * User Authorization and Identification: N
a} Are there specific additional, security-related procedures required to bring a X
... workstation and the LAN on-lice. outside of normal onerating hours?
by Does the LAN security sofiware uniquely identify each workstation and each
_ workstation user?
€) Can all workstation usage and fransaction proceqsmg be identified to a sg}eu% ic
individual? ‘
d)  Are there softw are controls that limit the types of transactions/fites/directories
_ that are made available to individual users?
€) Are there different levels of access restrictions that can be ]3lc1ced on agcm\
~workstations and users? o
) Areall work%tatmns prota.ctcd i}y pdsswords or snmldr tcchmquus‘?
2) Do procedurcs plohiblt the sharing of pabswords by individuals in the same
department?
hy Does each uses havc hls/hcr own password'?
i)‘ Are there established proccduras to setup pabswords for individual
. workstation users?
J)  Arethere documented proccdures to follow when an authorized user forgcts
_ __his or her password?
~ky Can all workstation users Lhange iht,lr passwords at aﬂy tnm, y
B Are workstagion users pruluda.d from personatly deaciwalmg their

. passwords? T T R
m) Does the a&cunty software detect and prcvant rcpeated atiempm 10 §0g~on to X
- the network by guessing passwords? b b s
m Are workstations that are left unattended for a speezﬁc pmod of time X
- automatically logged offthe network? 0 oo
0) s autornatic file or record locking available and bemg : used by the LAN 5
. Operating system to prevent simultaneous update? e L
10. Activity, Utilization, and Violation Reporting:
a) Dees the network operating system and/or security software report the ¥
following:
L WORKSE L ON AV Y T e e e e e femssrsees| oo e s st s s s s e
i, Workstation utilization? . 2, S0 IR N
. i Access violations? e L
b) Ts there an individual rcsponsnble for 10110w1ng—up an workstation :ecur]ty
 yiolations?
¢) Are security violations promptly anB%{lgﬂItd ‘and are the violator's bUpCTlOI‘b %
~ \nOIIﬁCdQ e S P pre e
) (i) Poes the securlty seﬁware 1mmed1a’wiv rf:p(}rt mvahé acceqs altcmpis” I .
e Are all workstation reports reviewed by mdependem data processing and/or %
user administrators on a weekly basis? e s
11 Network Operating System and Security Table Maintenance:
a)  Are security tables backed up frequently and rotatedAransferred to an off-site X

_storage location?
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Comptroller's Directive #1 2011

Part I MIS (PCs & LANs)

Enter "X" below to indicate answer
Partial Not
Yes | Mo Compliance | Appiicable
by Are there restrictions limiting access (o the securitv table (e.g., additional ¥
Copasswords, codes, €IC.)7 i,
¢} 1s there an audit trail that documents all paramclcr ciumgc,s that are made to X
: the network operating system and security tables? . S SUSHN SVOTOUUN W,
12. Backup and Recovery:
a)  Are there documented procedures to guide LAN users in backing-up data from X
o harddiskdrivesand USBs? - 0 e,
b) Doesa policy exist that defines wdcquate b%kup requc:m.) and retention X
_periods for beckup data? e
) s track, disk, or server mzrrormg used to baukup critical dafa? o

d} Do LAN software vendors prov:dc, backup and recovery trdmmg to LAN ¥

P leerS? . s e e e e A e b

¢) Are there prouedurcs o gmde waorkstation users in rccew,rmg, s data from X

... backup copies? et e b

f) Are users re.sponslbie for their own hard disk ba{,l\up if the information is not X
: backed-uponalAN? e e

2) Isthe LAN security administrator rcxponmble for i)ackmg up the fite X

Serven(S)? e e

h)  Are there ;)roccdurf_c; for thquate in-house and off-site siordgt, of bdckup data %

. and programs? SR SEVUUREUSUIN ST ISR SO

1) Istherean established source for rcplacmg LAN hardware u)mponmts when X

~ hardware failuresocow?

B IsLAN hardware and software adcquatalv insured ag’lmsl loss or d'imagc 7 %

k) s rLLovery of LAN pmée#éing cdp'ah'iliti'es: included in the agency's disaster X ........................
... tecovery plan? | JUR ST S SRR NP
"1} Does your &gmcy store e-mails in the event that this information ma} be used ¥

during litigation? L e e

m) Has your agency addressed the December 2006 electronic dmcevcry -related '

amendments to the Federal Rules of Civil Procedure, (Rules 16, 26, 33, 34, X
37, and 45, as well as Form 35) that electronically stored information must be
. produced during the discovery process? i

n) Has your agency created a policy and has a prcccéurc been xmpinmcntud that X
. complys with the regulailon in the above question? i
.0} Does your

o MAz’e al]
13, Software Acqmsttlon and Application:
a)  Was agency MIS consulted to determine if desired software is: ). 4
1 thc most anproprlatb available?
i, listed in the agency's application software catalog or endorsed by MIS? ] ] X,
X
14. Documentdtmn

a) s there documentation for each recurring application {i.c., used more than X

NG 2

b) Ts the appllcation atdlog penodlca ly updatc:d‘? T 4

Do cach of the apphications have documentation? .|

Page 26 of 51



AGENCY:

The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Comptrofler's Directive #1 2011 Part [- MIS (PCs & LANs)

Enter "X" below to indicate answer
Partial Naot
Yes No Compliance | Applicable
d} Does the documentation contain: X
1 a description of the application?
i1 a filename and backup filename? . .
i, updatc fi requency? o .
~iv. sources of data 1mludmg other f'lenamc,ﬂ’ X
v field def]mtlons and names?
_via prmtoul 01 formulas {cspucull) for Rpreadshem progmm:)'?
vii, program execution 1115trug§1pus° o
viii. backup mstruelmns" _ _
ix. copy of the qoftwarc épphcaimn" ‘
X, sample prmtouts‘? N
X distribution requ;rcmems? ) _
e) Are control, audit trail, and review proacdun.s clmrlv set forth in software
___ documentation?
15, a) Does the agency mamtam d 1151 of all crmcai LAN/I’L wsicms
by I)oc'; lhe list prowdc a brlcf desariphon of cach swtcm‘? B
et If the answer to a) is "Yes," please prov ide an agency contact for the list.
.. Agency Contact for List: ..Jtan Liu
' Title: Chief Information Officer
Ielephom # (34713962211
d) Please enclose a copy of the list as part of your Ditective 1 submission. Have ¥
o oyouenclosed the requested cOpY? i oo
16. Communications:
a) Has agency MIS been consulted prior to any communications networking? X
] _B) ‘ Are ailnetwork ﬁ%cré and m'iérouorn‘pﬁt:ers‘Llﬁigu;:ly identiﬁe“d'?f‘_i ) o
¢ Are modems ustd on the neiwork‘?
dy Is access to dial- -up telephone rumbers restricted (1 ¢., need-to-know basis X
o oalyy .
e} Are dial- up ]mm momlored for rcpcdted l}ulcd acces‘s dttcmpts?
0 Istl lhc mamfrdme operator nom' ed of repeated - vmlatmns
g Isthe line dlsconnecttd afler upealcd vxo]ations‘? N
_h) VEs dm] -Up aceess refctrlcfc,d to only quthorucd usurs? . b
i) Are automatic call-back devices used where mlcmcomputcrs can aceess the ¥
_ mainframe through a "dial-up" facility? I S N W N
oI data thdt is transmitted over public lines encrypiedr? I . S T A N
k) if wircless twhnok}gv is used, do you have potlicies and procedurts in place o %
_ conform to DOITT's Wireless Security Poficy? Ll
I Do m;crocomputer users have access (o private or confidential data stored on %
......other computers? SN N ET
m) Does the mainframe computer or LAN have a Secumy software p'ickage that X
o brevents unauthorized access todata? b b
_n) Have passwmds been amgned to u%rs'? ...... X o
_0) Arepasswords kept confidential and changed perlodlcal y‘7 T . S R A N
P Axe computer logs avallablc and rewewed by the app]oprlaif: supr.rvmor'? ooyx
q) Can users uplmd or char]ge datd an the mainframe? X
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Enter "X" below to indicate answer
. Partial Not
Yes | Mo Compliance | Applicable
17. Physical Security - Hardware:
a) Have all component serial numbers been recorded and stored in a secure X
location?
b) 1sthe hardwar:, rLasonahlv protﬁ.clc,d imm unauthormd ar,u,ss‘?
¢} Are components qu.urnd €.2., bolted doun" .
d) Is the Processing unit focked so that the cover cannot be removed and internal %
beadsremoved? g7
¢y Is there a policy lcqumng propcr authorization before mjcrouompntcrs are ' X
aliowed to leave the property (e.g., night or weekend use)?
) Have adequate physical security policies for porable computers been < |
... developed, and distributed tousers? "
i8. Physical %u,um\f Data and Software:
a) Has management identified those individuals authorized to use the X
_ microcomputer(s)?
b) Have procedures bem cstablzsbzd for authcrlzmg new useri’) X
e} Hdvc critical or sensitive ddta ﬁica been 1dmt:j‘cd7 .
d) Are critical or sensitive data files proteund from unauthorized access (by %
cobassword)? L
e} Areeritical or iLJlSltiVL ddtd files prc}lccttd from unauihorvud updale? ____ X i
nH _Are private and conf ldcmlal ddla files encrypted? X
) Are deleted or erased files fuliy and propetly destroyed or overwritten so they X
cannot be recovered by ulility programs?
h) i Aru al§ aCCesses k}ggtd?
~ ii. Is the user un;quelv 1du1tn‘ied" -
zu l:, thL ddtbfllme of access 1dunl1ﬁcdr’ -
iv. Are the £unc£xom performg,d zdcnt{f' jed? o
v %5 €he m}crowmputcr identified? ' - ‘ o
i) Are private individual data sets secure from “brow smg " by unauthorized ¥
network vsers?
). Have Sldﬂddi’dl]’hd ﬁ]e lrdmfcr formals becn devcioped’
C k) Iscer ca! daia properiy mcmaged when downloadcd'? )
)] is downloaded critical data used for anaiysm only. and not pcrmas]enll}, stored
on microcomputer storage media {(e.g.. USBs ot hard drive units)? X
m) If data must be permanently stored in the m‘ié‘rocompﬁt'éf,' is it eﬁcr}}p‘ted o | YT T X """"""
o protected with password aceess™ | _
19 Are consultants permitted to download City information? | X |
if the answer is "Yes," describe the controls in place to prevent unauthorized ; The Agency Acceptable Use PolzC\ also
= actions (e.z.,misuse, theft of data). i applies to consuitants
20. Are penalties included in consultant contracts for the unauthorized < T
downloading of City information?
TOTALS: 133 3 19 14

Comptrolier's Directive #1 2011

Part I- MIS (PCs & LANs)
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CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below ta indicale answer

J. INTERNET CONNECTIVITY
The City makes use of the Internet to communicate, retrieve information. and
provide information via City websites, It becomes increasingly important to
assure that City data is reliable and adequately protected from unauthorized
access, manipulation or destruction.
The Department of Information Technology and Telecommunications
(Dol TT) has assumed the responsibitity for information security pelicy
formulation. It has nublished the Citvwide Information Security Policies and

A5

Standards, which City agencies must comply with,

Some of these have been classified as public documents and are available at:
it SAvww nve.govdhimldoitt/imidhusiness husinass It securify. shimf
Others are internal and are available to authorized users on the City’s intranet.
Comptrolier’s Directive #18, "Guidelines for Computer Security and Contral"
provides additional guidance

. Does your agency obtain Internet Connectivity through DolTT's central
internet connection?

2 . Does your agency use Dol TT's centralized web content filtering?
3 Does your agency manage internet facing and/or multi agency applications?
4. Havethe applications been accredited by the Citywide Chief Information

Security Officer (CISOY?
If the answer is "Yes," please attach a list of all of the applications including
.. the date accredited.
3, Has vour agency designated a Chief Information Security Officer (CISO) and
.. informed the Citywide CISO of same?
... Name of individual:
Cite:
.. Telephone #:
6. Have ali employees, consultants and coniractors who access information
- systoms recefved a copy of the User Responsibilities Policy?
7. . Arcusernames and password required?
8. Do usernames comply with the Citywide Identity Mangement Policy and
_Standard?
Do passwords controls comply with the Citywide Password Policy?
_ Are digital Cerificates used?
_Arctokens used?
_ Are SSL/HTTPS used?
L Are they secured?
Has your agency encrypted all data, classified as private and/or confidential,
stored on disks, removable drives, lapes, flash memory cards, CDs, USB,
memory devices, laptops, smart telephones, and PDAs ?

o

Partial
Compliance

Not
Applicable

X
X
X
X
X
Jian Liu

Pl Pl 28 o ol B ot B

15, 1Is all hardware inventoried?

16. _Is hardware protected from theft?

Comptroller's Directive 1 2011 Part J- Internet Connectivity
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- CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE #1

Enter "X" below to indicate answer

17, Are Virtual Private Networks used? X
(18, Does yvour agency manage its own DMZ? 1 X )
If the answer is "Yes," have you submitted a plan to Dol 7T to phase out this ;| DOHMH has its own DMZ. We do not
 DMZ and migrate to a Dol TT hosted DMZ? { _have any plans to phase out our DMZ.
19. Ate all applications monitored and configured to log system events? | | | X |
TOTALS: 15 1 3 it

Comptrolter's Directive #1 2011 Part J- Internet Connectivity
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CALENDAR YEAR 2011 CHECKLIST
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Enter "X" below to indicate answer

Partial Not
Compliance | Applicable

Yes 1 No

RISK ASSESSMENT, DATA CLASSIFICATION, AND INFORMATION
K SECURITY

The Department of [nformation Technology and Telecommunications {DolTT)
has assumed the respensibility for information security policy formulation. H has
published the Citywide [nformation Security Policies and Standards, which City
agencies must comply with.

Some of these have been classified as public documents and are available at:
hrip:Awww nve coviumiddoittdumb business/business it_securitv.shim!

Others are internal and are available to authorized users en the City’s intranet.

DolTT s Data Classification Pelicy places responsibility on the agency head or
designee for ensuring that agency information assets are appropriately categorized
and protected. The value of the information must therefore first be assessed Lo
determine the requirements for security protection, Data may be classified
according to four levels: public, sensitive, private, confidential, The Data
Steward i3 responsible for conducting this assessment.

L Has your agency conducted = data classification assessment in accordance with
o the Data Classsification Policy?

2. Has your agency classified data in accordance with the levels prescribed by the
... bolicy?

377 1Has the Data Steward function been cstablished and & Data Steward desginated?

If a data classification assessment has been conducted, please provide the
document

. Title:
Telephone #:
Can your agency's information transactions be recenstructed?
~ Have access control measures been imposed on information and processes?
_Are user activity logs in ptace to provide accouniabifity?
Are City information users assigned different levels of access (system privileges}
depending on their function and responsibilities?

A =4

R

TOTALS: 1 2 4 0
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Enter "X" below to indicate answer

ves | No Partial Not
Compliance | Applicable

L. INCIDENT RESPONSE

Deespite an organization’s best efforts, an information technology {IT} security
incident may occur, When an incident occurs, the incident response process
helps the affected organization respond to the event and resume normal
operations as quickly as possible. Throughout the incident response process,
the organization must have adequate controls to ensure that the following
goale are achieved: determine the scope of the incident, maintain and restere
data and evidence, maintain and restore services, determine how and when the
incident occurred, determine the causes of the incident, prevent escalation and
further incidents, prevent negative publicity, penalize or prosecute the
attackers, and report the incident depending on its severity to appropriate
agency management (i.¢., CISO),

1. Has vour agency developed an incident response procedure as defined by
~ DolTT’s Incident Response Policy? X
2. N
Does the procedure classify incidents in accordance with DoITT’s policy?
T4 TAre system compromises defined and how these events are to be handled and )
~ reported described? X
(4. Are information compromises defined and how these events are to be handled
and reported described? X
3 " Is unauthorized access defined and how these events are o be handied and
. X
reported described?
"6 Iz denial of service defined and how these events are to be handled and
, P X
reported described?
7 s the misuse of IT resources defined and how these events are to be handied
and reporfed described? X
8. Are hostile probes defined and how these events are to be handled and
reporied described? X
9. Is suspicious network activity defined and how these events are to be handled
. X
and reported described?
" 15 excessive junk mailing defined and how these events are to be handied and
] reported described? X
110 Is mail spoofing defined and how these events are to be handled and reported
described? X
Has an Agency Response Team been created and its responsibilities defined? X
" Have procedures for this team been developed? X
i your agency has procedures do they include: incident detection, incident
containment, incident resolution, incident handling, incident logging, and X
incident prevention?
15. Please attach the latest version of your incident response precedure and any
_written procedure/descriptions addressing questions 3 through 14,
" Have you attached the requested documentation? CUYCTyTTTYT
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}] | Enter "X below to indicate answer H

TOTALS: 5 0 0 0
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2611 CHECKLIST
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DIRECTIVE #1

Enter "X* befow to indicate answer

Partial Not
Compliance | Applicable

Yes No

M SINGLE AUMT

The City receives federal funding and therefore must comply with the Federal
Single Audit Act and Amendments. These establish uniform requirements for
audits of federal awards administered by states, local governments, and not-for-
profit organizations (NPOs). Federal OMB Circular A-133, "Audits of States,
Local Governments and Non-Profit Organizations” is the regulation issued by
OMB to implement the Amendments.
beginning after June 30, 1996 and requires audits when an entity spends over
$500,000 in Federal awards for fiscal vears ending after 12/31/03

A-133 is effective for fiscal vears

1. Was the agency/covered authority audited by the City's external auditors as
part of the FY 2010 New York City Single Audit (i.c., external auditors X
... conducted ficldwork at the agency)?
2. Was the 'mnncy/cevcrcd authority audited bv external auditors in FY 2010
who subsequently issued a separate Single Audit repert on the agency/covered X
. authority?
3 Did the agency 5pmd more fhan $300.000 in Federal awards i FY 20112 X
4 Have all Federal grants and other Federal assistantce been identified by Federal
funding source (CFDA#), including Federal revenues, agency expenditures, X
.. and any adjustments?
5. Does the agency maintain a list of all SubrLClpILnH who receive Federal X
. funding %hreugh the agency?
1f the answer is "Yes," p]case pmvsdc an agnm\ contact for the Jist.
. Agency Contact for List:,
- Title:
. Telephone#: __
6. Does the agcncy maintain a list of vendors who received pd\'mcms for goods [ X \
and services that were Federally funded? ool
If the answer is "Yes." please provide an dlgcmy contact for the list.
CAgeney Comtact for List: - Assunta 3 Rozza ..
Title: o DYy Commissioner- Finance
| _M_Tevcphone# » ) : 347-396-6242
7. Does the agem.y receive Federal funds which it transferi/pansscs 1h10ugh o X I l J
other City agcucles/toverc.d authorities? i
Tf the answer is "Yes," please pmvzde an agcncy ‘contact for this information.
Agency Contact:
O O VUSROS HEOSORIORO Wilimer Ortiz
Tltie o _Director-Office Qf'di’él;]th Administration
Tel ephane 4 347-396-6038

Comptrolier's Directive #1 2011
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NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" below to indicate answer
Pastial Not
Yes 1 No Comptiance | Applicable
8. Does the agency receive Federal funds from other City agencies/covered x

authorities? R T N

If the answer is “Ym," p]ed%e provxdc an dg,c.ncv contact for this information.

Agency Contact:

. o e . e e e e . e . . © Esrevisiessesirmrsnssnnenner Wll}ner Ort;?

- Title: o ... .. .Director-Office of Grants Administration
 Telephone #: \ . 347-3%6-6038 '
9. Has the agcncy established a proccss for dctermmmg the difference between

Federal subrecipients and vendors in accordance with the Single Audit Act? X
If the answer is "Yes,” has the agchcy documented the process (arough written <t T
_procedures? _ L . o T |
If the answer is "Yes,” please provide an agency contact for the written
procedures.
Agency Contact for written procedures: o . _ Assunta S. Rozza
o Tider S Deputy Commissioner- Finance
N I_e *phone ~ 347-396-6242
10. Hasa spccmc individual been amgned 1o monitor all Federal fundmf, & X
_applicable agency expenditares? e
. fyes, give name of individual: Assunta S. Rozza
Title: o o _ _ o _ Deputy Comm1531oner- Finance
. lelephone#: o 347-396-6242
1. Hasa spccme individual been 1s<1gnc,d to monitor Smgi&. Audit/A-133
compliance? Please identify below, if the individual is different from the one X
.. identified in Question 10, . . SR AT NN I .
. Name of individual: U U Assimita 8, Rozza
. Titler e . Deputy Commissioner- Finance
| Telgphone #: - 347-396-6242
12. Is a st maintained of subrem pients who dmctlv contract for A-133 Audits %
Chemselves? o b e e
If the answer is "Yes,” please provide an agency contact for the list.
CAgeney ContactforList: L SaraPackman
. Titkes o L _ Assistant Commissioner-Audit Services
" Telephone #: o B 347-396-6679
[3. Does the ¢ qgency follow- up on all A-133 related audits to ensure appropnaﬁ,
and timely corrective action {e.g., issue management decisions on audit X
_findings within six months of receiving the repott)? kb s b
If the answer is "Yes," has the agency assigned this rcsponszbllziy toa smgle
individual or unit? Please identify below, if the individual is different from
the one identified in Question 12.
CONAME i e b SaraPackman ...
. Ilti T IR PP Py s s s s i et e v PR P Abbls{dnt COﬂTﬂTISQl(}ﬂLT‘AUdEf SLerLeq
. Telephoned: R 347-396-6679
14. Apart from A-133 rcqmrements “does the agency empioy CPA firms to
conduct audits of agency funded services (i.e., delegate agency X
.. audits/Compiroller's (i LSRR S S
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1
Enter "X" below to Indicate answer
Partial Not
Yes | No Comypliance | Applicable
IS, Are the Procurement Policy Board Rules and Comptroller's Directive #5 X
oo Toliowed in procuring these additionat audis?
16. Does the agency have procedures/practices to monitor agency expenditures
apart from those covered by A-133 and delegate agency CPA audits? X
17, Has the responsibility for implementing and monitoring the effectiveness of
the procedures in Question 16. been assigned to a specific individual? X
Ifves, give name of individual: T Assunta S, Rozza
Tile: e e Deputy Commissioner- Finance
Telephone #: 347-396-6242
TOTALS: 18 ] o 0
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter “X" below {o indicate answer

N

LICENSES/PERMITS

The city issues a variety of licenses and permits. 1t is therefore critical to
ensure that they are appropriately issued, accurately recorded, and any
applicable fees received are promptily deposited and accurately recorded.

Partial Not
Compliance } Applicable

'

a)

Segregation of Duties:
Are responsibilities for the authorization, preparation, issuance and recording

of licenses segregated?

o

)

a)

b))
N

d)

L¢3

Are the responsibilities for ag)placatlon rev;ew rcwrdmg cash reccmt@ and

inspection segregated?

Are all new hcume/pemm dpp 1cat10ns rcwcwcd for comp]utmus’ e

Rc,cordlsfn.pmb

Are all application and renewal fees promptly recorded in FMS and
deposited? g

Are 111d1v1dua,lc; promptlv notihed 1f ‘Lhelr app 1Cdt10ns arL rqwtcd"

Is a permanent record of ail 1bsued ilccmes/pcrmlts ma.mtdmed‘7

Is the disposition of all §1cen5f_s/permns including vozds maintained in a
current log? _
Are post issuance checks parforme_d on samp]es of approvud l1c<.nse§/p(,rm:te

_to verify that all approval requirements had beenmet?

Safeguarding of Assets:
Are required bonds properly recorded and invested in interest-bearing

~ accounts through the City Treasury?

&)

- Are th{. biank, imprinted hccnscs/pcrmﬁs pmp{.ri} StOI‘Ld ‘md e:ccured? '
is a permé]c inventory of blaak licenses/permits made?

: Are the blanl\ hccmc/permlt torme - pre- numbered”

© Are the blank pre-numbered hccnse/permlt forms accounted for numencaliy

___including voids?

“Control Procedures:
Does the Licensing Department review all licenses/permits prepared by the

_Data Processing Department on a daily basis?

¢)

Is the number of employees who are authorized to prmt lzccnscs/permxts -
restricted?

Is there a deu}y reconciliation of the prm‘;cd IlLenses/permlts to the authorized
licenses/ permits?

TOTALS:

Complroller's Birective #1 2011 Part N- Licenses & Permits
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CALENDAR YEAR 2611 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter “X" below to indicate answer

VIOLATIONS CERTIHFICATES

Violations should be appropriately issued and recorded promptly and
accurately. Inspection and collection procedures should be adhered to and
monitored. Following-up on outstanding violations is important and may be
the most significant control feature in the enfire process.

a)
b)
)

i

Y

g

by

Segregation of Duties:
Is the responsibility for issuing violation notices separated from the

.. resnonsibilities for processing the notices or collecting the viplation fees?

Monitoring Procedures:
Are violation netices followed-up in a timely manner when a violator fails to

_appear at a hearing?

Is timely legal action taken when a violator fails to pay"':ivi]‘;;cflalt'y fines?

is an accurate, up-to-date log maintained showmg the status of each violation
notice?

Do controls over vielation notices allow processing and collection of violation
fines on a timely basis? L . .
Are controls in place and followed to ensure that field inspectors are following
Agency Standard Operating Procedures in preparing violation notices?

Are field ixasbect{)rs }Sre']'zi'éitéd from ;ééeiviﬁg cash/check 1§ayrzicﬁts for
violations?

If nspectors are allowed to aécept cash/checks, are there controls that would

mitigate the improper disposition of the cash/check?
Are field inspectors' routes periodically rotated?

Partial
Compliance

Not
Applicable

Comptrotler's Directive #1 2011
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AGENCY: The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" balow fo indicate answer

LEASES/CONCESSIONS/FRANCHISES

LEASES/CONCESSIONS/FRANCHISES - Agencies thal have lease,
Concession and/or Franchise agreements should closely monitor the lessees',
concessionaires’ or franchisees’ compliance with these agreements. Agencies
must also follow the requirements established by the City Charter, section 371,
and the Franchise and Concession Review Committee. Fulfilling legal and

g U Y LR FRTPTSS 3 B e frnans - Sam iq e
MOTHGTUYE [CGUITCICis will enhance internat controls in this arca,

g

Is certification obtained that the proposed tessor has fully satisfied ail fax

__obligations outstanding as of the date of the lease? o

Are copies of lease/concessions maintained with a current name and address

_of the party to whom the billings are to be sent?

Are proposed authorized resolutions submitted 1o the Mayor Tor all franchises

_after 1/1/907
Are all franchises after 1/1/90 reviewed and apprmed bv the Franchise and -

.. Goncession Review Commi

' concessions afl

__Franchise and Concession Review Commitiee? o

Are all concessions after 1/1/90 that differ from the proceduws established by

the Franchise and Concession Review Committee (except those not subject to

renewal and with a ferm of less than 30 days) reviewed and approved by the

_ Committee?

When franchise agru_mgnts after 1/ 1/90 mcludc rlghtq of renewa]s are the

Do

Was a publlc hearmg %:wld before each franchl%c contract. in accordance with

_the regulations of the City Charter, Section 3717
Has a copy of each concession agreement been reglbtered with the

. Comptroller?
Are formatl standards used to prepdre estimates for alteration costs of leased
..space?
Does managament fonnally review and a '1ppr0vc cost estimates for alteration
_costs of leased space?
Are all bids that are obtained by the lessor for alteration costs reviewed by th the

agency?

Not
Applicable

e?

0 comply with the procedures established by the

Is comphame o prml - contract reqturcmentq vcrlhed before authori izing
coniract renewals?

Does this compliance check include fol low-up o determine if any additional
assessments per audit have been collected?

Comptroller's Directive #1 2011
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AGENCY: The Department of Health and Mental Hyglene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKILIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE #1

Enter "X" below to indicate answer

Yes

Q. INTERNAL AUDIT FUNCTION

The existence of an internal audit function in an agency is an aid in
establishing and monitoring internal controf procedures. The Internal Audit
group should be familiar with GAQ's yellow book requirements (generally
accepted government auditing standards - GAGAS, July 2007 Revision for
engagements prior to 12/15/11) and may be required fo follow its requirements
if the agency or the function/program to be audited is federalty funded. The
key requiremenits are that the staff be independent, trained, competent and
provide the agency with auditreview results and recommendations.

The head of the internal audit function traditionally reports administratively to
the head of the organization and functionally to the Audit Committee (if one
exits).

The "Audit Committee” may be defined as a body charged with the
responsibility of providing oversight of the entity's financial reperting process
(including the internal control environment). The Audit Committee's
responsibilities generally include:

- Ensuring the independence of the external auditors, and the adequacy of their
audit scope

Approving the scope of the internal audit plan, ensaring the quality of the
Internal Audit Function by requiring adherence to professional standards, and
responding to issues that may be raised by the Intermnal Audit Function

- Setting the fone for integrity in the financial reporting process, and

timely manner,

- Ensuring that any reports to external regulators are accurate and filed in &

l. Does the agency have an internal audit function to examine and evaluate the
wr e Bdequacy and effectiveness of ity policies and procedures?
2. if the agency has no formal internal andit function: &)

_are built-in internal checks in place?
b) are self-assessments or malmgcmcm reviews conducted at least 'ﬁmualiy

c} are risk assessments or management reviews discussed with
officials/managers who are authorized to take action on findings/conditions
__and preposals/recommendations?

Partial Not
Compliance | Applicable

No

X

3. Does the internal audit function follow ¢ (Jcnerdlly Acceptcd Government
_ Auditing Standards (GAGAS), i.e., the GAO Yellow Book?
4. Does the internal audic fanctien adequasely cover all of your “audit concerns?
Comptroller's Directive #1 2011 Part Q- Internal Audit Function
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AGENCY: The Department of Health and Mental Hypiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter "X" below to indicate answer

Yes

No

Partial
Compliance

Not
Appiicable

a)

o)

4

a)

)
o

Comptroller's Directive #1 2011

.
. itlegal acts that could significantly affect the audit obj

Has your internal audit function been affected by any recent organizational
changes:

Unaffected?
_ Positively ai&ctcd"
N Nc.gatwely atﬁ:ctcd?

Has the number of rupoﬂs or the sLopL of complelcd audits beer: affected 1;;\- o

any recent organizational changes:

 Unaffected?

Positively affcctcd‘? _

Negatively afl fwted"

Has the contracting out of asi ;:,mtscant internal audit warkload resulted in
more effective audit coverage?

‘ At thc same or less cosl?

General Audit Standards:
Are there adequate controls to ensure that the internal audit staff collectively
possess adequate professional proficieney for the tasks required?

Is the internal audit iuéi't'efg‘aizi}atibﬁaliii mdcpendem of the staff or line

‘management function ef the audited entity? .
Does the internal audit unit follow-up on fmdmgs and recommendations from

previous internal and external audits that could have an effect on the current

. andit obiectives?

Has the internal audit unit established a 9ystem of internal qua 1ty control to
provide reasonable assurance that it is following prescribed audit policies and
procedures, and that it has adopted and is following applicable auditing

_ standards?

Has the internal audit unit established procedurcs 10 determine whether the
staff asslgncd had any personal impairments that could prevent them from
it fmdmgs impartially?,

Does the unit prepare an annual audit work plan based on arisk assessment
analysis?

Was a wrilten dlldit program prcpan.d for cach audn asm;gnment?

Does the audit program detail the audit steps, proccdurcs and mcthodclogies
to be followed by the assigned staff? .
Does the unit maintain aduqutlc controls to ensure that its audit stafTis
properly supervised?

In conducting the audxt "does the andit feam make an assessment (o determine

if the audited entity is complying with applicable laws and regulations?

Tn conducting the audit, does the audil eam assess the cffectiveness of the
audited entity's internal control structure relating to the audit objectives?

Is the audit designed to provide reasonable assurance of detecting abuse or
ves?

Part Q- Internal Audit Function
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AGENCY": The Department of Health and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

Enter "X" below o indicate answer

Ves 1 No Partial Not
Comspliance | Applicable
h}  Are there adequate controls to ensure that the audit team collect sufficient ¥
... ..competent evidential matier 1o afford a basis for an opinion?
i0. Reporting Standards:
a) Are written reports prepared detailing the audit findings and X
_ regommendations?

bj Are audit reports issued on a tlmbl\f basis? )
c) Are audit reports distributed to officials/ mandgers who tequested the audit

andfor who are authorized to take action (s) on audit findings and X
] _ recommendations?
1. Does the head of the Internal Audit Function rtport 10 the chief executive of x

the agency?
If not, please identify the ag,ncw executive to whom the head of Internal Audﬂ

does report.

 Name: e e Patsy Yang
Title: i Executive Deputy Commissioner and Chief
Additional guestions jollow. see note helow,
TOTALS: 19 H 1 11

NOTE: The remaining questions - # 12 through # 17 - only apply to agencies that issue their own financial
statements; i.e., independent agencies. Lf this describes yvour agency, enter '"X'" in the box below and continue.
Otherwise, STOP HERE.

4 l:] Independent agency issuing own financial statements

12. s your agency responsible for issuing its own linancial statements?
13 If your agency is responsible for issuing its own financial statements, does
.. your agency have an Audit Committee?
14, Are a majority of the Audit Commitice members mdupendem of agemy senior
management? e

Are some, mcmbcm Lota]ly mdf.pcndcnt of thc. dgcncv‘?
o Arc some mcmbcrs totally independent 01: thu Ciy?
15. Is there a written Charter specifving the Audit Commitiee's rwpon%bllmcs
. administrative structure, and rules of operation?
Is the Audit Committee responsible for:
overseeing the agency’s financial reporting process?
) participating in the selwt;on of the agency's L\tf.mai audiimg ﬁ;rm
_ensuring the mdepcndcncc oi_the extemal audxtorq?

mensurmg the qudlny of the [nternal Audit Function by 1equnmg adherenceto || |
_professional standards? R

- addressing issucs ralscd by t 1(, mt:,mdl a.udxts o

) mommrmg Lompli'mce with the agency's eovernmg o

17. Does Internal Audit report its audit findings to the Audit Committee?

Compirolier's Directive #1 2011 Part (- Internal Audit Function Page 42 of 51



AGENCY: The Department of Heaith and Mental Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST

AGENCY EVALUATION OF INTERNAL CONTROLS

DIRECTIVE # 1

Enter X" below to indicate answer

No

Partial
Compliance

Not
Applicable

Comptroller's Directive #1 2011
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AGENCY: The Department of Health and Menial Hygiene

NEW YORK CITY COMPTROLLER'S OFFICE
CALENDAR YEAR 2011 CHECKLIST
AGENCY EVALUATION OF INTERNAL CONTROLS
DIRECTIVE # 1

AGENCY'S EXPLANATION OF ALL "NO" AND "PARTIAL COMPLIANCE'" RESPONSES

Part Letter | Question # Explanation

No. In 2011, the MMR (Mavor’s Management Report) indicators for the Bureau of Vital
Statistics were changed to reflect processing time for both mail and online ordering of birth
and death certificates. The original indicators only reflected orders by mail. The volume of
online ordering has increased to more than three times that of ordering by mail, so changing
the indicators will more accurately reflect the overall processing time for all orders.

PatA | Tc

Also, the MMR indicator called "Food Service Establishments scoring 28 or more points on
initial inspection ('C' grade equivalent)” was replaced by a new indicator called "Restaurants
scoring an ‘A’ grade (%)". The definition of the new indicator is accurately reflected in the
2012 MMR Indicator Definition document.
PartA o Sa &' d Partial. The Division of Finance is in the process of documenting and updé{t‘irﬁg'itért‘jéﬁfc}éé‘ in
. - writing.
) Péﬁ A 14 1Partial. See Turnover Rate Report.

|Partial. The Office of Vital Records’ daily receipts at walk-in entrance are picked up by the
armored car service for deposit on the next business day. Checks received in the mail for

Part B 2a certified copies of birth and death certificates are locked in a safe until they are reviewed and
processed for deposit. In FY11, checks by mail were deposited within an average of 12
calendar ciays for birth and death certificates after receipt.

Partial. The Office of Vital Records (OVR) receives a very large volume of mailed-in
requests that are placed un-opened in a safe until the requests are reviewed and the checks

E endorsed and processed. The Cash Management operators endorse checks and money orders
PartB | 2fgh |during the process, which is separate from the accounting unit. Checks are listed and grouped
on the deposit slips by amount, and receipts are reconciled to deposit slips. An armored car
service picks up the checks for delivery to a bank within 24 hours of processing. Receipts
coilected at the Burial Desk during the weekends are kept in a safe until Monday's pick-up.

| Partial. The high volume of checks received by OVR preciudes preparing an individual

PariB _20 ichecklist. Checks are listed and grouped on the deposit slips by amount. .
No. As per the most recent updated ComptrolIer s Directives, checks in excess of $50 and
Part B 3e
_ { .~ |outstanding for over 6 months need to be cancelled.
Part C 3 No. It is not practical to maintain individual bank accounts for dollar amounts less than $100.
_ I{apt C | 11 [|Partial Maximum dollar amount pohc_y is not clear[y defined. -
PapgC | 14 No. Petty Cash slips downloaded directly from the internet are not pre- -sumbered.
'Partial. The Agency continues to enhance its Medicaid billing process for clinical services.
Part 24 The Division of Informatics and Information Technology (I1T) is working with programs to

create an interface with various Electronic Medical Records (EMR) to enable the biiling of
Medicaid claims.

Comptroller's Directive #1 2011
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Part Letter | Question # Explanation |

Partial. No debt has officially been written-off and the authorization levels are as stipulated
PartD © 4a-b inDirective #2{. Formal write-off procedures are being developed for the Miscellaneous
Revenue and Claiming Units and are expected to be completed by July 1, 2012,

Partial. The Senior Procurement Anaiyst for Public Health Laboratories (PHL) has received
'PPB training and has certified procurement status. Other staff receives on-the-job training
consistent with PPB (Procurement Policy Board) rules and regulations. As staffing level
allows, those with direct responsibility will be sent to formal PPB training.

PartE | 2

No. Financial Management Svstem {FMS) Purchase Order and Purchase Reqmsﬂmn forms |
are not pre-numbered. Purchase Orders are assigned sequential unique numbers by the
Procurement Office. The FMS automatically assigns a unique number to the voucher when
_|processed by Internal Accounting,
No. Additional approval is not needed as long as invoices are in agreement with the approved
Part E Sg purchase orders, No corrective action is necessary since the Comptroller's directives are
followed. o o
Partiat. Approval for payment in a timely manner is contingent upon the timely receipt of the
Part B 5i receiving and inspection report from the receiving unit. Vouchers are processed promptly
i 'when payments are authorized.
“[Partial. Due to staffi ing levels at t the Bureau of District Operations, the same individuals who
Part ¥ le are supervising the use of inventory are also involved in record-keeping. The Bureau is
_developing a plan to segregate these duties among its staff.

Part E 3b

Partial. In the Bureau of Vital Statistics (BVS), the inventory records of certified certificate

‘paper, used for birth and death certificates, is compared to the physical inventory; however,
‘this activity has not been conducted on a regular schedule. The BVS will develop a schedule '
for taking & physical inventory of all assets in the coming fiscal year.

Part F le

" Partial, BVS Administration is responsible for the maintenance of computer refated
equipment. This inventory is ordered by the Fiscal Manager and in her absence by her back-
up, the Personnel Manager. Inventory is now received by the stock worker and is counted by
the Facilities Manager and another general office worker.

PartF | If , . ST
Inventory records of certified paper are maintained in a secure data base. The Records |
Management director enters inventory counts from inventory cards into a secure database. To :
separate the issuance and the management of the paper, the director does not issue or
otherwise handle the security paper. BVS is planning for the purchase of a commercial

mventory system.
Partial, Due to limited staff, the Health Police, Distribution Center and District Operat;ons

are unable to perform physical inventories by individuals independent of the program
maintaining the assets. However, aisle spot checks are performed by staff who do not
perform the initial inventory,

Comptroller's Directive #1 2011
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Part Letter | Question # Explanation
Partial. AITTIT equipment may not be tagged. Inventory tagging 15 based on each equipment’s

manufacture serial number. All new computers are tracked using serial numbers; and all [T
compuiers and [T equipment at the Long Island City {a.k.a. Gotham Center) location and
Data Center have been tagged. For the remaining equipment, it is not cost effective to re-tag |
ali old machines comprehensively; this equipment will be replaced at the end of their '
lifecycle. Equipment purchased with grant funds are labeled per the specifics of each grant,
Also, certain grant-funded computers will have grant-related tags. PHL tracks all test

Part ¥ lh instruments in a database capturing make, module, serial number, location and service
contract period of said equipment.

The Office of Emergency Preparedness and Response is currently working on reconciling all
inventory and will tag the equipment, as appropriate. ‘

The Division of Finance supervises the purchase and usage of computer hardware defined as

e ioaDItAL aSsets. Canital eligibility is clearly defined for combuter hardware.
2d—2e,2g-21, Partial. Capital eligibility is clearly defined for computer hardware. Finance decides and

 21-2n  supervises the purchase and usage of computer hardware defined as capital assets.
Partial. The Burean of District Operation's use of metal tags has waned. The Bureau is
Part F 20 developing a plan to enhance controls. FMS coding updating continues at the Bureau of
District Operations,
N/A. DOHMH has no need to continue o develep any new mainframe based applications.
Currently, we maintain one appiication and plan to retire it in April 2012
Partial. DOHMH has no need to continue to develop any new mainframe based apphcatlons
Currently, we maintain one application and plan to retire it in Apri 2012.
Part H Sa Partial. Each mamframe application has their own approach regarding documentation,.
No. DOHMH has no need to continue to devel 0p any new mainframe based apphcatzons
Part H Sbiv
_ Currently, we maintain one application and plan to retire it in April 2012,
| Partial. We do not p%an to update these standards because all mainframe applications are to
Part H 5a, 5d
N be retired in April 2012,

Part ¥

Part H 2a-d

Part H 3bii, 4d

Partial. Programmers with mainframe skills are hard to come by, plns the documentation on !
older systems is not extensive. Grant funding (UASI) is being used to expedite transition of
the Electronic Vital Events Registration: System (EVERS) off the mainframe by April 2012.
The new web-based TB registry is already in production since August 2011.

Part H 5f

7f ’No Users cannot dial into DOHMH s mainframe systems
7 Partial. The basic information available from the mainframe is via console or prmtouts “and s
Part H 8f suificient for DOHMH needs. II'T management does not have access to Dol TT's mainframe
to review detailed analysis of a particular problem.

Partial. No additional need as the remaining mainframe system will be completely phased out
by April 2012,

Partial. DOHMH's outside processing > facilities belong solely to Dol TT. IiT is not aware of
Part H 9.g-h DolTT's disaster recovery testing schedule. IIT will coordinate with Dol TT, as scheduled by
DolTT.

;No 0T purchases all necessary IT eqmpment from the State Office of General Services or
the Fed's GSA {General Services Administration) contracts; therefore, the risk of vendor
fajlure has been minimal in the past. In any case where vendor support is minimal, those
systems are used for Low Priority operations which mitigates risk,

Partial. Only those applications hosted at DolTT's DMZ (Demilitarized Zone) are accredited
by city-wide CISO (Chief information Security Officer).

-

o
=3
oy

Part H De

Part I Sb

Part 7bii

Comptroller's Directive #1 2011
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Partial. Although equipment is not always bolted, program offices are locked and the
buiiding has security guards. Our Data Center, which houses 99% of all production systems,
is highly secured; it is behind three doors, requiring electronic keycard access and under
24X7 video surveillance. Smaller computer rooms that house some servers, mainly for
testing or development, have 24x7 video monitoring {lights left on at ali times) and require

1key card access.
Partial. The Data Center has fire prevention and detection capabilities. As various equipment

migrates to the Dara Center, key servers, workstations, etc., will have such protection.
Further, most confidential and critical data is backed up nightly from network drives so that
Past | 8b ‘even if a workstation were damaged, its data should be recoverable in most instances from

' the nightly back-up of network drives. Fire detection and protection capability is available at
the Gotham Center facility. More than half of the II'T's personne! have fire detection and

protection capability.
Partial. Systems "lock” via an automatic screen saver. [T has not enforced system log-off or

shutdown during non-business hours. 1IT is not able to get Wake On Lan, an Ethernet
computer networking standard, to properly function, which would support Power
Management.

No. Password modifications are not manual and are enforced at the network level. A new

electronic password security procedure was implemented throughout the Agency during
2009, Users are periodically notified (via automatic system) that they need to change their
‘password and changes can be processed electronically.

Part T 8a

Part | 8c

Part 1 Beii

Partial. II'T requires workstations with access to sensitive data to be shielded from view of
unauthorized personnel. Protective monitor screens are used and precaution is inciuded in the
Agency's confidentiality policy and procedures, disseminated to all staff. Individual bureaus
that handle confidential/sensitive data limit physical access to authorized staff. Physical
security ensures that confidential/sensitive data remains safe. Employees who handle

Part } 8g sensitive confidential data are required to sign confidentiality statements.

As budget constraints lessen, additional audits of DOHMH facilities will be performed. As
such, deviation from compliance will be identified and an action plan will be initiated to
install additional controls at workstations, where sensitive data may be casually seen by
unauthorized personnel.

" {Partial. System Center Configuration Manager (SCCM) is used to monitor usage of
applications on a local workstation level; however, this is only done on a per-application
need. Logins are monitored and individual server-managed applications maintain their own
S , transaction logs.
Part 9n Partial, T does not log users off however, requires re- -authentication.
S No. Under the Microsoft Active Directory infrastructure, it is not possible to monitor more
detailed workstation activities other than just basic network activities. Monitoring
workstation utilization across the Agency is 1ot required. If there is a problem, the user can
call the I'T Help Desk to address it. Servers are monifored more closely.

Part 1 9¢

Partl 10aii

Partial. Servers and their critical data are monitored daily. On a daily basis, workstations are
Part | 10¢ scanned to identify vulnerabilities on workstations. The user administrator is not required to
review any workstation repor‘ts and this function is not centralized to a partlcular workstation.

Partial. Disaster Recovery (DR) capabxl;tles are spread out over several documents within
DOHMH and there is no current comprehensive document. IIT is currently coordinating the
development of an agency-wide DR plan, until replaced by an expected formal DR plan by
DolTT for all City agencies. The agency's interim plan will be developed in coordination
with the Continuity of Operations Planning (COOP) Officer, Office of Emergency
Preparedness and Response (OEPR) and the Agency's business divisions,

Part 1 12k
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Part Letter | Question # | Explanation |
Partial. Older appiications may not have sufficient documentation. Ail new applications will
have documentation as required by SDLC (Sofiware Development Life Cycle). The agency
reviews legacy applications yearly and, when possible, upgrade to new technology with
proper documentation.
Partial. The documentation may not always contain formulas, but some formulas can be
readily available. _
‘Partial. Most current applications have audit trails and they are used if there is a problem or
'to understand what led to a particular event. However, they are used on the basis of
‘exceptions, not to monitor systems or to track anomalies. Documentation of usage rarely
exists. A process was introduced in 2008 for creating audit logs for newly developed web
applications. DOHMH's SDLC more specifically defines the kind of logs required and

monitoring routine. Logs exist for troubleshooting errors.
No. It is not easy to prevent someone from opening the cover and removing some of the

innards in the machines DOHMH purchase currently (and in general for all PCs these days). |
PC bolting is not possible. To the extent possible, other physical and behavioral policy

safeguards are in place, but 1T does not police agency-wide compliance. "
Partial. 1IT identified most critical data resides and has a policy regarding the storage of
critical data and are enforcing it. HT has begun a formal agency-wide data ciassification

Part | I8¢ process through the use of AIDR (Application Inventory and Development Resources
Application). AIDR classifies Agency applications based on the data it includes; the
classification of each application is documented in AIDR.
Partial. Per DOHMH policy, critical and sensitive data that are on secured network shares are
backed up to tape and encrypted. Encryption may be inconsistent for data residing on local
drives. The approval of a Data Loss Prevention solution purchase is pending. A Data Loss

Part I 14a,c

Part 1 14 dvi

Part 1 ide

Part 1 17¢.d

Part] 18f Prevention solution will identify potential loss of sensitive or critical data. However, proof-oft
concept (POC), necessary for such a large investment, was not developed in 2011 due to
_ibudget constraints.
Partial. For any sa]vage ‘machine, the hard drive is deg,aussed and destroyed. IIT | 1mages hard

rtl 1
Pa L Sg _jdrives of computers that are transferred between personnel.

Partial. Access to applications is addressed in 1.14(e). Access to workstations is managed by
Windows' fogging feature; however, not all accesses to sensitive data may be recorded with
Partt ©  18hiv  {Windows. approval of a Data Loss Prevention solution purchase is pending. A Data Loss
Prevention solution will help manage the risk. However, proof-of-concept (POC), necessary
for such a large investment, was not developed in 2011 due to budget constraints.

Partial. LT established specific policies regarding when data may be accessed or
downloaded, and who is authorized to do so in specified circumstances. Critical data can be
downloaded for both analysis and transportation. There are agency-wide policies that
prohibit and permit various uses of critical data. The Agency has purchased encrypted USB
drives so that if critical or sensitive data must be transported to another location, data will be
encrypted. A Data Loss Prevention solution will identify potential loss of sensitive or criticai |
data. However, a POC was not developed in 2011 due to budget constraints. Approval of i

Data Loss Prevention selution purchase is still pending, ‘
Partial. 1T has pursued accreditation for applications that needs to be accredited. However, |

IIT will pursue acereditation for older applications if needed. [IT will continue to review

Part § 4 with DolTT and seek their assistance in identifying the applications that require
‘accreditation. Applications hosted at Dol'FT are reviewed by DoITT's IT Security !
{Engineering Team.

Part 1 18.k-1

i
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Part Letter | Question # Explanation |
Partial. Agency policy states that all laptops and transportation of sensitive data across |
physicai facilities use encrypted USB drives. Oider laptops and some other media may nof be
encrypted. The DOHMH Office and Technology Resources Acceptable Use policy has been
disseminated to staff agency-wide in April 2011. New mobile equipment and portable
storage purchased since 2009 have encryption capability installed. 1IT has begun the work of
encrypting laptops and requiring the use of only encrypted USB drives. However, not all
confidential data have been encrypted. Older applications and laptops does not support
encryption. o )

Partial. See [.14(e). Newly initiated SDLC more specifically defines the kind of logs
required and monitoring routine. Every application has different logging capability.

Part J 14

PartJ

No, Classifying all data at DOHMH is a mammoth undertaking. During security assessment
of an application or program, the nature of the data is considered and specitic controls are
implemented. In 2011, [IT introduced the Application Inventory and Development Resources
Application (AIDR). This application classifies and categorizes all Agency applications
‘based upon the data contained and their level of risk. Applications which contain
‘confidential data and are public facing are subject to mandatory security testing by the IT
iSecurity Team. This method of application data classification has served as a highly effective
means of 1denufymg ancl c assuyms. Agency data.

Part K 1

No. As ;ndlcated in K. 1, generai v, 11T has not classified data using DoiTT‘s pohcy HT
classified data for a few apnplications that had to be submitted to DolITT for accreditation. :
DOHMH's data classification commenced in 2009 with classification of 400 applications. In
2011, II'T introduced the Application Inventory and Development Resources Application.
This application classifies and categorizes all Agency applications based upon the data
contained and their level of risk. Applications which contain confidential data and are public a
facing, are subject to mandatory security testing by the I'T Security Team. ’

3%

Part K

_ ' Partial. When the Ageilcs}'_Cig'O gets involved in a security assessment, he/she works with the
Part K 3 business owner to identify the Data Steward. The CISO will function as the Data Steward, as

needed. e
Partial. 1T have robust database platforms that can support transaction reconstruction for

various failing conditions (e.g. database-down conditions, etc.). Depending on the
availability of logging within applications, it may or may not be possibie o reconstruct what
a failing transaction attempted to do. See 1.14(e) for how we will handle logging in the
future. Transaction management is handled at the database level; transaction logs are

_integral to normal database management.
Partial. As indicated before in L.16(k), 1.18(d) and (e), security pelicies have been

.established, As already mentioned, in 2011, [IT introduced the Application Inventoty and
Development Resources Application. This application classifies and categorizes all Agency
applications based upon the data contained and their level of risk. Applications which contain;
\confidential data and are public facing, are subject to mandatory security testing by the IT
‘Security Team,

:Ear;tK 6 ~ Partial. See L. ]4(&:) for audit 1ogs__c_ommend and track user activity.

Partial. The CAMIS System (City Agencies Management [nformation System) at the City
Department of Consumer Affairs (DCA) allows the license and permit documents io be
printed when a proper authorization code is entered by an autherized staff, and enly if the
Part N 4C payment has been processed. Therefore, the necessary controls are in place to prevent
unauthorized approval of license and permit documents. However, the licenses and permits
issued for DOMMH at DCA are not separately reconciled to the applications authorized and
printed on a daily basis.

Part K 4

Part K 5

Partial. Some bids are reviewed by the DCAS (Department of Citywide Administrative

Part P 12 Services), the legal holder of the leases for properties occupied by the DOHMH programs. |
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Part Letter | Question # | Explanation ]
! ‘Partial. Audits are selected based on risk assessments with the intention of addressing major |
Part ( 4 jareas over a multi-year cycle. Due to budgetary constraints the internal audit function does

__inot have the resources to address all highest risk areas annually. o
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