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To the Citizens of the City of New York 
 
 
Ladies and Gentlemen: 
 
In accordance with the responsibilities of the Comptroller contained in Chapter 5, §93, of the 
New York City Charter, my office has audited the development and implementation of the 
Enterprise Asset Management System by New York City Fire Department. 
 
New York City Fire Department oversees the use of existing and emerging technologies in City 
government operations and delivery of services to the public.  We audit the management and 
oversight of City resources such as this to ensure that they are properly managed and protected 
from unauthorized use.  
 
The results of our audit, which are presented in this report, have been discussed with New York 
City Fire Department officials, and their comments have been considered in preparing this 
report. Their complete written response is attached to this report. 
 
I trust that this report contains information that is of interest to you.  If you have any questions 
concerning this report, please e-mail my audit bureau at audit@Comptroller.nyc.gov or 
telephone my office at 212-669-3747. 
 
 
 
 
Very truly yours, 

 
William C. Thompson, Jr. 
 
 
WCT/fh 
 
Report: 7A06-095 
Filed:  June 30, 2006 
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AUDIT REPORT IN BRIEF 
 

 
This audit assessed the development and implementation of Enterprise Asset 

Management System (EAMS) by the Fire Department (FDNY) and determined whether EAMS 
meets the overall asset and inventory management goals and the business and system 
requirements of the FDNY and whether it also allows for future enhancement and upgrades.   

 
Prior to 2003, the FDNY depended on a manual, paper-based system to record and track 

various internal requests made each year for  service, repair, or replacement of installed 
equipment at FDNY facilities. To address many of the shortcomings inherent in its manual 
process and to maximize the efficiency and computerization of all internal processes of the 
purchasing, asset, and inventory management controls, and audit procedures required by the 
City, the FDNY entered into a contract with ICICI, Inc., (ICICI) to purchase and customize an 
assets management application.  EAMS was the product that ICICI was to create for the FDNY 
from the application. From May 2004 to June 2004, EAMS was implemented in all five 
boroughs. ICICI was paid $1.1 million for the development of EAMS.   
 
Audit Findings and Conclusions 
 

A formal system methodology was agreed to by both the vendor, ICICI, and the FDNY, and 
was adhered to during the course of the system’s integration.  EAMS generally functions reliably, 
contains accurate information, and reasonable controls are in place to keep it secure from 
unauthorized access.  EAMS has been fully incorporated into the Building Maintenance Division 
(BMD) processes—the division responsible for the repair and maintenance of FDNY buildings.  
Therefore, implementation is considered complete, and the FDNY is in the process of fine-tuning 
the application.  EAMS was procured in accordance with the provisions of the City Charter and 
the Procurement Policy Board (PPB) rules. 
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However, EAMS has no formal disaster-recovery plan or written policies for information-
protection, logical or physical security, or for application-change control.  Officials of the FDNY 
believe that the work performed by the BMD is of a critical nature to the FDNY mission.  In that 
regard, the lack of these plans and policies increases the likelihood that the system will be 
vulnerable to unauthorized access, abuse, theft of equipment, and the loss of mission-critical 
information, especially in the case of a disaster. 
 
 
Audit Recommendations 
 

To address these issues we recommend that the FDNY should: 
 
1. Assess EAMS’s vulnerabilities and create a formal information protection plan to 

minimize the risks of exploitation of those vulnerabilities in accordance with 
Comptroller’s Directive #18 requirements. 

 
2. Create a formal disaster-recovery business continuation plan for EAMS in accordance 

with Comptroller’s Directive #18 requirements, and periodically test the effectiveness 
of the plan. 

 
3. Create a formal security policy that addresses physical and logical security; outlines 

the agency’s requirements and methods to maintain control over its information 
resources; and states the responsibilities of each user to comply with the established 
procedures—all in accordance with Comptroller’s Directive #18 standards. 

 
4. Create a formal change-control policy for EAMS according to Comptroller’s 

Directive #18 requirements. 
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INTRODUCTION 
 
Background 
 
 The FDNY protects the life and property of City residents and visitors from fire and critical 
health threats by responding to emergencies, conducting investigations, and by providing fire 
prevention education and inspections services. 
  
 In order to accomplish its mission, the FDNY currently maintains approximately 300 
facilities throughout the five boroughs of the City.  These include 223 firehouses, 30 Emergency 
Medical Service stations, several support buildings housing fleet maintenance and warehouse 
functions, five Borough Communication offices, and 10 training buildings at the Randall’s Island 
training academy.  Approximately 10,000 requests of all types are made each year for work, 
including requests for service, repair or replacement of installed equipment at FDNY facilities. 
 
 The Building Maintenance Division (BMD) is responsible for the repair and maintenance 
of FDNY buildings and for the design and construction of new facilities.  BMD responds to 
routine repairs and maintenance of FDNY facilities through demand for service requests. 
 
 The BMD used a paper-based manual process to record and to track each request for 
service.  This process was labor-intensive and required various sections of a multipart form to be 
carried, mailed, annotated, and filed in various places by a variety of personnel.  The paper 
document remained the primary record, but its data was entered into a Microsoft Access 
database.  As is common in all paper systems, it was not efficient and susceptible to many 
problems.  Documents can be lost, or partially or improperly submitted, and significant time-lags 
develop as the document moves through the manual system.  Finally, a significant amount of 
work was requested and completed without any documentation, because the paper system was 
simply too slow to meet the overall needs of the FDNY. 
 

To address many of the shortcomings inherent in its manual process to record and to 
track each request for service, in May 2003, the FDNY entered into a contract with ICICI, Inc. 
(ICICI).  Through the contract, the FDNY purchased Datastream 7i for $261,500.  Datastream 7i 
is a commercially available off-the-shelf asset management application created by Datastream 
Systems, Inc., (Datastream) through ICICI.  The terms of the contract stated a total cost of $1.2 
million, which included the purchase price of the asset management application, and the 
customization of the off-the-self package to the requirements of the FDNY.  The contract was 
registered in May 2003 with a term from June 2003 to October 2008.  Six subsequent change 
orders were executed to this contract, raising its total value to $1.3 million.  EAMS was the 
product that ICICI was to create for the FDNY from the asset management application. 

 
In October 2003, after only five months into the project, ICICI discontinued its 

government services practice, but continued to work on the EAMS project.  However, between 
December 2003 and February 2004, ICICI dismissed many of the key personnel assigned to the 
EAMS project.  As a result, the FDNY did not receive the level of service that was agreed upon 
in its contract with ICICI.  Consequently, a dispute arose over the scope of service provided by 
ICICI and the FDNY withheld $207,587 from the vendor.  In May 2005, ICICI agreed to 
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withdraw from providing any future services on the contract.  In total, ICICI was paid $1.1 
million for the development of EAMS.  From May 2004 to June 2004, EAMS was implemented 
in all five boroughs.  EAMS is under consideration for expansion to other divisions in the FDNY 
as a management tool.  In order to complete the project, in January 2006, the FDNY issued a 
purchase order for $48,542 to Global PTM, Inc., for product service, support, maintenance, and 
consultant services for EAMS. 

 
 

Objectives
 

The objectives of the audit were to evaluate the progress of the FDNY toward 
implementation of EAMS and to determine whether EAMS: 
 

• as a finished product, meets its overall goals as stated in the system justification; 
 

• meets initial business and system requirements of the FDNY; 
 

• allows for future enhancements and upgrades; 
 

• was developed using a formal system development methodology;  
 

• functions reliably, so that information recorded in the database is accurate and secure 
from unauthorized access; 

 
• was procured in accordance with City Charter provisions and PPB rules; and 
 
• has a disaster recovery plan, and whether this plan has been incorporated into the overall 

recovery plans of the FDNY. 
 
 
Scope and Methodology
 
 Our audit fieldwork was conducted from November 2005 through April 2006.  To 
achieve our audit objectives, we interviewed FDNY officials and conducted a system walk- 
through where we observed and evaluated EAMS’s functionality and system controls.  During 
the walk-through, validation mechanisms,1 error-isolation,2 and exception reporting3 features 
were tested. 
 

To evaluate whether EAMS meets FDNY business and system requirements, and FDNY 
compliance with applicable PPB rules, we reviewed system specification documents, project 
plans, user manuals, contracts, and purchase orders.  Fieldwork also included reviewing pertinent 

                                                 
1 System controls that evaluate input based on specified field requirements. 
2 This system control prevents users from entering invalid records into the database. 
3 A system feature that produces a list of reports that show the records that have not been accepted because 
of invalid data or other inconsistencies.  
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sections of the Fiscal Year 2003 and 2004 reports to management provided to the City by its 
external auditors—specifically those sections relating to the City’s internal controls. 
 

Comptroller’s Internal Control and Accountability Directive #18, “Guidelines for the 
Management, Protection and Control of Agency Information and Information Processing 
Systems,” the Department of Investigation “Citywide Information Security Policy,” and 
“Information Security Directive” were used as criteria for the audit.  Since the City has no stated 
formal system-development methodology, the National Institute of Standards and Technology 
Special Publication 500-223, A Framework for the Development and Assurance of High Integrity 
Software was consulted to assess whether FDNY followed a formal methodology. 

 
This audit was conducted in accordance with generally accepted government auditing 

standards (GAGAS) and included tests of the records and other auditing procedures considered 
necessary.  This audit was performed in accordance with the audit responsibilities of the City 
Comptroller, as set forth in Chapter 5, §93, of the New York City Charter. 
 
 
Discussion of Audit Results
 

The matters covered in this report were discussed with FDNY officials during and at the 
conclusion of this audit.  A preliminary draft report was sent to FDNY officials and was 
discussed at an exit conference held on May 23, 2006.  On May 26, 2006, we submitted a draft 
report to FDNY officials with a request for comments; we received FDNY’s response on June 
12, 2006.  
 
 The FDNY, in its response, agreed with our findings related to EAMS not being included 
in its information protection plan.  However, it stated that it “has extensive physical and 
information security measures in place for safeguarding the information processing environment 
agency-wide.”  Nonetheless, FDNY’s lack of formal plans or written policies for disaster 
recovery, information protection, logical or physical security or application change control 
specifically for EAMS increases the vulnerability of the system to unauthorized access, abuse, 
and theft of equipment.  Moreover, lack of such formal plans and policies increases the 
vulnerability of the loss of information to the BMD, which, as stated in the FDNY response, “is 
of a critical nature to the FDNY mission.”  The FDNY did not respond specifically to the three 
of the four recommendations made in this report. 

 
 The full text of the FDNY comments is included as an addendum to this report. 
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FINDINGS 
 

EAMS meets the overall asset and inventory management goals and the business and 
system requirements of the FDNY.  The design of EAMS also allows for future enhancement 
and upgrades.  A formal system methodology was agreed to by both the vendor, ICICI, and the 
FDNY, and was adhered to during the course of the system’s integration.  EAMS generally 
functions reliably, contains accurate information, and reasonable controls are in place to keep it 
secure from unauthorized access.  EAMS has been fully incorporated into the BMD processes.  
Therefore, implementation is considered complete, and the FDNY is in the process of fine-tuning 
the application.  EAMS was procured in accordance with the provisions of the City Charter and 
the PPB rules. 
 

However, EAMS has no formal disaster-recovery plan or written plans for information-
protection, logical or physical security, or for application-change control.  Officials of the FDNY 
believe that the work performed by the BMD is of a critical nature to the FDNY mission.  In that 
regard, the lack of these plans and policies increases the likelihood that the system will be 
vulnerable to unauthorized access, abuse, theft of equipment, and the loss of mission-critical 
information, especially in the case of a disaster. 
 

These matters are discussed in the following sections of this report. 
 
Business and System Requirements and Goals 

 
The overall goal of the FDNY as stated in the EAMS system justification was to re-

engineer its asset and inventory process.  The development and implementation of EAMS would 
maximize the efficiency and computerization of all internal processes of the purchasing, asset 
and inventory management controls, and audit procedures required by the City.  The general 
functions required by the FDNY were: 

 
1. asset management; 
2. project management; 
3. inventory management for parts, supplies and materials; 
4. work management for units performing service, maintenance, or repair functions—

inclusive of labor hours and costs for work completed by FDNY or contracted trade 
or service personnel; 

5. purchasing and budget maintenance including electronic purchasing processes; 
6. business rules: the ability to assign distribution or approval (work-flow) patterns to 

purchase orders, work requests, e-mail, and other electronic documents; 
7. management information and reporting in the form of statistical analysis of costs, 

work statistics, failure analysis, key performance indicators, and other typical 
management reports; 

8. electronic data collection, using bar-code or infrared scanning devices; and 
9. notification and alert capability, using e-mail, paging, and in-system messages, and 

interfacing with handheld computers. 
 

Our tests revealed that EAMS satisfies all of the aforementioned requirements. 
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However, we found that the FDNY did experience problems with its handheld devices. 

According to the FDNY officials, these problems have been resolved, and the handheld devices 
are expected to be redeployed by September 2006. 
 
 
Methodology and Implementation 

 
The FDNY and the vendor, ICICI, established a process by which the FDNY’s asset-

management needs would be evaluated and addressed.  Both entities agreed on a formal systems 
integration methodology to accomplish these goals.  This methodology was logical and included 
the following 12 milestones: 

 
• business-process analysis; 
• application selection; 
• EAM software procurement; 
• hardware/software implementation; 
• customizations and integration,; 
• data collection; 
• training; 
• completion and acceptance by the FDNY; 
• Go Live–Rollout4; 
• production implementation; 
• planning; 
• warranty and support. 

 
EAMS was implemented in phases beginning in May 2004, and was being used by the 

FDNY in all five boroughs by June 2004. 
 
 

Functionality, Enhancements, and Upgrades 
 
EAMS is an asset-management application that can be customized.  It contains numerous 

modules, which include assets, asset-hierarchy management, audit trails, commercial services, 
depreciation, key performance indicators, linear assets, messenger, Microsoft project 2003, 
preventative maintenance, usage monitoring, calibration, and advanced reporting.  The capability 
of EAMS is to address a range of needs for achieving a comprehensive asset-management 
system.  The FDNY purchased the following modules: asset management, materials 
management, inventory management, purchasing-and-receiving management, work 
management, inspection management, calibration management, project management, budget 

                                                 
4 This is the name of a project task that requires the vendor’s support team to be prepared for the official 
system launch. In addition, final data migration and knowledge transfer to FDNY personnel was to occur 
during this period. 
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management, reports, and GIS5 integration.  However, only assets management, work orders, 
materials, purchasing, projects, resources, and report management are currently being used. 

 
Enhancements to the system are possible, and the FDNY has made modifications to 

EAMS to further tailor the application to benefit its operations.  The FDNY upgraded the initial 
version of the application, which was version 7.6, to version 7.8.  However, FDNY officials told 
us they planned to upgrade to version 7.10 to further improve EAMS functionality and thus 
FDNY operations. 

 
 
Safeguarding the Information Processing Environment 

 
The FDNY has not established written policies and procedures to safeguard its 

information processing environment.  Specifically, the FDNY has no formal: information 
protection plan, disaster recovery plan, security policy, or application-change-control policy for 
the EAMS application.  Comptroller’s Directive #18 requires that policies and procedures be 
formalized and implemented by agencies to ensure that its information processing environment is 
properly protected.  Officials of the FDNY believe that the work performed by the BMD is of a 
critical nature to the FDNY mission.  In that regard, the lack of these plans and controls leaves the 
system vulnerable to unauthorized access, abuse, theft of equipment, and the loss of mission 
critical information, especially in the case of a disaster. 

 
Formal policies are useful for communicating management’s expectations, requirements, 

and vision for the agency or division.  They are needed to create the framework to which 
departmental procedures must align.  Without formal policies, goals can be misconstrued, 
resources misused, and effectiveness diminished. 
 

Information Protection Plan  
 
The FDNY has no documented information protection plan.  Comptroller’s Directive 

#18, §5, states: “The information protection plan establishes both broad general policies and the 
day to day internal controls, procedures and practices agencies must implement to safeguard the 
information processing environment . . . .The most effective plans are comprehensive, covering 
all aspects of the information processing environment and are in written form.  Written plans are 
necessary to facilitate dissemination, provide future reference, and document the agency’s 
efforts.”  With regard to EAMS, the FDNY has not formally specified the steps that it will take 
to minimize the vulnerabilities of the application and its component parts. 

 
 
Disaster Recovery Plan 
 
As previously stated, FDNY officials told us the work performed by the BMD is of a 

critical nature to the FDNY mission.  However, the FDNY has no documented business 
continuation-disaster recovery plan for EAMS.  A disaster-recovery plan would preserve access 
                                                 

5 GIS is an acronym for Geographic Information Systems ― which are applications that rely on geographic 
data as references for the collection, control, monitoring or dispersal of information. 
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to and availability for this application in the event of a disaster.  Comptroller’s Directive #18, 
§10, states: “A formal plan for the recovery of agency operations and the continuation of 
business after a disruption due to a major loss of computer processing ability is an important part 
of the information protection plan.”  Without a disaster recovery plan for EAMS, the FDNY is 
vulnerable to the loss of mission critical information in the event of a disaster. 

 
Security Policies 
 
The FDNY does not have a formal security plan for the EAMS.  In that regard, it lacks 

written physical or logical procedures to protect the information processing environment of 
EAMS.  The system is accessible by field workers through handheld scanners and by their 
supervisors through laptop computers.  However, the FDNY has not established a formal policy 
dictating the controls in place to safeguard these assets as well as to safeguard the system from 
unauthorized access.  Therefore, the handheld scanners and the laptop computers may be 
susceptible to theft, and the system susceptible to unauthorized access to critical information. 

 
Comptroller’s Directive #18, §8, states: “Controls . . . ensure that every transaction 

entering the information processing environment is authorized, recorded, and processed 
completely and accurately, protected from physical loss, theft or unauthorized manipulation and 
that the data file integrity is preserved.”  In addition, §7 states: “Physical security encompasses 
safeguarding not only computer facilities and general work areas, but also includes areas where 
essential support equipment . . .  are housed.  Physical controls constitute the first level of 
defense in the information processing environment.” 

 
Application Change Control 
 
The FDNY has no formal change-control procedures for EAMS.  However, officials of 

the FDNY stated that the agency is “in the process of developing formal change-control policies 
and procedures.”  At present, changes are prioritized according to the source of the request.  The 
system administrator is currently responsible for receiving, evaluating, approving, developing, 
and implementing user requests.  If EAMS is expanded, as envisioned, the ability of the FDNY 
to adequately and efficiently respond to the need for changes to EAMS may be challenged under 
the current system. 

 
Comptroller’s Directive #18, §9.3, states: “A change control policy is necessary to insure 

that only appropriate, authorized changes are made to application and system software. . . . Close 
controls over software changes are essential to maintain continuity and reliability.” 
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RECOMMENDATIONS 

 
The FDNY should: 
 
1. Assess EAMS’s vulnerabilities and create a formal information protection plan to 

minimize the risks of exploitation of those vulnerabilities in accordance with 
Comptroller’s Directive #18 requirements. 

 
FDNY Response: “FDNY has extensive physical and information security measures in 
places for safeguarding the information processing environment agency-wide but they are 
not specific to EAMS.” 
 
Auditor Comment: FDNY, in its response, discusses the procedures currently in place for 
the information processing environment agency-wide.  However, FDNY’s procedures do 
not comply with Comptroller’s Directive #18, §5.2, “Information Protection Plan 
Organization and Content,” sub-section §5.2.1, “Plan Organization,” which states:  
 

“An effective information protection plan's organization: (1) clearly 
identifies the data, information, systems, software and equipment that 
comprise the agency's information-processing environment; (2) shows the 
result of the agency’s assessment of the risks and vulnerabilities for the 
items in (1); and (3) enumerates the control activities and procedures that 
the agency has in place or must implement to protect against the risks and 
vulnerabilities.”   
 

Further, §5.2.2, “Plan Content,” states:  
 

“The key elements of a comprehensive information protection plan 
include: (1) a general policy statement that emphasizes the agency's 
commitment to its information protection program and is a clear 
declaration of the agency's information protection goals and general 
course of action; (2) a statement of its scope and purpose; (3) 
identification of the facilities, systems, and personnel to whom it applies; 
(4) a discussion of the importance of information security and how it 
supports the organization’s overall goals and responsibilities; (5) a 
description of the objectives of information security and the methods for 
achieving it; and (6) definitions of violations and penalties for 
noncompliance.”  
 

Therefore, we feel that FDNY should address the concerns raised by our recommendation 
and create a formal information plan that addresses the aforementioned items. Further, 
this information plan should be disseminated throughout the agency.  
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2. Create a formal disaster-recovery business continuation plan for EAMS in accordance 
with Comptroller’s Directive #18 requirements, and periodically test the effectiveness 
of the plan. 

 
FDNY Response: “Although the FDNY does not have a designated off-site recovery 
location, disaster recovery processes are in place in the form of primary and fail-over 
servers along with data backups to tapes. These tapes are stored off-site at a secure 
records storage center. 
 
“A Supplemental Budget request (Capital and OTPS) was submitted to OMB in January 
2006 for a complete Disaster Recovery Solution. The purpose of this request was to 
improve protection of all FDNY Information Technology resources in the form of off-site 
resiliency and business continuity. The total cost for FY ’07 was in the amount of 
$2,386,406 with recurring yearly cost for support and maintenance of $658,000. This 
request is still pending and awaiting decision from OMB.” 

 
Auditor Comment: The FDNY, in its response, discusses some elements of its disaster-
recovery procedures it currently has in place for the information processing environment 
agency-wide; however, it does not address the recommendation, which is specific to 
EAMS.  However, FDNY indicates in its response that a “complete Disaster Recovery 
Solution” was submitted to OMB in January 2006 and is awaiting OMB’s decision, 
which implies that its current plan has issues that need to be addressed.  We reiterate our 
recommendation and further recommend that the FDNY contact OMB immediately and 
resolve this issue. 
 

 
3. Create a formal security policy that addresses physical and logical security; outlines 

the agency’s requirements and methods to maintain control over its information 
resources; and states the responsibilities of each user to comply with the established 
procedures—all in accordance with Comptroller’s Directive #18 standards. 

 
FDNY Response: FDNY, in its response, discusses some procedures it currently has in 
place to safeguard the laptops and handheld scanners in use by the system; further the 
FDNY states that “no critical data” is stored on these devices, although it states that 
“technology is being acquired to send a ‘poison pill’ that would wipe all data from 
devices designated as ‘stolen or lost.’” However, the FDNY does state that: “The formal 
guidelines for the use of laptops and PDAs are formalized in a number of documents, but 
not compiled into a document specific to EAMS.”  
 
Auditor Comment: If, as stated by the FDNY, “the work performed by the BMD is of a 
critical nature to the FDNY mission,” it is difficult to imagine that no critical data is 
stored on these devices. Indeed, if the devices contain no critical data, we question 
FDNY’s need to acquire the technology to send a poison pill to prevent data from being 
stolen.  In addition, the FDNY agrees that formal guidelines are “not compiled into a 
document specific to EAMS.”  
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4. Create a formal change-control policy for EAMS according to Comptroller’s 

Directive #18 requirements. 
 

FDNY Response: “FDNY is currently in the process of developing a change 
management system which will result in formalized change management policies and 
procedures. Funding has been approved in June 2006 and Phase One is expected to be 
completed in September 2006.” 
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