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To the Citizens of the City of New York 
 
 
Ladies and Gentlemen: 
 
Pursuant to Chapter 5, Section 93 of the New York City Charter, we performed an audit on the 
development and implementation of the Paperless Office System by the Human Resources 
Administration. The results of our audit, which are presented in this report, have been discussed 
with agency officials, and their comments have been considered in preparing this report. 
 
Audits such as this provide a means of ensuring that City agencies are developing computer 
applications in an efficient, timely and cost-effective manner.   
 
I trust that this report contains information that is of interest to you. If you have any questions 
concerning this report, please contact my audit bureau at 212-669-3747 or e-mail us at 
audit@Comptroller.nyc.gov. 
 
 
Very truly yours, 
 

 
 
William C. Thompson, Jr. 
 
WCT/gr 
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AUDIT REPORT IN BRIEF 
 

We performed an audit on the development and implementation on the Paperless Office 
System (POS) by the Human Resources Administration (HRA). The goal of the system was to 
act as a single data entry point for several Department programs, and to automate the process of 
determining and re-certifying public assistance eligibility.  
 
Audit Findings and Conclusions 
 

Despite following formal systems development methodologies and spending more than $47 
million on system design and development, POS, which according to the Fiscal Year 1996 Mayor’s 
Management Report (MMR) was to be implemented citywide by April 1998, is not complete and 
does not meet the Department’s initial business and operating requirements.  In addition, while we 
found that POS’ design allows for future enhancements and upgrades we could not determine 
whether POS, as a finished product, meets the overall goals stated in the system justification 
description because, as stated, the system is not complete.  
 

Furthermore, the Department’s disaster recovery plan is inadequate to ensure that critical 
agency operations can be restored in the event of a disaster and POS has not been incorporated 
into such a plan.  Moreover, although we determined that 22 consulting contracts were 
appropriately procured, we could not determine whether six contracts were procured in 
accordance with applicable City Charter provisions and PPB rules.  As previously stated as a 
scope limitation, the Department did not provide us with complete documentation of all POS 
contracts—some Department files were missing, others had incomplete information about the 
manner in which the contract was procured.  

 
Finally, our survey of POS users disclosed that 76 percent would like to see changes 

made to POS to improve response time, reporting, and data accuracy; the Department lacks 
written policies and procedures to ensure that POS user accounts are adequately controlled; and 
the information presented about POS to the public in the MMRs that were reviewed gave the 
false impression that POS development was progressing smoothly. 
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Audit Recommendations 
 
To address these issues we recommend that HRA should: 

 
• Complete and make operational all missing functional items including all computer 

links identified in this report.   
 

• Enhance the system to include various information such as testing results, user-
acceptance certificates and corresponding acceptance criteria, and a complete project 
management log. 

 
• Successfully complete testing before implementing all subsequent portions of the 

system.  
 

• Employ an independent quality-assurance consultant to oversee and monitor the entire 
development process from its inception.   

 
• Maintain complete documentation related to all contracts including pre-solicitation 

reviews, contract specifications, source-selection criteria and evaluations, price-cost 
analyses, bids and proposals, Vendex questionnaires, recommendation for awards, 
contract registrations, in accordance with PPB rules. 

 
• Establish a comprehensive agency-wide disaster recovery plan in accordance with 

applicable provisions of Directive 18 and incorporate POS into the plan. 
 
• Ensure that the user concerns identified in the report are addressed.  In this regard, the 

Department should work towards shortening system response times, increasing 
application availability, standardizing screens and modes of completing action, 
isolating errors, improving handling of reported problems by the help desk, and 
providing more frequent training. 

 
• Develop written policies and procedures for tracking system users and terminating 

inactive user-IDs.  In addition, the Department should periodically review the status 
of inactive user accounts and terminate access, where appropriate. 

 
• Ensure that it provides complete and reliable information to the Mayor’s Office of 

Operations for inclusion in the MMR. 
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INTRODUCTION 
 
Background 
 

The Human Resources Administration (Department) helps individuals and families achieve 
their highest level of self-reliance.  The Department provides income support and social services to 
the City’s needy residents by managing entitlement programs such as income support, food stamps, 
and medical assistance.  In 1993 the Department reviewed its benefit application process and found 
it labor-intensive, inefficient, and error-prone.  To address these problems and to prepare for an 
anticipated increase in service demand the Department decided to develop the Paperless Office 
System (POS). 

 
 POS was intended to serve as a single data entry point for several Department programs, 

and to automate the process of determining and re-certifying public assistance eligibility.  This was 
to be accomplished by integrating direct data entry and image processing, workflow management, 
decision-support software, and communications links to the New York State Welfare Management 
System and other databases.1  POS’ specific objectives were to electronically verify applicant 
eligibility data; significantly reduce the number of fraudulent claims and fair hearing losses; 
improve eligibility worker productivity and client service; and promote accountability and 
responsive case management.  

 
Department officials consider POS to be critical to their mission, and have asserted that 

more than $47 million has been expended for its development.  According to the 1996 Mayor’s 
Management Report, the Department stated that “citywide implementation of the system will begin 
in February 1997 and be completed in April 1998.”  The Department initially planned to develop 
POS in conjunction with New York State.2  However, in 1996, responsibility for development was 
transferred solely to the Department after the State decided to discontinue its involvement.  In April 
1997, POS’ scope was extended to include functions used at Department Job Centers.  POS was 
introduced as a pilot program at the Melrose Income Support Center in July 1997 and in March 
1999, at the Hamilton Center.  It is currently implemented at 31 of the Department’s offices. 
 
Objectives 
 

The objectives of the audit were to determine whether POS: 
 

• was designed and developed by following a formal systems development methodology; 
 

• meets the Department’s initial business and operating requirements; 
 

• as a finished product meets the overall goals stated in the system’s justification 
description; 

 
                                                 

1POS was specifically designed to interact with New York State's Welfare Management System.  
 

2The City and State have traditionally cooperated on social service matters since more than 70 percent of the 
State’s public assistance cases come from the City.  The system is considered to be interim and will eventually 
be replaced by the State’s Human Services Modernization System.  
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• was designed to allow for future enhancements and upgrades; 
 

• was procured in accordance with City Charter provisions and Procurement Policy Board 
(PPB) Rules; and 

 
• has been incorporated into the Department’s disaster recovery plan. 

 
Scope and Methodology 
 

We conducted fieldwork between September 2003 and October 2004.  To achieve our 
audit objectives, we interviewed Department officials, reviewed and analyzed system-related 
documentation, project plans and timelines, user manual, contracts, system assessments, and 
applicable environmental policies, standards, and procedures.  We reviewed Department 
compliance with applicable PPB Rules.  We also conducted walk-throughs at a Department work 
site that was not utilizing the system, and at 10 work sites at which the system was in use.  In 
addition, we reviewed and analyzed the following documents: 
 

• Advanced Planning Document for the New York City Human Resources 
Administration Paperless Office System, HRA 3000 dated July 31, 1996; 

 
• Technical Assessment of the Paperless Office System, prepared by Gartner 

Consulting, dated December 8, 1999; 
 

• POS System Development Methodology and Standards; 
 

• POS/Melrose Scope of Functionality, Attachment A, in the  July 1999 Memorandum 
of Agreement; 

 
• Business Case for the Ladder to Success/Paperless Office System; 

 
• Mayor’s Management Reports  from 1995 through the present; 

 
We used Comptroller’s Internal Control and Accountability Directive 18, Guidelines for 

the Management, Protection and Control of Agency Information and Information Processing 
Systems (Directive 18), and applicable City Charter and PPB rules as criteria for this audit.  Since 
the City has no stated formal system-development methodology, we used the National Institute 
of Standards and Technology Special Publication 500-223, A Framework for the Development 
and Assurance of High Integrity Software, to assess whether the Department followed a formal 
methodology. 

 
Finally, we conducted a user satisfaction survey, the purpose of which was to determine 

whether users are satisfied with POS, whether they have been appropriately trained in its use, and 
what changes they would like made to the system.  We sent our survey to a random selection of 200 
of the 3,112 system users—95 users responded.  Our survey was not designed to project its results 
to all POS users; however, we believe that the results provide a reasonable basis to assess user 
satisfaction. 
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This audit was conducted in accordance with generally accepted government auditing 
standards (GAGAS) and included tests of the records and other auditing procedures considered 
necessary.  This audit was performed in accordance with the audit responsibilities of the City 
Comptroller, as set forth in Chapter 5, § 93, of the New York City Charter. 
 

Scope Limitation 
 

Despite repeated requests, the Department did not provide us with complete 
documentation of POS contracts.  Although we were able to independently locate some of this 
documentation, we cannot be reasonably assured of having obtained all POS contracts.  
Consequently, we could not adequately fulfill one of our audit objectives, which was to 
determine whether the Department procured POS in accordance with applicable City Charter 
provisions and PPB Rules.  These issues are fully disclosed in the Findings section of this report. 
 
Discussion of Audit Results 
 
 The matters covered in this report were discussed with Department officials during and at 
the conclusion of this audit.  A preliminary draft report was sent to Department officials and 
discussed at an exit conference held on January 26, 2005.  On February 24, 2005, we submitted a 
draft report to Department officials with a request for comments.  We received a written response 
from Department officials on March 24, 2005. 
 

In its response the Department stated: “While HRA has afforded the auditors every 
opportunity to understand, clarify and put into context the information in their examination the 
findings in the resulting draft report do not reflect our discussions.”  Also, according to the 
response, “several of the findings imply current day deficiencies that are not accurate.”  
 
 The Department’s specific comments about our findings and our rebuttals are contained in 
the relevant sections of this report.   However, as a general comment to the Department’s response, 
we note that its sweeping rejection of our audit findings is not substantiated by our review and 
analysis of the documentation provided by the Department.  Moreover, while the Department’s 
response implies that this project was a success, the fact remains that the City has invested more 
than $47 million on a system that is still in development seven years after its scheduled completion 
date.  

 
The full text of the Department’s response is included as an addendum to this report. 

 
 
 

FINDINGS AND RECOMMENDATIONS 
 

Despite following formal systems development methodologies and spending more than $47 
million on system design and development, POS, which according to the Fiscal Year 1996 Mayor’s 
Management Report (MMR) was to be implemented citywide by April 1998, is not complete and 
does not meet the Department’s initial business and operating requirements.  In addition, while we 
found that POS’ design allows for future enhancements and upgrades we could not determine 
whether POS, as a finished product, meets the overall goals stated in the system justification 
description because, as stated, the system is not complete.  
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Furthermore, the Department’s disaster recovery plan is inadequate to ensure that critical 
agency operations can be restored in the event of a disaster and POS has not been incorporated 
into such a plan.  Moreover, although we determined that 22 consulting contracts were 
appropriately procured, we could not determine whether six contracts were procured in 
accordance with applicable City Charter provisions and PPB rules.  As previously stated as a 
scope limitation, the Department did not provide us with complete documentation of all POS 
contracts—some Department files were missing, others had incomplete information about the 
manner in which the contract was procured.  

 
Finally, our survey of POS users disclosed that 76 percent would like to see changes 

made to POS to improve response time, reporting, and data accuracy; the Department lacks 
written policies and procedures to ensure that POS user accounts are adequately controlled; and 
the information presented about POS to the public in the MMRs that were reviewed gave the 
false impression that POS development was progressing smoothly. 
 

These issues are discussed in the following sections of the report. 
 
Deficiencies in System Development  
 

Despite having followed acceptable system development methodologies, decisions made 
by the Department caused project delays, which resulted in the system not being complete to 
date.  Specifically, 24 of 106 system functions are not operational (see Appendix for a list of 
operational and non-operational system functions).  The delays are directly attributable to the 
Department’s decision not to employ a quality assurance consultant at the start of the project; not 
to assign a full-time manager to the project until one year after the Department first recognized 
the need for a full-time manager; and, to change the system development methodology it was 
following during the 3rd quarter of 1998––at least two years after the advanced planning 
document for the system was prepared. 

 
HRA Response: “We agree that all acceptable system development methodologies were 
followed, but disagree that POS is incomplete because 24 of the 106 system functions are 
not operational. The auditors made a determination of system completeness by using a 
listing of functions from a Memorandum on Understanding (MOU) document executed on 
July 19, 1999. Specifically, of the functions marked incomplete, four have been completed 
but not marked as such by the auditors, or were category headings that were incorrectly 
counted as incomplete functions.  In addition 15 functions were removed from the project 
scope because of policy changes or program decisions to reprioritize functionalities.” 

 
“Two of the items listed as incomplete have nothing to do with the system development 
delays. The access to the three external databases can only be achieved if the other Agencies 
are willing to sign MOUs giving HRA access to their data. We will continue to negotiate 
these MOUs. The preparation of ‘E’ checks for the Distribution and Collections module was 
removed from the scope. Consequently, the assertion in the audit report that POS’ 
incompleteness is due to HRA’s quality assurance decisions, project management and mid-
project changes to system development methodology, when only 5 of 106 listed 
functionalities were incomplete is unbalanced.” 
 
Auditor Comment:  In response to our inquires during audit work, Department officials 
confirmed the validity of the Memorandum of Understanding as the source document for 



 

         Office of New York City Comptroller William C. Thompson, Jr. 7 

stipulating system functions.  We assert that the Department’s decision to remove 15 
functions from the project’s scope—without revising the terms of the contract—is 
tantamount to the functions’ not being operational.  Moreover, two of the items that we 
maintain are not completed (i.e., “forwarding of electronic grant authorization” and 
“HPD and NYCHA file matches”), are listed in documentation contained in the 
Department’s files as being only “partially completed” and therefore not operational.  In 
addition, our review of documentation indicates that the function for “automated 
preparation of ‘E’ checks” was not removed from the project scope as the Department 
contends.  Insofar as access to external agency databases is concerned, we note that 
although the project commenced nine years ago, HRA has still not negotiated agreements 
with the appropriate agencies to enable this item to be completed.  Finally, HRA fails to 
point out that four items (i.e., earned income cases, unearned income cases, MAPPER, 
and NYCWAY results, and the ability to produce deferral documents) were not 
completed until after our audit work concluded. 
 
 
Quality Assurance Consultant Not Engaged at Start of Project 
 
Directive #18 states that agencies should, “for very large and/or highly critical projects, 

engage an independent quality assurance consultant to assist the agency monitor and review the 
work of the development and integration team.”  However, although the State’s Family 
Independence Administration provided some early quality assurance consulting to the project, the 
Department did not engage a quality assurance consultant until April 1999, and that consultant—the 
Gartner Group—was only to perform limited quality assurance reviews of the system. The Gartner 
Group issued a Technical Assessment of the Paperless Office System in December 1999; however, 
Department files did not contain any evidence that subsequent quality assurance reviews were 
performed.  Obviously, the intent of Directive 18 is for continuous quality assurance since the 
development of such mission critical systems is expensive, time consuming, and resource intensive. 

 
HRA Response: “We disagree with this finding. Directive #18 is a guideline, which 
provides an overview of tools and techniques for the management of information 
processing systems. It does not mandate any specific tool such as an outside quality 
assurance consultant. Further, Directive # 18 did not include the requirement for a quality 
assurance consultant until it was revised as of June 29, 1998. This is well after the 
inception of the POS project. The auditor is attempting to hold HRA accountable for 
complying with a standard retroactively.  HRA has employed and continues to employ a 
number of quality assurance methodologies in POS including but not limited to the 
separation of functions between the user, the design team, the development team, and the 
test team; the separation of systems environments including production and testing; the 
documentation of the changes to the production environment in PETS (POS 
Enhancement Tracking System) and the biweekly Prioritization Meetings between MIS 
and the program staff to oversee and monitor the entire development and production 
migration process.” 
 
Auditor Comment:  The Department is correct in asserting that Directive 18’s quality 
assurance provisions did not become effective until after the inception of the POS project.  
However, it has long been industry practice for projects of this type to be overseen by 
quality assurance consultants. In fact in 1989, KPMG, the City’s external auditor, 
recommended that the City establish a quality assurance group to oversee system 
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development projects.   In any event, the Department should have employed a quality 
assurance consultant when it procured additional POS contracts after the current 
Directive was issued to ensure that technical requirements and specifications were 
necessary, accurate, and complete and a more timely completion of this very costly 
project.     
 
 
Full-Time Project Manager Not Employed at Start of Project 
 
The Department did not assign a full-time manager to the project until October 1997, one 

year after it recognized the need for such a full-time manager.  Then, this manager was replaced 
after 18 months.  Directive 18 states that using “an experienced project manager to oversee and 
coordinate the process” can help agencies ensure that their system development projects are 
successfully completed.  The Department’s development files did not include system testing 
results, user-acceptance certificates and corresponding acceptance criteria, and a complete 
project management log.  Moreover, the project management log shows that significant portions 
of the system were implemented before testing was successfully completed.  Had a 
knowledgeable full-time manager been assigned to the project since the first day of development, 
these critical items would most likely not be missing from the files and the project would be 
further along toward completion. 

 
HRA Response: “We disagree with this finding. POS has always had an identified full 
time project manager.  Due to changes in personnel, more than one individual has served 
in this function.  
 
“POS was initiated by the Mayor’s Office of Operation (MOO) in 1995. The project was 
jointly managed by Tyra Liebmann from (MOO) and Dennis Fecci from HRA/FIA. Early 
in 1996 programming began on a proof of concept (POC). This was completed by the end 
of that year. 
 
“A Value Engineering (VE) study was conducted by OMB in early 1997. One of the 
major recommendations of this study was that a full-time project manager be hired to run 
the project with no other distracting responsibilities.  In the Summer of 1997 Dennis 
Fecci became the Deputy Commissioner for MIS. He took the POS project with him, and 
POS became an official HRA/MIS project. MOO ceased to be involved in project 
management. Late in 1997 Anna Stern was hired by Dennis Fecci, reporting directly to 
him, to be the POS project manager. She continued in this capacity until the end of 1998 
when she took another assignment. She was replaced by Amy Petersen, who ran the 
project until the Fall of 2000. At that time Mickey Giambattista took over the assignment 
until his retirement at the end of February. POS is currently managed by Al Zeltman of 
MIS. 
 
“As described earlier, system testing and user acceptance records are included in PETS 
which has been in place since 1998.” 
 
Auditor Comment: The Department’s response appears to corroborate rather than negate 
our finding that a full-time project manager was not assigned to the project from its 
inception.  Clearly, the Department’s citation of a 1997 value engineering study, which 
recommended the employment of a full-time project manager “with no other distracting 
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responsibilities” contradicts the Department’s assertion that “POS has always had an 
identified full time project manager.”  Dennis Fecci, whom the Department contends was 
a joint manager of the project before 1997, had in fact requested that the Department 
employ a full-time project manager.  However, the Department rejected this request in 
October 1996. 
 
 
Change in System Development Methodology 
 
The problems encountered in developing the system were exacerbated by the 

Department’s decision to change system development methodologies in mid-stream.  While both 
methodologies are acceptable, changing from an “intensive cyclical prototyping process,” which 
relies on client participation to a more “structured and traditional methodology” in which 
software is developed in accordance with standard specifications, resulted in certain client needs 
being neglected, as indicated by the results of our user survey.  There was nothing in the 
Department’s files documenting the rationale or the justification for this change. 
 

HRA Response: “We disagree with this finding. The users who responded to this simple 
questionnaire, 2% of the population or 76 of circa 3,000 users, do not reflect overall user 
satisfaction for POS and therefore should not have been used to draw or support any 
overall conclusions regarding the system satisfaction or deficiency. Further the auditors 
report confirms that each methodology used is acceptable. Therefore, the audit 
implication that the development team stopped relying on client participation which 
‘resulted in certain client needs being neglected’ is incorrect. The team conducts 
numerous periodic forums in which the FIA management provides feedback on POS.” 

 
Auditor Comment:  Nearly half of the 95 users that responded to our survey were 
Department case managers as well as a director, all of whom reported problems with the 
system.  Surely this population of users has significant familiarity with the system’s 
strengths and weaknesses.  Therefore, we maintain that their responses are a valid basis 
from which to draw our conclusions about the system’s performance. 
 
Finally, Department officials apparently misunderstood our finding that problems in 
system development resulted from the change in methodologies—and not from the 
specific methodologies themselves.  
 

 
Recommendations 
 
To ensure that the system meets the Department’s business and operating needs, the 

Department should: 
 

1. Complete and make operational all missing functional items including all computer 
links identified in this report.   

 
HRA Response: “We disagree with this recommendation.  As previously stated in our 
response to Finding #1 above, many of the functions identified as missing have either 
been implemented or removed from the project scope. The development priorities of POS 
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continue to be set by feedback from the executive staff responsible for managing the 
programs that are supported by POS. 
 
“As for the computer links, HRA will continue to negotiate with the Department of 
Education, the Department of Motor Vehicles, the NYC Housing Authority and the 
Housing Preservation and Development to develop MOUs that will establish linkages to 
their databases.” 

 
Auditor Comment:  As previously discussed, we are pleased that the Department has 
finally completed four of the 24 unfinished POS functions.  However, the Department 
must make operational the five functional items that it acknowledges are still incomplete. 
Moreover, Department’s elimination of 15 items (representing 14 percent of the items 
listed in the original scope of work) without any corresponding reductions in the contract 
amounts further leads us to question the management of this project and the costs 
associated with this very expensive system.  

 
2. Enhance the system to include various information such as testing results, user-

acceptance certificates and corresponding acceptance criteria, and a complete project 
management log. 

 
HRA Response: “We agree with this recommendation. Testing results and corresponding 
acceptance criteria are currently incorporated in PETS.” 

 
 

3. Successfully complete testing before implementing all subsequent portions of the 
system.  

 
HRA Response: “We agree with this recommendation. Testing results and corresponding 
acceptance criteria are currently incorporated in PETS.” 
 
 
To ensure that the problems identified in this report are corrected and do not beset future 

development projects, the Department should: 
 
4. Employ an independent quality-assurance consultant to oversee and monitor the entire 

development process from its inception.   
 
HRA Response: “While we agree to follow Directive #18 when developing future 
projects, we disagree that the development of POS was beset by many of the problems 
identified in this report.” 
 
 

System Procurement 
 
The Department stated that it expended approximately $47 million on POS’ 

development—$26 million on 11 consulting contracts, $14 million for personal services of 
Department personnel, and $7 million on system hardware.  We found 17 other contracts totaling 
$15.9 million where the Department spent money on POS development.  However, since these 
other contracts also included other system development projects and did not break out costs by 
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project, we could not ascertain the amounts directly attributable to POS.  In addition, although 
we found these 17 contracts independently, we cannot be reasonably assured of having obtained 
all contracts related to POS development.  For these reasons we cannot determine the total 
amount that the Department has expended on POS development.   

 
Although we determined that five of the 11 consulting contracts and all of the 17 other 

contracts were appropriately procured, the procurement files for the remaining six contracts were 
missing documentation that we needed to evaluate whether the purchases conformed with 
applicable City Charter provisions and PPB Rules.  The missing documentation included pre-
solicitation reviews, specifications, contracts, and Vendex questionnaires.  The lack of this 
documentation means that we cannot fully determine whether these contracts were properly 
awarded on a competitive basis, and whether City funds were appropriately expended.   
 

HRA Response: “We disagree with this finding. HRA provided the information 
requested by the auditors on POS costs and contracts related to POS development.  HRA 
reviewed the 17 additional consultant contracts that the auditors identified as being 
related to POS development and found that most of the contracts broke out costs by 
project. We also found that most of these contracts are not for development staff, but 
primarily for LAN/WAN staff as well as trainer and testing staff.  Of these 17 contracts, 
only one, for Energetica totaling $260,820, is for a POS developer.  
 
“In addition, the auditors reviewed the files of the six contracts that they had stated did 
not contain certain documents on February 4, 2005. They concluded that these files were 
complete and appropriate. Consequently, the finding is incorrect.” 

 
Auditor Comment:  The Department has not provided any documentation to support its 
contention that only one of the 17 additional contracts identified by the auditors pertains 
to POS.  Moreover, we continue to maintain that the additional contracts contain costs for 
items that are integral to POS development such as local and wide area network 
components, testing, and training.  As stated in the report, since these contracts included 
POS as well as other  system development projects  and did not break out costs by 
project, we could not  ascertain the amounts directly attributable to POS.  Therefore, we 
still cannot determine  the total amount that the Department has expended on POS 
development.   
 
In addition, contrary to the Department’s response, the files for the six contracts lacked 
important documentation, including pre-solicitation reviews, solicitations, contracts, and 
Vendex questionnaires. None of these documents was provided at the exit conference or 
with the Department’s response.   Consequently, we remain unable to ascertain whether 
the Department followed City procurement rules when it awarded these contracts.      
 
  
Recommendation 

 
5. The Department should maintain complete documentation related to all contracts 

including pre-solicitation reviews, contract specifications, source-selection criteria 
and evaluations, price-cost analyses, bids and proposals, Vendex questionnaires, 
recommendation for awards, and contract registrations, in accordance with PPB rules. 
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HRA Response: “As stated above, HRA’s contract files are complete and appropriate. 
 

 
Inadequate Disaster Recovery Plan 
   

The Department’s overall disaster recovery plan is not adequate to ensure that critical 
agency operations can be restored in the event of a disaster; and it lacks various components 
stipulated in Directive 18, §10.3.  Specifically, the plan does not describe the steps the agency will 
take to determine whether an event warrants plan invocation, the details about assigning 
responsibilities to necessary parties, and a listing of priorities for reinstating the system.  Directive 
18, § 10.0, states that: “A formal plan for the recovery of agency operations and the continuation of 
business after a disruption due to a major loss of computer processing capability is an important part 
of the information protection plan.”  In addition, Directive 18 states that “periodic reviews and 
updates are necessary to insure that the business recovery plan remains current.  A comprehensive 
test should be conducted annually.”   In addition, the Department has not incorporated POS into its 
overall disaster recovery plan.  

 
As early as December 1999, the Department was advised that it needed to develop disaster 

recovery plans for POS by the Gartner Group, a vendor contracted by the Department to assess 
system technology, architecture, design, and implementation.  The lack of a comprehensive disaster 
recovery plan is critical, since the Department’s ability to effectively provide services to the public 
is heavily dependent on a functioning system.  The Department ignored Directive 18, §10.6, which 
states that “disaster recovery is an integral part of the overall plan when designing, specifying, and 
implementing new computer systems” when it developed POS. 

 
HRA Response: “HRA disagrees that it’s disaster recovery plan is inadequate to ensure that 
critical computer operations can be restored in the event of a disaster and that it ignored 
Directive 18, 10.6 which states that ‘disaster recovery is an integral part of the overall plan 
when designing, specifying, and implementing new computer systems.’ The POS 
application was designed with recovery as a priority as evidenced by the replication of data 
in two locations, one on the local server the other on the core server. Further, HRA has 
demonstrated that it has effective and efficient recovery plans for POS and other critical 
systems throughout the agency . . . 
  
“In our continuing efforts to improve, we have been installing the Veritas suite of backup 
and recovery software at all POS sites. Once fully implemented, this software will further 
enhance HRA’s disaster recovery plan.” 
 
Auditor Comment:  While the Department’s response provides details about its disaster 
recovery plan, the response fails to address the report’s finding that the plan lacks items 
required by Directive 18.  Some of these items include the specific conditions that need to 
exist to declare an event a disaster, details about assigning responsibilities to necessary 
parties, and a list of priorities for reinstating the Department’s numerous system 
applications.  These items are critical for ensuring that the system can be restored in the 
event of a disaster.  
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Recommendation 
 
6. The Department should establish a comprehensive agency-wide disaster recovery plan 

in accordance with applicable provisions of Directive 18 and incorporate POS into the 
plan. 

 
 

HRA Response: “We partially agree with this recommendation. HRA views the disaster 
recovery capability of its critical applications as a very serious matter and integral 
component of all systems. As previously stated we will improve our existing plan with 
the implementation of the Veritas suite of backup and recovery software.” 

 
Other Issues 
 
User Satisfaction Survey 
Problems with System Performance  
 

Many users are unsatisfied with the system’s performance.  We found that 76 percent of 
users who responded to our survey would like to see changes made to the system.  Some of these 
changes include: faster response times, increased application availability, standardization of 
screens and modes of completing action, isolation of errors, better handling of reported problems 
to the helpdesk, and more frequent training in system use, as shown in the table below. 

 
System Problems and Their Effects on Users  

 
Percent Reported Problem Effect 

25 System unavailability (downtime) Users cannot access system. 
45 Inadequate response times Hinders user progress. 
80 Response time prevents transaction completion User work is delayed. 
36 Incomplete transactions occur often User must resubmit transactions. 
55 System contains errors or duplications System information becomes unreliable. 
42 Insufficient reporting features Reports do not easily reflect desired information.
31 Lack of sufficient training Users not prepared to operate the system. 
32 No access to a user manual Users have no reference for common questions. 
76 Would like to see changes Users are not satisfied. 

 
 
HRA Response: “We disagree with this finding. The users who responded to this simple 
questionnaire, 2% of the population or 76 of circa 3,000 users, may not reflect overall 
user satisfaction for POS and therefore should not have been used to draw or support any 
overall conclusions regarding the system satisfaction or deficiency.  Further the auditors 
report confirms that each methodology used is acceptable. Therefore, the audit 
implication that the development team stopped relying on client participation which 
‘resulted in certain client needs being neglected’ is incorrect. The team conducts 
numerous periodic forums in which the FIA management provides feedback on POS.” 

 
Auditor Comment:  As noted previously, nearly half of the 95 users who responded to 
our survey were Department case managers as well as a director––a population of users 
that has significant familiarity with the system’s strengths and weaknesses. Given the fact 
that our survey indicated a large degree of user dissatisfaction, we question the 
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effectiveness of the Department’s approach of obtaining feedback exclusively from FIA 
management.  

 
Recommendation 

 
7. The Department should ensure that the user concerns identified in the report are 

addressed.  In this regard, the Department should work towards shortening system 
response times, increasing application availability, standardizing screens and modes 
of completing action, isolating errors, improving handling of reported problems by 
the help desk, and providing more frequent training. 

 
HRA Response: “We agree that users’ concerns are to be taken into consideration in the 
ongoing modification of the system. Several of the concerns raised in the survey had been 
addressed previously . . .”  
 

User Accounts Not Adequately Controlled 
 

The Department does not have written policies and procedures in place to ensure that user 
accounts are adequately controlled.  We found that on the Department’s list of 3,112 user-IDs, 
there were 244 duplicate user-IDs, 12 IDs had no associated user name, and one ID had been 
assigned four users.  In addition, 643 users had not accessed the system in more than 90 days—
451 of these users had not accessed the system in more than 180 days.  Finally, 44 of the listed 
users were not at their specified work sites, were not actually system users, or were deceased. 

 
Directive 18, §8.1.2, states that “user identifications and passwords are among the most 

widely used and visible forms of access controls.  The user identification identifies the individual 
to the system.”  In addition, Directive 18, §8.1.2, states that “active password management 
includes deactivation of inactive user accounts and accounts for employees whose services have 
terminated.”  Neglecting to delete duplicate and inactive user-IDs and allowing “general 
purpose” IDs burdens the system with excess information, reduces the system’s response time, 
and increases the vulnerability of the system to misuse and abuse. 
 

HRA Response: “We disagree that we do not have procedures in place to adequately 
control user IDs and passwords. We had provided the auditors with policies and 
procedures for tracking and terminating user IDs and passwords. The POS login process 
requires that Windows, WMS and POS authenticate the user. If any of the three 
authentications fail, that is, if the POS user does not have a valid Windows user ID/ 
password, a valid WMS User ID/password and a User ID table entry in the POS 
enrollment table, the user cannot sign into POS. With regard to the POS enrollment table, 
this table may have multiple ID entries because workers can work at more than one POS 
location such as after regular working hours either during over time on weekdays and on 
weekends. It should be noted that entries to this table in no way impact the POS systems 
response time or burden the system. Concerning IDs without a user name, when a user is 
added, the programmer creates an ID number, after which the coordinator must add the 
job function information and the user name. Consequently, at any point in time there will 
be ID numbers that are awaiting the addition of the identifying information.” 
 
Auditor Comment:  While the Department contends that the login process will prevent 
unauthorized access to the system, the Department did not respond to our concerns about 
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monitoring and reporting security violations.  Moreover, although the Department claims 
to have procedures to control user-IDs and passwords, it did not provide any 
documentation to explain our finding of numerous instances of duplicate IDs, user 
accounts without an associated user name, an ID assigned to four users, users who have 
not accessed POS for more than three months, and deceased users.   
 
Similar problems with user accounts were identified in a September 26, 2003 audit of 
HRA conducted by the New York State Comptroller’s Office (General and Applications 
Controls for the Welfare Management System).  Although that audit found problems with 
the Department’s password security and the assignment of user rights, the Department 
continues not to take appropriate steps to correct these deficiencies.     

 
Recommendation 
 
8. The Department should develop written policies and procedures for tracking system 

users and terminating inactive user-IDs.  In addition, the Department should 
periodically review the status of inactive user accounts and terminate access, where 
appropriate. 

 
HRA Response: “We agree and have policies in place for tracking and terminating users. 
In addition, FIA is currently updating the Enrollment Software Manual for distribution 
through their Office of Procedures. FIA Regional Management will be reminded that 
periodic reviews of the Enrollment Software are required to ensure Job Center staff 
maintain their tables appropriately.” 

 
 

Misleading Information in the  
Mayor’s Management Report 
 

The MMR, which is required under the City Charter, is the only citywide document that 
sets forth goals, objectives, and outcomes for services provided for the dollars expended.  As 
such, it must be thorough, reliable, and accurate so that the public, as well as City officials, have 
appropriate information to evaluate City operations.  However, much of the information 
presented in the MMR about POS provides a false impression that the project was progressing on 
schedule.  

 
The information presented to the public about the system in the Fiscal Years 1994 

through 1996 MMRs gave the impression that development of the system was progressing 
smoothly.  In that regard, the Fiscal Year 1996 MMR states, “citywide implementation of the 
system will begin in February 1997 and be completed in April 1998.”  

 
Problems with POS’ development were indeed noted in the Fiscal Year 1997 MMR, 

which acknowledged that “due to continued delays in software development, a limited pilot 
began operation . . . in 1997.”  However, there was no further mention of POS’ development 
until the Preliminary Fiscal Year 2000 MMR, which states that the Department continued to 
develop POS “at other Job Centers beginning in July 2000.”  The next time the system is 
mentioned is in the Preliminary Fiscal Year 2002 MMR, which states: 
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“During the first four months of Fiscal 2002 the Agency implemented the 
Paperless Office System functions at three additional Job centers for a total of 
seven centers.  By the end of Fiscal year 2002, HRA will implement POS at three 
additional centers.” 
 
However, there is no mention that POS was expected to be completed by April 1998.  In 

fact, there is no mention of the system in the Fiscal Year 2003 MMR, thereby denying the public 
complete and reliable information about this costly project.   We acknowledge that the format of 
the MMR was significantly changed for Fiscal Year 2003.  However, we noted that other system 
development projects, which were presumably running smoothly, were discussed in the 2004 
MMR, while POS has not been mentioned since 2002. 
 

HRA Response: “While we agree that the MMR is a widely circulated publication on 
which there is a high degree of public reliance, we do not agree that our submissions 
provided false impressions but instead gave the most accurate and timely progression of 
the developing system.” 
 
Auditor Comment:  Given the fact that POS has not been mentioned in the MMR since 
Fiscal Year 2002, we question the Department’s contention that its MMR submissions 
were accurate and timely. Obviously, a project of this magnitude, for which the 
Department has already expended more than $47 million, is of significant public interest.  
Accordingly, the Department should have continued to provide information for the MMR 
about the development and implementation of this important system.  
 
Recommendation 
 
9. The Department should ensure that it provides complete and reliable information to the 

Mayor’s Office of Operations for inclusion in the MMR. 
 
 
HRA Response: “We agree with the concept of this finding and will continue to provide 
the Mayor’s Office of Operations (MOO) with complete and reliable information for 
inclusion in the MMR as has been done historically. 
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Attachment A to July 1999 HRA-State Memorandum of Agreement 

POS/Melrose Scope of Functionality  
 

Functionality Yes Functionality Yes 
Create an In-Center Referral X • Electronic signature where appropriate X 
• Create out-of-center referral X Access external databases — 

Annotate a schedule X • Vital records X 
Add comment/text to case records X • Building data X 
Scan documents — • Address verification X 
• Create file X • Board of education attendance data  
• File document X • DMV motor vehicles  
• Read document X • NYCHA & HPD files  
• Browse document X • Credit data  
Perform WMS inquiry on POS — • Other clearances X 
• Benefit issuance X Complete recertification process — 
• Case action history X • Access WINRO32 on POS X 
• Demographic data X • Automated PREP of recertification X 

• RFI results X 
• Automated scheduling & mailout of 

appointment letter X 
Save inquiry data in POS X • Read CED data X 
• Review POS case data X • Complete interview questions & responses X 

Make & document a telephone call — • Make eligibility determination X 
Calculate budgets – All budget types — • Make appropriate referrals & appointments X 
• Input case, household & individual data X • Process case change actions X 

• Perform calculation X 
• Produce appropriate forms and notices 

with electronic signature capture X 
• Save budget in WMS X • Scan documents in to record X 

• Scratchpad X 
• Forward electronic record to Supervisor for 

review and approval X 
• Earned income cases  QRS Case Workflow — 
• Unearned income cases  • WINRO656 List on POS  
• Special budget types X • QRS Clerk Workflow  

Complete applications interview — • Review questionnaire  
• Applicant sign consent form X • Send second notice  
• Register case in WMS with CIN and 

registration number X • Send packet to Case Manager  
• Review clearances – internal & external X WMS report reader — 
• Save budget X • TAD X 
• Print forms/notice for applicant X • WINRO32 X 
• Withdraw application  • Other WINRO’s X 
• Complete immediate needs & expedited 

food stamps interview X • MAPPER & NYCWAY Results  
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Attachment A to July 1999 HRA-State Memorandum of Agreement 

POS/Melrose Scope of Functionality 
 
• AFIS referral X Tickler file & queue management X 
• Produce mandatory referrals MAPPER & 

NYCWAY and schedule appointments and 
other referrals X Transfer of cases to NPA FS or MAP X 

• Issues appropriate benefits – PA & FS X Distributing & collections module (D&C) — 
• Save budget in WMS X • Forwarding of electronic grant authorization  
• Produce deferral documents  • Automated preparation of “E” check  
• Change case status X Mandatory reports — 

Issues special grants — • Automated applications report X 
• EPFT Benefits X • Recertification report X 
• Emergency checks X • Other mandatory reports X 
• Restricted payments X Management reports — 
• Supervisory review and signoff X • Customized X 
• Send authorization to WMS X • On-demand X 
• Send authorization to D & C – “E” checks X Fair hearing module (FH) — 

Process all change actions — 
• Send fair hearing data from FHIS to POS-

Date Requested  
• Add/remove individual from PA/FS case X • Aid-to-Continue status  
• Change demographic data X • Date scheduled  
• Change budget X • Electronic FH Packet  
• Process recoupment X • Electronic control  
• Supervisory review via POS – all levels of 

approval X CSMS (child support) inquiry X 
• Supervisory sign-off – User Id/Password 

and electronic signature X OES Inquiry (Employment Services) X 
• Workflow to route case actions to 

appropriate supervisory level X Network security — 
RFI data  • Use of userID & password X 
• Read RFI data X • Electronic signature X 
• Resolve RFI data X • Permanent record of system access X 

Process all computer matches — Supervisory review module X 
• Read match material on POS  Welfare reform changes X 
• Enter resolution on POS  Spanish text-forms/notices X 

Produce all notices & forms — AFIS Integration X 

• Header data filled from POS X 
Business Rules / Decision Support /  
Systems Support X 

 
















































