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	INSTRUCTIONS 


The Identifying Information Law requires City agencies to submit comprehensive biennial agency reports (Form 3) related to their collection, disclosure, and retention of identifying information and their privacy protection practices. 

To complete a 2022 Form 3:
· Update the agency’s 2020 Form 1 (Inventory Form) with new information (including from any new or updated Forms 2 and 5 completed by the agency since 2020); 
· Update or complete new Form 2s (APO Designation of Collections and Disclosures as “Routine”) based on new information in the updated 2022 Form 1;
· Update or complete new Form 5s (Agency Privacy Officer Approval of Collections and Disclosures on a “Non-Routine” Basis) based on new information in the updated 2022 Form 1;
· Make sure all updated or new Forms 2 and 5 are consistent with the updated 2022 Form 1;
· Use the updated or new Forms 1, 2, and 5 to complete a new Form 3. 
Before submission, Form 3 must be signed by the agency head or their designee. It is strongly recommended that agency counsel conduct a final review and approval before submission.
Submit Form 3 to:
· CPO at PrivacyOfficer@cityhall.nyc.gov
· Mayor at MOReports@cityhall.nyc.gov
· City Council Speaker at reports@council.nyc.gov
· Citywide Privacy Protection Committee at NYCPrivacyCommittee@cityhall.nyc.gov
· Department of Records and Information Services’s (DORIS) online submissions portal at https://a860-gpp.nyc.gov

	
THIS REPORT IS PUBLIC. PREPARERS SHOULD CONSULT AGENCY COUNSEL OR THE CHIEF PRIVACY OFFICER TO ENSURE THE RESPONSES ARE PROVIDED ACCORDING TO APPLICABLE LAW AND CITY POLICY.


	
DO NOT SUBMIT PAGES 1-3







VERSION CONTROL

	Version
	Description of Change
	Approver
	Date

	3.0
	Updated completion date; miscellaneous clarifying revisions.
	Aaron Friedman
Principal Senior Counsel
Office of Information Privacy
	April 2022

	2.0
	Updated completion date; miscellaneous clarifying revisions.
	Laura Negrón
Chief Privacy Officer, City of New York
	April 2020

	1.0
	First Version
	Laura Negrón
Chief Privacy Officer, City of New York
	April 2018
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	FORM 3 (AGENCY REPORT) 
(Due on or before July 31, 2022)




	Agency:
	New York City Department of Parks and Recreation 

	Agency Privacy Officer:
	Assistant Commissioner John Luisi 

	Email:
	John.luisi@parks.nyc.gov
	Phone:
	212-360-3431

	Date of Report:
	8.2.22

	
	



	1. Specify the type of identifying information collected or disclosed (check all that apply):

	☒Name
☒Social security number (full or last 4 digits)*
☒Taxpayer ID number (full or last 4 digits)*		
	Work-Related Information
☒Employer information
☒Employment address

	Biometric Information
☒Fingerprints
☒Photographs 
☐Palm and handprints*
☐Retina and iris patterns*
☐Facial geometry*
☐Gait or movement patterns*
☐Voiceprints*
☐DNA sequences*
	Government Program Information
☒Any scheduled appointments with any employee, contractor, or subcontractor
☒Any scheduled court appearances
☒Eligibility for or receipt of public assistance or City services
☒Income tax information
☒Motor vehicle information

	Contact Information
☒Current and/or previous home addresses
☒Email address
☒Phone number
	

	Demographic Information
☒Country of origin
☒Date of birth*
☒Gender identity
☒Languages spoken
☒Marital or partnership status
☒Nationality
☒Race
☐Religion
☐Sexual orientation
	Law Enforcement Information
☒Arrest record or criminal conviction
☒ Date and/or time of release from custody of ACS, DOC, or NYPD
☒Information obtained from any surveillance system operated by, for the benefit of, or at the direction of the NYPD

	Status Information
☐Citizenship or immigration status
☒Employment status
☒Status as victim of domestic violence or sexual assault
☒Status as crime victim or witness
	Technology-Related Information
☐Device identifier including media access control MAC address or Internet mobile equipment identity (IMEI)*
☐GPS-based location obtained or derived from a device that can be used to track or locate an individual*
☐Internet protocol (IP) address*
☐Social media account information

	☒Other: Family residing with applicant, name of school being attended, NYCCAS #, Select medical information, Parent/guardian employer name, SOHMH Child & Adolescent Health Examination Form, Disability, Medical Conditions


	*Type of identifying information designated by the CPO (see CPO Policies & Protocols § 3.1.1). 






	2. Explain why the collection and retention of identifying information described in Question 1 furthers the purpose or mission of your agency.

	
Most of this information is collected by the DPR HR department for current employees.  Members of the public need to supply some personal information for different public programs offered by DPR including Rec Center memberships, camps, swimming lessons, Shape Up programs, etc.  Parks Enforcement Patrol collects personal information when issuing summonses. Wide collection and disclosure of this information is necessary for the completion of this mission.

	



N.Y.C. Admin. Code §23-1205(a)(1)(f)


	3. Describe the following types of collections and disclosures: (1) pre-approved as routine, (2) pre-approved as routine by the APOs of two or more agencies, or (3) approved by the APO on a case-by-case basis. Appendix B of the Agency Guidance on the 2022 Biennial Compliance Process includes examples of routine and non-routine collections and disclosures.

Add additional rows as needed.

	Describe the Collection or Disclosure
	Classification Type

	Disclosure in Litigation: When the agency is a party to or has an interest in litigation or other legal proceeding, relevant identifying information may be disclosed before an adjudicative or administrative body, an arbiter, to the NYC Law Department or other counsel representing the Agency or its employees, in accordance with applicable law.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collections and Disclosures for Human Resources and other Personnel Matters: Identifying information may be collected and disclosed in the course of performing human resources and other personnel related matters, including, but not limited to, new hiring processing, retiree and benefits processing, payroll processing, equal employment opportunity matters, training, occupational health and safety matter, professional development, Parks Opportunity Program, staff disciplinary procedures, etc.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	

	Disclosure of Law Enforcement: Identifying information may be disclosed, subject to applicable law, to local, state, or federal law enforcement authorities for purposes of law enforcement activities, which may include the investigation, prosecution, or enforcement of a law, regulation, rule, or order.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure to State or Federal oversight agencies: the agency makes disclosures, subject to applicable laws, of identifying information to its federal or state oversight agencies in order to comply with such agency’s regulations, rules, guidelines, or conditions to funding.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure to Local oversight: the agency makes disclosures, subject to applicable laws, of identifying information to the City Council, the Mayor’s Office or other City agencies in order to comply with such agency’s rules, regulations, guidelines, or conditions to funding.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosures to Contractors, Experts, and Consultants: Identifying information may be disclosed to contractors, experts, or consultants who have entered into agreements with the agency so that such entities or persons may carry out their roles and responsibilities under such agreements.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosures to Contractors, Experts, and Consultants: Identifying information may be disclosed to contractors, experts, or consultants who are bidding to enter into agreements with the agency.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collections and Disclosures for Records Management:  Identifying information may be collected or disclosed by the agency for purposes of records management, archiving, and preservation.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosures for Local Laws 245 and 247 of 2017: Identifying information may be disclosed to meet the requirements of local laws 245 and 247 of 2017.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☒Approved by APO on a case-by-case basis

	Disclosures to the Public: Identifying information may be disclosed to the public through the agency’s website, fliers, and other public sources of information.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Health and Safety Prevention Disclosure: Identifying information may be disclosed to appropriate federal, state and local agencies or personnel for purposes of preventing or combating threats to public health and safety.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Health and Safety Prevention Disclosure: Identifying information may be disclosed to appropriate federal, state and local agencies or personnel for purposes of preventing or combating threats to employee health and safety.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Prevention of Fraud, Waste, and Abuse Disclosure: Identifying information may be disclosed, subject to applicable law, to federal, state, and local agencies or personnel, or non-governmental entities or persons who have entered into an agreement with the agency, which is necessary and relevant for purposes of: 1. Detection, preventing, or recovering improper payments; 2. Detecting and preventing fraud, waste, and abuse in programs administered by federal, state, or local government; 3. And detecting fraud, waste, and abuse by individuals in their operations and programs.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure for Customer Service Purposes: Identifying information may be disclosed, subject to applicable law, if such disclosure is part of the service to an agency client or customer.  Such disclosures include addresses to process inquiries and claims and name and other information for identity verification.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure for Agency Programming: Identifying information may be collected and disclosed, in accordance with applicable laws, as part of the planning for and implementation of public programming, including but not limited to after school programs, youth summer camps and free lunch programs.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosures to Auditors: Identifying information may be disclosed, subject to applicable law, if necessary, to federal, state, or local auditors, or other entities authorized to perform audits, in compliance with applicable laws or regulations.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure in Response to Freedom of Information Law Requests: Identifying information may be disclosed in order to seek advice regarding a request for information under FOIL, or as part of information released in response to a FOIL request, provided appropriate agency personnel determines that disclosure of such information is permissible under applicable law.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure to Labor Organizations: The names, employment status, contact information, addresses, and other identifying information of agency employees may be disclosed, subject to applicable law, to labor organization to perform its duties as the collective bargaining representative of Agency employees in an appropriate bargaining unit.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Lobbying Disclosures: The names, addresses, and telephone numbers of lobbyists or clients maybe disclosed in order to comply with the NYC Lobbying Law’s reporting and registration requirements.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure in Response to a Data Breach: Identifying information may be disclosed, subject to applicable law, to appropriate agencies, entities, or persons where it has been determined or suspected that the security or confidentiality of identifying information has been compromised, and that such disclosure is either required by law or is reasonably necessary to assist in efforts to prevent, minimize, or remedy potential or actual harm.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure to Concessionaires: Identifying information may be disclosed as part of the concessions bid process and through the routine enforcement of concessionaires’ agreements.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Procurement: In order to comply with applicable federal, state, and local procurement rules, certain identifying information may be collected and disclosed, such as bidders’ and contractors’ names and contact information.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Contract Management: Identifying information may be disclosed as part of the normal management and operation of Agency contracts subject to applicable law.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosures in Response to Inquiries from Federal, State or Local Elected Officials: Identifying information may be disclosed as part of a response to an inquiry from a federal, state or local elected official, subject to applicable law.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and disclosure for Public Benefits Processing: The agency may collect and disclose identifying information to process applications or claims for public benefits, including names, addresses, contact information, employment status, race nationality, and eligibility for or receipt of public assistance, in accordance with applicable law.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Law Enforcement Collection and Disclosure: Identifying information may be collected and disclosed, in accordance with applicable laws, in the normal operations of agency staff taking park in law enforcement activities.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Public Trainings and Classes: Identifying information may be collected and disclosed, in accordance with applicable laws, in connection with trainings and classes provided by the agency to employees.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Public Trainings and Classes: Identifying information may be collected and disclosed, in accordance with applicable laws, in connection with trainings and classes provided by the agency to the public such as fitness classes and CPR/AED trainings.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection Related to Providing Equipment: Identifying information may be collected, in accordance with applicable laws, in connection with equipment provided by the agency to members of the public, sports leagues, or other groups.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection Related to Recreation Center Memberships: Identifying information may be collected, in accordance with applicable laws, in connection to the processing of membership applications to recreation centers.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure to Permits: Identifying Information may be disclosed, in accordance with applicable law, in connection with the processing of permits including but not limited to sports field permits and special events permits.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure to Press: The agency has a press office.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Public Art Exhibits: Identifying information is collected and disclosed, in accordance with applicable law, related to public art exhibits the agency hosts in two public galleries and in open spaces.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collection and Disclosure Related to Parking Permits: Identifying information is collected and disclosed, in accordance with applicable law, related to providing various forms of parking permits.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Disclosure on Business Cards: Identifying information is disclosed by the agency in the production and distribution of business cards.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis

	Collections and Disclosure Related to Agency and NYPD Surveillance: Identifying information may be collected and disclosed, in accordance with applicable law, as part of regular agency and NYPD surveillance operations.
	☒Pre-approved as routine
☐Approve as routine by two or more agencies
☐Approved by APO on a case-by-case basis





N.Y.C. Admin. Code §23-1205(a)(1)(b)



	4. If applicable, describe the types of collections and disclosures of identifying information involving your agency that have been approved by the Chief Privacy Officer as being in the best interests of the City.

Add additional rows as needed.

	Describe Type of Collection or Disclosure

	
Not Applicable 


	



	



	N.Y.C. Admin. Code §23-1202(b)(2)(b); 23-1205(a)(1)(b)



	5. Describe the agency’s current policies regarding requests for disclosures from other City agencies, local public authorities or local public benefit corporations, and third parties. Be as specific as possible.

NOTE: For questions 5 – 11, refer as necessary to the Model Citywide Protocol for Handling Third Party Requests for Information Held by City Agencies (on file with the Office of Information Privacy) and the Identifying Information Rider.

	All disclosures with other city agencies are considered routine.  When communicating with any 3rd party beyond a sister city agency everything not covered by an exemption to FOIL or otherwise prohibited by law is considered routine.

	6. Do the above policies address access to or use of identifying information by employees, contractors, and subcontractors? 
	☒ Yes   ☐ No

	7. If YES, do those policies specify that access to identifying information must be necessary to perform their duties? 
	☒ Yes   ☐ No

	8. Describe whether the policies are implemented in a manner that minimizes access to the greatest extent possible while furthering the purpose or mission of the agency.
	Staff are permitted to access identifying information for work purposes only.




	N.Y.C. Admin. Code §§23-1205(a)(1)(c)(1), and (4)  




	9. Describe the agency’s current policies for handling proposals for disclosures of identifying information to other City agencies, local public authorities or local public benefit corporations, and third parties. Be as specific as possible.

	DPR follows the model protocols developed by the City.  All disclosures with other city agencies are considered routine.  When communicating with any 3rd party beyond a sister city agency everything not covered by an exemption to FOIL or otherwise prohibited by law is considered routine.

	N.Y.C. Admin. Code 3-1205(a)(1)(c)(2)




	10. Describe the agency’s current policies regarding the classification of disclosures as necessitated by the existence of exigent circumstances or as routine. Be as specific as possible.

	All disclosures with other city agencies are considered routine.  When communicating with any 3rd party beyond a sister city agency everything not covered by an exemption to FOIL or otherwise prohibited by law is considered routine.  In the event of exigent circumstances DPR staff are instructed to have the disclosure approved by DPR Legal.

	N.Y.C. Admin. Code §23-1205(a)(1)(c)(3)




	11. Describe the agency’s current policies regarding which divisions and categories of employees have been approved by the agency privacy officer to disclose identifying information. Be as specific as possible. 

	The APO has authorized all agency staff to provide routine disclosures of various levels of identifying information in accordance with their title.

	N.Y.C. Admin. Code §23-1205(a)(1)(c)(4)




	12. Describe whether the agency has considered or implemented, where applicable, any alternative policies since 2020 that minimize the collection, retention, and disclosure of identifying information to the greatest extent possible while furthering the agency’s purpose or mission. 

	We have streamlined and made staff aware of the need to go through the Agency Chief Privacy Officer with any questions or concerns.  


	N.Y.C. Admin. Code §23-1205(a)(4)



	13.   Describe the agency’s use of agreements for any use or disclosure of identifying information.

	All disclosures with other city agencies are considered routine.  When communicating with any 3rd party beyond a sister city agency everything not covered by an exemption to FOIL or otherwise prohibited by law is considered routine.  



	N.Y.C. Admin. Code §23-1205(a)(1)(d)
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	14. Using the table below, describe the types of entities requesting the disclosure of identifying information or proposals for disclosures of identifying information. For each entity, describe (1) why the agency discloses identifying information to the entity, and (2) why any disclosures further the purpose or mission of the agency.
Add additional rows as needed.

	Type of Entity	
	Description of Reason for Disclosure
	Description of how disclosure furthers the agency’s purpose or mission

	City Agencies 
	The agency makes these disclosures because they are part of our routine operation.
	Not all disclosures further the mission of the agency, some are required by law or further the mission of the sister agency.

	All other 3rd Parties including State and Federal Agencies
	The agency makes disclosures that are not covered by an exemption to FOIL or are otherwise prohibited by law.
	Not all disclosures further the mission of the agency, some are required by law.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	N.Y.C. Admin. Code §23-1205(a)(1)(e)



- Proceed to Next Question on Following Page-
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	15. Describe the impact of the Identifying Information Law and other local, state, or federal laws upon your agency’s practices in relation to collecting, retaining, and disclosing identifying information (i.e., if such practices would differ in the absence of these laws).

	The agency has streamlined the process and made clear that Legal/Compliance is the clearing house for all identifying information. 





	N.Y.C. Admin. Code §23-1205(a)(2)



	16. Describe the impact of the privacy policies and protocols issued by the Chief Privacy Officer, or by the Citywide Privacy Protection Committee, as applicable, upon your agency’s practices in relation to collecting, retaining, and disclosing identifying information (i.e., if they have affected such practices).

	
The impact has been that the agency is communicated with one voice on privacy issues and the Privacy Officer is made aware of all information related decision making which has resulted in compliance with privacy protocols. 



	N.Y.C. Admin. Code §23-1205(a)(3)




	APPROVAL SIGNATURE FOR AGENCY REPORT



	Preparer of Agency Report: 

	Name:
	Danielle King

	Title:
	Chief of Staff for Agency Compliance 

	Email:
	Danielle.king@parks.nyc.gov
	Phone:
	212-360-3433



	ELECTRONIC SIGNATURE OF AGENCY HEAD OR DESIGNEE REQUIRED BELOW

	Agency Head (or designee):

	Name:
	John Luisi

	Title:
	Assistant Commissioner of Agency Compliance 

	Email:
	John.luisi@parks.nyc.gov
	Phone:
	212-360-3431

	Electronic Signature:
	[image: ]
	Date:
	8.3.22
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